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1. Introduction

1.1. Overview

USR-G809 is a new generation of 4G LTE industrial router with rich interfaces and comprehensive functions.
It supports WIFI access point, serial to network, VLAN, DIDO, Email/SMS alert, USR Cloud service function.
G809 device adopts industrial design, with multiple hardware protection, built-in watchdog.

It has been widely used in the M2M industry in the Internet of Things, providing stable and reliable LTE
network for smart factories, photovoltaic industry, wind power generation, airport transportation, smart
medical care and other fields.

1.2. Features

Stable and Reliable

» Industrial design, metal housing, protection class IP30.

Wide voltage DC 9-36V input, with reverse polarity protection

9-36V wide power supply range, anti-reverse protection.

ESD, surge and EFT protection.

Hardware watchdog, link detection mechanism make it self-recovery from unexpected failure and
guarantee system stability.

Flexible Networking

Provide 4G network, compatible with 3G/2G network.

Supports automatic network inspection, 4G/3G/2G network switching, APN/VPDN card.
Supports wired /4G multi-network online at the same time, multi-network backup function.
Supports 2.4GHz, 5GHz (Optional)WIFI.

Supports VPN (PPTP, L2TP, IPSEC, OpenVPN, GRE) and VPN encryption.

Powerful Functions

Supports multiple WAN connections, including static IP, DHCP, PPPoE, 2G/3G/4G.

Supports DDNS, static route, firewall, NAT and access restriction.

Supports RS232/RS485 serial port and multiple socket connections.

Supports VLAN function, different LAN port can be assigned different network segment.
Supports downloading/uploading the configuration files to achieve batch parameter settings.
Supports monitoring and upgrading via PUSR Cloud to achieve the remote maintenance.
Supports NTP function and restore via the “Reload” button.

Provides link detection mechanism, anti-drop mechanism to ensure that data terminals are always
online.

Supports email, SMS and DO alert function, to get the device status via the alarm information.
Supports DIDO function, simple hardware connection and flexible configuration.

Supports upgrading via USB port and custom indicator light.

Supports call reboot to achieve restart the device via the mobile phone.

Supports remote configuration via USR Cloud.

GPS positioning supported(Optional)

VV VYV VYV V V VYV YV V V V V YV V V VY

VV YV YV VYV

Jinan USR IOT Technology Limited WWW.pusr.com
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1.3. Specification

Region EMEA/Korea/Thailand/India Europe/Australia
LTE-FDD:B1/3/5/7/8/20/28
LTE-FDD: B1/B3/B7/B8/B20
Frequenc LTE-TDD: B38/B40/B41 LTE-TDD:B38/40/41
quency ' WCDMA:B1/5/8
bands WCDMA: B1/B5/B8
GSM/GPRS/EDGE:850/900/1800M
GSM/EDGE: B3/B8
Hz
LTE-FDD: LTE-FDD:
Max. 150Mbps (DL)/50Mbps (UL) | Max. 150Mbps (DL)/50Mbps (UL)
Cellular LTE-TDD: LTE-TDD:
Network Max. 130Mbps (DL)/30Mbps (UL) | Max. 130Mbps (DL)/30.5Mbps (UL)
DC-HSPA+: DC-HSPA+:
Max. 42Mbps (DL)/5.76Mbps (UL) | Max. 42Mbps (DL)/5.76Mbps (UL)
_ WCDMA: WCDMA:
Theoretical
bandwidth Max. 384Kbps (DL)/Max. | Max. 384Kbps (DL)/Max. 384Kbps
384Kbps (UL) (UL)
EDGE: EDGE:
Max. 296Kbps (DL)/Max. | Max. 296Kbps (DL)/Max. 236.8Kbps
236.8Kbps (UL) (UL)
GPRS: GPRS:
Max. 107Kbps (DL)/Max. | Max. 107Kbps (DL)/Max. 85.6Kbps
85.6Kbps (UL) (UL)
Standards IEEE802.11b/g/n, 2.4GHz, AP mode
Theoretical
. i IEEE802.11b/g, max. 54Mbps; IEEE802.11n, max. 150Mbps
Wireless bandwidth
Parameters ) OPEN. WPA-PSK. WPA2-PSK
Security
TKIP. AES
Distance 100m in open area
Mode NET, HTTPD, MODBUS
Heartbeat/R
egistry Support
packet
Baud rate 1200/2400/4800/9600/19200/38400/57600/115200/230400
Serial Modem Data bits 8
Stop bits 1, 2
Parity NONE,ODD,EVEN
Serial type RS232 or RS485
SOCKET Socket A~D, support TCPS(Only socket A)/TCPC/UDPS/UDPC

Jinan USR IOT Technology Limited
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Power
W DC 12V/1A
supply
Voltage
Power 9 DC 9 ~ 36V
range
Operation
Avg. 522mA, max. 811mA/12V
current
Housing Metal, IP30 protection class
Physical . . 125.0*103.0*45.0mm (L*W™*H, excluding mounting parts and antenna
o Dimensions
characteristics base)
EMC Level 3
Operating 20°C ~470°C
temperature
St
. orage 40°C~+125C
Environmental | temperature
erformance Operatin
P P , _I 9 5%~95%RH(non-condensing)
humidity
Storage .
1%~95%RH(non-condensing)
temperature

Power consumption:
USR-G809 works at full speed, with 1 WIFI station access, 1 LAN port access, and 4G access to the external

network.
Average Maximum Minimum

Operating mode Power current current current

SUPPY ) (mA) (mA)
LAN+WAN, full speed (4G +WLAN) DC12Vv 522 811 392
LAN, full speed (4G+WLAN) DC12v 510 801 380
LAN+WAN, full speed (WLAN) DC12v 412 659 275
WAN, full speed (WLAN) DC12v 366 565 246

When G809 is powered by 12V and working at full speed: The average power consumption is 6.3W and the
maximum is 9.7W. The average current is 522mA and the maximum is 811mA.
Note: It is recommended to use the power adapter provided by our company.

1.4. Interface

No. ltem Description

1 DC interface DC:9~36V, standard 5.5*2.1mm round socket

2 WAN 1*10/100M, MDI/MDIX, 1.5KV electromagnetic isolation protection
3 LAN 4*10/100M, MDI/MDIX, 1.5KV electromagnetic isolation protection

Jinan USR IOT Technology Limited

www.pusr.com
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4 USB interface Firmware upgrading
5 Indicator lights PWR. WORK. WLAN. USR. NET. SIG*3
6 SIM slot 3V/1.8V SIM card, ESD 15KV
7 Reload button Restore to factory settings/restore the firmware/upgrade via USB port
WIFI antenna
8 ] 2* standard SMA male antenna connector
interface
9 4G antenna | 2* standard SMA female antenna connector
interface 4G-M is the main antenna, 4G-D is the auxiliary one.
10 Ground screw Router grounding helps prevent the noise effect due to
electromagnetic interference (EMI). Connect the router to the
site ground wire by the ground screw before powering on.
11 TF card slot Reserved interface.
12 Terminal interface | V+, V-: power interface, built-in anti-reverse protection
GNG: Ground terminal
Tx/B: RS232 or RS485, can be set via webpage
Rx/A: RS232 or RS485, can be set via webpage
DI1. DI2. DO1. DO2: DIDO terminal interface
COM: DO loop terminal.
13 TBD Debug interface.

1.5. Indicator

Item Description

PWR Power indicator, always on red after powered on.

WORK Work indicator, 1 sec blink after booting.

WLAN WiFi indicator, always on green when Wi-Fi is enabled and working properly.

USR User-defined indicator, can be set via the webpage(socket, VPN...)

NET Always on after connecting to the network. Two colors indicate 4G network, green
indicates 3G and red indicates 2G.

SIG(1-3) Signal strength indicator, the more lights on, the stronger the signal.

Jinan USR IOT Technology Limited

www.pusr.com
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1.6. Dimensions

@ﬁﬁ@gg@kbzh
CQ@@ @08 (/b#
o © ol
-
é ® 0

- Lol

N

Note:

» Metal housing, support panel mounting and DIN-rail mounting.

» Dimensions of DIN-rail mounting: 125.0*117.2*45.0mm(L*W*H, including DIN-rail parts and antenna
base).

» Dimensions of panel mounting: 170.0*117.2*45.0mm(L*W*H, including DIN-rail parts, panel mounting
kits and antenna base).

Jinan USR IOT Technology Limited WWW.pusr.com
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2. General Function

Qverview Static Routes

Network ) ;
Switch GeneralSettings System Settings
DHCP Port Forwards Reboot Timer

Hostnames Traffic Rules Backup /Restore
Diagnostics Access Restriction Reboot

Network
: LAN/
—
Equipment WIFI —
Reload R
eloa 2G/3G/ Operators
Power — -4(3 Network
—
Suppl USR-G809 Kernel
RS232/RS485 4—»4—. q—pi—b— Wired Network
A
Di*2
Dox2

Ezp.{g Basic Settings System Log

CellularNetwork |Pec Serial Port Time Setting

Wi-Fi OpenVPN Setting E-mail, SMS
VLAN Settings GRE SOCKET Alarm

DIDO VEN State HTTPD Call Reboot
User Led DDNS

USR Cloud

Geolocation

LAN br-lan LAN

WIFI AP br-lan LAN

Wired WAN eth0.2 WAN_WIRED
4G eth1 WAN_4G

Jinan USR IOT Technology Limited
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2.1. Web Interface

Connect PC to the LAN port of USR-G809 via a Ethernet cable, or directly connect the PC to the WiFi of the
G809. Default parameters are as below:

Parameters Default

SSID USR-G809-XXXX
LAN IP address 192.168.1.1
Username root

Password root

WiFi password WWW.pusr.com

Enter 192.168.1.1 in the browser to log into the webpage of USR-G809, username and password are both
“root”, then click “Login”.

USR-GB03 ="

®
%USRFQT ) Be Honest, Do Best!
Communication Expert of Industrial 10T

Authorization Required

Please enter your username and password.

JiNan USR IOT Technology Limited  http://www.pusr.col
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n Expert of Industrial 10T

USR-G809

Be Honest, Do Best!
AUTO REFRESH ON

Overview System
Hostname USR-GB09
AR Firmware Version V1.005
LAN SN 01600118022400001285

Cellular Network

Local Device Time

Fri Apr 30 03:14:37 2021

WLAN Router Uptime 3h 28m 2s
Vian Management Load Average 0.78,1.15,1.05
DI/DO
Network Total Available ‘,,Egliz,kﬁLllﬁjéa,,k‘iQ@YﬂL‘
PN = I 2 1 o))
Firewall Cacail
DTU
Buffered
Services
System
Logout

1Pv4 WAN Status

2 Type: dhep
eth0.2 IP Address: 172.16.11.84
Netmask: 255.255.255.0
Gateway: 172.16.11.1
DNs 1: 192.168.0.1
DNS 2: 223.55.5 .

JiNan USR I0T Technology Limited  http://www.pusr.com/

2.2. Hostname

The hostname defaults to USR-G809 and the webpage port defaults to 80. After changing the parameters,
click “Save&Apply”.

S USR 10T

n Expert of Industrial 10T

Be Honest, Do Best!

USR-G809

Here you can configure some system properties,restart the device to take effect
Overview
Interface System Properties
Network

Hostname ~ USR-G809

VPN
Firewall
Services

Hetp Port 80

Administration

Reboot Timer

Save & Apply

Backup/Upgrade
Reboot

Logout

2.3. User Password Settings

Username and password of USR-G809 default to “root”, password can be changed but the username is fixed.
This password can be used to login via Web/telnet/ssh.

11

Jinan USR IOT Technology Limited WwWw.pusr.com
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@®
USR 10T Be Honest, Do Best!
Communication Expert of Industrial 0T .

USR-G809

Administrator Password

Changes the administrator password for accessing the device
Overview
Interface Configuration
Network

New Password &

VPN @ Password support: numbers, letters and symbols.no more than 16
Gkl Confirm New Password 2
DTU
Services
System

Administration

Reboot Timer
Backup/Upgrade
Reboot

Logout

JiNan USR 10T Technology Limited  httpi//www.pusr.com/

Note: It is recommended to change the original “root” password when login the router for the first time.

2.4. Reboot Timer

Users can restart the router at any time every day, every week and every month, and clear the running cache
regularly to improve the running stability.

@
USR IOT Be Honest, Do Best!
Communication Expert of Industrial IOT *

USR-G809

Reboot Timer

Reboots the operating system

Overview
Interface Parameter Configuration
Network
Enable

VPN

. Reboot Period  Weekly v
Firewall
DTU Weekday ~ Wednesday ~
Sk Random Time  Enable v

@ Randomly genrate the restarstime (hours and minutes) o svoid she device online st the same timelf disabled, custom time is required.
System Random Range(Start)  4:00 ~
Administration
Random Range(End) ~ 5:00 ~
Reboot Timer
Reboot Time ~ 4:8

Backup/Upgrade
Reboot
Logout

Save s ovly

JiNan USR 10T Technology Limited  http://www.pusr.com/
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2.5. Backup/Upgrade

In this interface, click “Export configuration file” to download the current parameter settings to a zip file, like
backup-USR-G809-2020-08-09.tar.gz. Save and select this file, upload it to other devices to achieve batch

configuration.

Be Honest, Do Best!

n Expert of Industrial IOT

USR-G809
i

Interface Export or import the current system configuration file
Network Download Configuration @ Export configuration file
file:

VPN
Firewall Restore to Default: | @ Restore
DTU

Import configuration file from backup.
Services

I Restore Backup: | @ Browser | @ upload |

System
Administration " .

Flash new firmware image
Reboot Timer Upload a praper image here to replace the running firmware. Check "Keep settings” to retain the current configuration,

Backup/Upgrade Keep Settings: [

Reboot
Firmware Image: Browser | [@ Flash

Logout

JiNan USR 10T Technology Limited  http://www.pusr.com/

USR-G809 supports upgrading firmware via webpage, after selecting the bin file, click “Flash”. It will last
about 3 minutes, please do not power off or disconnect the Ethernet cable during the upgrading. G809
defaults to upgrade without keeping the settings.

@
USR IOT Be Honest, Do Best!
Communication Expert of Industrial IOT .

USR-G809

Backup/Upgrade
e

Interface Export orimport the current system configuration file
Network Download Configuration  [@ Export configuration file
file:
VPN
Eirewall Restore to Default: @ Restore
DTU
Import configuration file from backup.
Services
Restore Backup: @ Browser | [@ Upload
System
Administration N
[ ———
Reboot Timer Upload a proper image here to replace the running firmware. Check "Keep settings” to retain the current configuration,
Backup/Upgrade Keep Settings: [
Reboot
Firmware Image: Browser | @ Flash
Logout

JiNan USR 10T Technology Limited  hitp://www.pusr.com/

Users can also restore the device to factory settings via the “Restore” option.

Jinan USR IOT Technology Limited 13 WwWw.pusr.com
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2.6. Reboot

Click “Reboot” to restart the router, same as power off. Restarting takes about 90s.

®
USR IOT Be Honest, Do Best!
Communication Expert of Industrial 10T «

USR-G809

Restart the operating system of the device.

Network

VPN & Reboot
Firewall

DTU

Services

System

Administrati

Reboot Tim

Backup/Upgrade

Logout

JiNan USR 10T Technology Limited  http://www.pusr.com/

2.7. Reload Button

There is a “Reload” button in the device. Users can restore the device to factory settings, restore the firmware
and upgrade firmware via this button.

2.7.1.Hardware Reset

Users can restore the device to factory settings via below steps:

1. Power on the device. PWR will be always on and the WORK indicator will flash every 1 sec.

2. Press and hold the “Reload” button for 3~15s under the normal operation of the system.

3. Release the button for 1~2s, all the indicator lights will flash once means the device has been reset.
4. The WORK indicator will flash after the device restarting.

2.7.2.Restore the Firmware

This function can restore the device to the original firmware.

1. Press and hold the “Reload” button before power on the device.

2. Hold the “Reload” button and power on the device at the same time, release it when the NET indicator
flashes every 200ms.

3. Wait until all the indicator lights flash every 500ms, firmware is restoring now, please keep power on.

4. It will take about 2~3mins, firmware upgrade is completed when the WORK indicator flashes every 1s.

Jinan USR IOT Technology Limited 14 WwWw.pusr.com
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2.7.3.Upgrading via USB Port

USR-G809 supports upgrading via USB.

Place the firmware in the root directory of the U disk(FAT32 format).

Change the name of the firmware to “route_firmware.bin”.

Power off the device.

Insert the U disk to the USB port of the G809 device.

Press and hold the “Reload” button when the device is not powered on.

Press the “Reload” and power on the device simultaneously, release it when the NET indicator flashes
every 200ms.

Wait until all the indicator lights flash every 500ms, firmware is upgrading now, please keep power on.

8. Upgrading will take 2~3mins, firmware upgrade is completed when the WORK indicator flashes every 1s.

o0k wh =

N

Note: The file system only supports FAT32, with up to 32GB of memory.

3. Interface

Click “Interface”, can check the network cards status, WLAN, DIDO and other information.

P

USR-G809

USR IOT Be Honest, Do Best!
c

‘ommunication Expert of Industrial 10T AUTO REFRESH ON

I

WAN Information

Overview

WAN WAN 46 MAC: 00:00:00:00:00:00 & connect | @ Edit
. RX: 0.00 B (0 Pkts)
LN ethl TX: 0.00 B (0 Pkts.)
Cellular Network TS Uptiene: 45 33m75 = S
MAC: 9CAS:25:£0:D568 g Sonnect LTS

WLAN RX: 16.75 MB (130852 Pkts)

TX: 3.26 MB (6084 Pkts.)
1Pv4: 172.16.11.84/24

e
eth02
Vlan Management

DI/DO

User-defined Indicator

JiNan USR I0T Technology Limited  http://www.pusr.com/

No. ltem Description

1 Uptime Time of this interface connected to the network.

2 MAC MAC address of this interface.

3 RX/TX Data received and sent of the this interface after connecting to the
network.

Jinan USR IOT Technology Limited 15 WwWw.pusr.com


file:///C:/Users/Administrator/Documents/Tencent%20Files/2220898066/FileRecv/h.usriot.com

&~ USR IOT

Be Honest, Do Best !

USR-G809 User Manual Technical Support: h.usriot.com

4 IPv4

Indicates this interface use the IPV4 protocol.

3.1. WAN Interface

®
USR IOT
Communication Expert of Industrial IOT

USR-G809

Overview

LAN

Cellular Network
WLAN

Vlan Management
DI/DO
User-defined Indicator
Network

VPN

Firewall

DTU

Senvices

System

Logout

®
USR 10T
Communication Expert of Industrial IOT

USR-G809

Overview

Vv Interface

LAN
Cellular Network
WLAN

Vlan Management
DI/DO

User-defined Indicator
Network

VPN

Firewall

DTU

Services

System

Logout

Description:

JiNan USR 10T Technology ttp://www.pusr.com/

Be Honest, Do Best!

AUTO REFRESH ON

WAN Information

Network Status Operation
EWANAG) MAC: 00:00:00:00:00:00 —| =
3 RX:0.00 B (0 Pts.)
etht TX: 0,008 (0 Pkts)
WAN_WIRED. Uptime: dh 37m 165 -
MAC: 3C:A5:25E0D568 2 Connect

RX: 16.97 MB (132623 Pkts.)
TX: 3.45 MB (6528 Pkts)
IPv4: 172.16.11.84/24

eth02

Be Honest, Do Best!
AUTO REFRESH ON

'WAN - WAN WIRED

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of several network interfaces
separated by spaces. You can also use \LAN notation INTERFACE. VLANNR (8,g,: eth0. 1).

Common Configuraf

General Setup. Physical Information Firewall Information
Status = Uptime: 4h 39m 255
etho.2 MAC-Address: 9CA5:25:E0.D5:68

RX: 17.08 MB (133501 Pkts)
TX: 364 MB (6864 Pits )
1Pv4: 172.16.11.84/24

Protocol  DHCP client ~

Hostname to send when
requesting DHCP

() Back to Overview

e & oply

JiNan USR 10T Technology Limited

» WAN interface: supports DHCP client, static IP address and PPPoE protocol. Defaults to DHCP client.

Jinan USR IOT Technology Limited

16
www.pusr.com
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3.2. LAN Interface

AUTO REFRESH ON

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T -

FRRGA08 Coan

LAN Information

Overview

WAN (S Uptime: 4h 42m 265 [@ |
MAC: SCAS 25:E0:D5:69 =L

yEee) RX: 0,00 B (0 Pkts.)
br-lan TX: 0.00 B (0 Pkts.)

Cellular Network e 1Py4: 192.168.1.1/24
WLAN

Vlan Management

DI/DO

User-defined Indicator

Network

VPN

Firewall

DTU

Services

System

Logout

JiNan USR IOT Technology Limited  http://www.pusr.com/

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T -

AUTO REFRESH ON

USR-G809 status » Uptime: 4h 43m 315
br-lan MAC-Address: 9C:A5:25:£0:D5:69
RX: 0.00 B (0 Pkts.)

TX: 0.00 B (0 Pkts.)

Overview 1Py4: 192.168.1.1/24
protocol  Static address v

WAN

IPv4 address  192.168.1.1

i Pv4 netmask  255.255.255.0 v

WLAN
IPv4 broadcast
Vlan Management

Use custom DNS servers o

DI/DO

User-defined Indicator

Network

VPN DHCP Server

oTU -~
Ignore interface () @ Disable DHCP for this nterface.
Services
Syst Start 100
e © Lowest lnased address as offeet from the network address:
Logout

150

Maximum number of leased addresses.

Leasetime  12h

Expiry time of leased addresses, minimum is 2 minutes (2m)

JiNan USR IOT Technology Limited  http://www.pusr.com/

Description:

» LAN interface: defaults to the IP address: 192.168.1.1, netmask 255.255.255.0.These parameters can
be modified. You need to use the new IP address to log into the webpage of the device if you have
changed it.

WiFi interface(WLAN) and wired LAN are in the same lan network.

When enable DHCP server function, all the devices connect to the LAN port of G809 will get IP
addresses automatically.

You can change the start/end address, lease time of the DHCP addresses.

» The default IP address range for DHCP is 192.168.1.100 to 192.168.1.250. Default lease time is 12h.

Y VY

Y

Jinan USR IOT Technology Limited 7 WwWw.pusr.com
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3.3. Cellular Network Interface

USR-G809 supports one 4G/3G/2G interface to access the network.

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial IOT AUTO REFRESH ON e

USR-G809

WAN Information

QOverview
WAN WAN 46 Uptime: Oh 13m 14s =
MAC: E2BFFO:58:F3:10 2 Connecty (B edic

LAN 2= RX: 2.55 KB (20 Pkts)

g TX: 292 KB (13 Pkts)
Cellular Network 1Pv4: 10.48.149.237/30

WAN_WIRED Uptime: 1h 46m 155 = -

i = MAC: 9C:A5:25:E0:D5:6B @ Connect | [@ Edit

T RX: 5.71 MB (45498 Pkts)
MG oz TX: 173 MB (8858 Pkts.)
DI/DO 1Pv4: 172.16.11.84/24

User-defined Indicator
Network

VPN

Firewall

DTU

Services

System

Logout

3.3.1.Cellular Network Settings

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T -

USR-G809

WAN 4G Settings

Ping Detection Settings Mobile Information

Overview -
APN Automatic W
WAN Username
User name for apn, 0-62 characters
LAN @u for apn, 0-62 charact:
Cellular Network Password
@ User apn, 0-62 characters
‘WLAN

Auth Method None v
Vlan Management
@ Authentication type for apn

DI/DO
Network Type ~ AUTO ~
User-defined Indicator
Network Priority OF Metwork Search ~ AUTO ~
@ The priority of network search
VPN
Firewall PIN Enable (] @ If SIM card enable PIN, enable this function to enter the PIN code
DTU EHRPD Enable  Enable v
Seic Data Traffic Control 0
System @ ¥ you need to fillin your dat
Logout

JiNan USR IOT Technology Limited  http://www.pusr.com/

Please set the APN parameters here if the device cannot connect to the network automatically.

Iltem Description Default

APN Please set the correct APN address. Autocheck

Username APN username None

Jinan USR IOT Technology Limited 18 WwWw.pusr.com
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Password APN password None
Auth Method APN authentication type: None/PAP/CHAP None
Network Type Force 4G, 3G or 2G network AUTO
Priority  of  network L

Can set the priority of the network AUTO
search
PIN Enable Enable: Fill in the pin code of the SIM card. Disable
EHRPD Enable Enable/Disable Disable

0: Disable traffic alarm.
Data traffic control Other values: alarm when the traffic consumption | O

reaches this value.

3.3.2.Ping Detection Settings

Ping detection is used to check the network status of the device, defaults to be disabled. After enable this
function, the device will try to ping the set address, dial again after reaching consecutive failures times.

It is recommended to enable the ping detection function to avoid being kicked by the base station if the device
will not transmit data for a long time.

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T -

USR-G809

Cellular Network Configuration

Configure the APN parameters, network priority, SIM card PIN code, network detection and other functions of the mobile network.
Overview Configure network search priority to reduce network search time.

WAN Config
LAN WAN 4G Settings Ping Detection Settings Mobile Information
e
Enable @ on. ed, ch

WLAN

Interval 10
Vlan Management

@ ping interval unit: sec,5-86400
DI/DO
Primary Server 114.114.114.114 v
User-defined Indicator @ Set the first address for ping check

heror Secondary Server  8.8.8.8 v

VEN @ Set the second address for ping check

Firewall Max Ping Tries 4

st @ Dial again after reaching Consecutive failures times, 1-100

Services

System

o Savo s Apply
ogo

3.3.3.Mobile Information

Users can check the detailed configure information of the SIM card.

Jinan USR IOT Technology Limited 19 WwWw.pusr.com
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USR-G809 5

Cellular Network Configuration

Cenfigure the APN parameters, network priority, SIM card PIN code, network detection and other functions of the mobile network.
Overview Configure network search priority to reduce network search time.

WAN

LAN WAN_4G Settings Ping Detection Settings Mobile Infarmation

Cellular Network

Modem Version: EC25EFARO6A08M4G
WLAN

IMEL: 860548043216242
Vlan Management

SIM Status: READY
DI/DO
User-detined mdicator ICCID: 89860118803615777221
Retwork CiMI: 460015201674383
VPN APN: 3gnet,,
Firewall Attachment Status: Attached
DTU Signal Strength: 25(-63dBm)
Services Network Type: LTE
System Network Operator: CHN-UNICOM
Logout Location Area Code 530C

Cell ID: 6639804

»  Signal strength, the unit is dBm and asu. dBm=-113+2*asu.
» USR-G809 supports display via dBm and asu. In 25(-63 dBm), 25 is the asu value. The range of asu is
0~31, the higher the value, the better the signal strength.

3.4. WLAN Interface

USR-G809 supports WiFi-AP function, 2.4GHz WiFi network. Users can modify the WiFi parameters in below
interface.

@
USR IOT Be Honest, Do Best!
xpert of I i AUTO REFRESH ON -

USR-G809

Overview B Generic 802.11b/g/n Wireless Controller

7 Channel: 4 (2427 GHz) | Bitrate: 300 Mbit/s
~ Interface

SSID: USR-G303-DS68 | Mode: Master
WAN BSSID: 9C:AS:25E0:D5:6C | Encryption: -

I (4 General Settings || () Advanced Settings

LAN

Cellular Network - =
Client Information

'WLAN

Vlan Management SSID MAC Host Signal Strength RX Rate TX Rate

DI/DO
No information available

User-defined Indicator

Network

VPN

Firewall

DTU

Services

System

Logout

JiNan USR I0T Technology Limited  http://www.pusr.com/

Description:
» USR-G809 is an access point, other station devices can connect to its WiFi. It supports up to 20 WiFi
stations.

Jinan USR IOT Technology Limited WwWw.pusr.com
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»  The maximum WiFi range is 100m in the open area, and within 40m in the office with obstacles.

Iltem Description Default

ESSID Network name of the WiFi, can be modified. USR-G809-8899
(8899=the last 4 bits of the
MAC)

Mode Access Point AP

Hide ESSID Enable: None of client could scan the SSID. If Disable

you want to connect to the router AP, must
enter the ESSID at WiFi client side manually.
Disable: Enable the SSID broadcasting. So that
the client can scan the SSID.

Encryption WPA2-PSK/WPA-PSK/No Encryption WPA2-PSK
Cipher CCMP/TKIP/CCMP&TKIP CCMP

Key WiFi password, can be modified. WWW.pUSr.com
Radio Enable/Disable Enable: open WiFi radio, AP can be used. Enable

Disable: close WiFi radio, AP cannot be used,
“WLAN” indicator light will be off.

Network Mode 802.11b/g/n 802.11b/g/n
Channel Auto, can be selected. Auto
Bandwidth 40MHz/20MHz 40MHz
Regions Optional none
Channel Optional CH1~11

In “WLAN---General Settings”, we can change the SSID and password.

Jinan USR IOT Technology Limited 21 WwWw.pusr.com
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USR IOT Be Honest, Do Best!

Communication Expert of Industrial IOT

‘Wireless Network: Master "USR-G809-D56B" (ra0)

The Device Configuration section covers physical settings of the radio hardware.
Overview

WAN
Basic settings ] Wireless Security
LAN
USR-G809-D56B
Network = |
Mode Access Point v

Vlan Management iegssm O]
DI/DO

User-defined Indicator

Network
VPN

Firewall

DTU

Services

System

Logout

Nan USR IOT Technology Limited fwww.pusr.com/

In “WLAN---Advanced Settings”, we can enable/disable the WiFi radio.

5 USR IOT Be Honest, Do Best!
Communication Expert of Industrial 0T

AUTO REFRESH ON

USR-G809
‘Wireless Network: Master "USR-G809-D56B" (ra0)

The Device Configuration section covers physical settings of the radio hardware.
Overview

WAN
General Settings Advanced Settings

Status Mode: Master | SSID: USR-G809-D56B
BSSID: 9C:A5:25:E0:D5:6C
Channel: 3 (2.422 GHz) | Bitrate: 300.0 Mbit/s

LAN

Cellular Network

Vlan Management
Radio Enable/Disable  Enable -
DI/DO

User-defined Indicator Network Mode ~ 802.11b/g/n il

Network Channel  auto v

VPN
Bandwidth  40MHz ~

Firewall

DTU

Servces Savo 5 oy

System

Logout

Nan USR IOT Technology

fwww.pusr.com/

We can check the WiFi client information in below interface:

Jinan USR IOT Technology Limited 22 WwWw.pusr.com
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@
USR IOT Be Honest, Do Best!
Communication Expert of Industrial IOT AUTO REFRESH ON

USR-G809

By Generic 802.11b/g/n Wireless Controller
Channel: 3 (2422 GHz) | Bitrate: 300 Mbit/s
~ Interface
SSID: USR-GB09-D56B | Mode: Master
WAN BSSID: ICASZSE0D5C | Encryption: - 4] General Settings (2] Advanced Settings
LAN
Cellular Network - -
Client Information
Vlan Management sSID MAC Host Signal Strength RX Rate TX Rate
DI/DO USR-G809-D56B 28:39:26:04:27:7F 192.168.1.189 -67 dBm 24,0 MBit/s 54.0 MBit/s

User-defined Indicator
Network

VPN

Firewall

DTU

Services

System

Logout

3.5. VLAN
USR-G809 supports VLAN function. 4 LAN ports can be divided into multiple VLAN interfaces. If enable

VLAN function, LAN IP address will be changed to 192.168.1.1 automatically, and LAN 2 will be 192.168.2.1
and so on.

5 USR IOT Be Honest, Do Best!
Communication Expert of Industrial 0T

USR-G809
'VLAN Management

The LAN ports can be divided into maxim 4 subnets and devices connected to different subnets can communicate directly with each other. If VLAN is enabled, the IP of lan will be

Overview automatically changed to 192.168.1.1, and the IP of lan2 will be automatically changed to 192.168.2.1..

WAN

-
Cellular Net k i
ellular Networl Vlan List

Vlan Management

WLAN
DI/DO Network Interface 1 2 3 4
User-defined Indicator Ian(or-lan)
Network lan2(or-lan2) m] 0 ]
VPN lan3(br-lan3} O u a
Firewall ana(or-land) a = Gl
bTU
Services
Logout

JiNan USR I0T Technology Limited  http://www.pusr.com/
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Item Description Default
Enable VLAN -- Disable
LAN 1 interface | Cannot modify. lan
LAN 2 interface | Can choose between lan~lan4. lan
LAN 3 interface | Can choose between lan~lan4. lan
LAN 4 interface | Can choose between lan~lan4. lan

Note:

» WIFlis in lan interface, when connecting to the WIFI of G809 device, will get the IP address in the same
network segment with “br-lan”.

» Users can change the network segment of VLAN in “Interface--LAN”.

Overview
~ Interface

USR-G809

WAN

Cellular Network
WLAN

Vlan Management
DI/DO
User-defined Indicator
Network

VPN

Firewall

DTU

Services

System

Logout

3.6. DIDO

LAN Information

Network Status
A Uptime: 0h 50m 125
MAC: 9C:A5:25:E0:D5:69
¥ Eew) RX: 4.97 MB (26803 Pkts)
) TX: 8.08 MB (23547 Pkts.)
L] witl 1Py4: 192.168.1.1/24
lan2 Uptime: 0h 27m 115
MAC: 9CAS25:E0:D5:69
8 G RX: 0.00 B (0 Pkts.)
by e, TX: 0.00 B (0 Pkts.)
Lport2] 1Pv4: 192.168.2.1/24
lang Uptime: 0h 22m 115
) MAC: SC:A5:25:E0:D5:69
& @) RX: 44.03 KB (555 Pkts.)
beshand TX: 47.80 KB (548 Pkts.)
e 1Pv4: 192.168.3.1/24
land Uptime: 0h 27m 115
MAC: 9C:AB:25:E0:D5:69
¥ @) RX: 0.00 B (0 Pkts.)
br-land TX: 126,00 B (3 Pkts)
[portd] 1Pv4: 192.168.4.1/24

Operation

@  Edit

@ Edit

4  Edit

ER=

USR-G809 has DI and DO hardware interface. DI can be used to trigger the alarm, and the DO can be used
to control the device according to the trigger condition.

Jinan USR IOT Technology Limited

wWww.pusr.com


file:///C:/Users/Administrator/Documents/Tencent%20Files/2220898066/FileRecv/h.usriot.com

&~ USR IOT

Be Honest, Do Best !

USR-G809 User Manual Technical Support: h.usriot.com

DI Settings
USR-G809

DI Settings DI2 Settings Di Status
Overview Enable

Mode ON-OFF v
WAN
Inversion [

LAN

Cellular Network Alert Triggered Message  test-on

WLAN Alert Canceled Message  test-off

Vlan Management

DI/DO

User-defined Indicator DO Settings
Network DO1 Settings DO2 Settings
VPN
Enable [J
Firewall
Alert Triggered Action  Low v
DTU
Services Alert Canceled Action  Low v
SR Latency 100
Logout @ range: 0-30000, unit: ms
Default State  Low v

Hold Time 0

3.6.1.Connecting Hardware

3.6.1.1. DI Hardware Connection

DI*2: Dry contact, volt-free contact, can operate as an ordinary ON/OFF switch. It is nonpolar, adaptable to
different wiring.

GND

Tx/B

Rx/A

DI

pi2

Do1

Doz

COM

3.6.1.2. DO Hardware Connection

DO*2: Wet contact, active contact, can operate like a controlled switch. It is polar, and the wiring cannot be
reversed.
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3.6.2.DI Configuration

There are two DI interfaces in G809 device.

Iltem Description Default
Enable Check: Enable DI function Disable
Mode ON-OFF: DI level will trigger the alarm. ON-OFF

® High level triggers alarm

® Low level triggers alarm
Counter: DI in event counter mode.
® Counting rising edges

Inversion When checking “Inversion”: Uncheck
In ON-OFF mode, low level triggers alarm;
In Counter mode, counting falling edges.

Alert triggered message | Alert message sent after DI triggered. None

Alert canceled message | Alert message sent after DI trigger canceled. None

Note: When in counter mode, counting continues instead of zeroing out when the trigger value is reached.

3.6.3.DO Configuration

There are two DO interfaces in G809 device.

Iltem Description Default

Enable Check: Enable DO function. Disable

Alert triggered action Can set to “High”, “Low”, “Pulse”. Low

Alert canceled action Can set to “High”, “Low”, “Pulse”. Low

Latency (Unit: ms) DO output alert delayed, set to 0 means output alert | 100
immediately. (Can set to 0~30000ms)

Default state Default level of DO, can be set to “High” or “Low”. Low

Jinan USR IOT Technology Limited 26 WwWw.pusr.com
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Hold time (Unit: s) Duration of the DO action, only valid in “High” and | 0
“Low” of the alert triggered action. 0 means until the
next action, and other values represent the duration
of the DO action (0~255s can be set).

Low level width(Units: s) | Valid when the alert triggered action is “Pulse”, the | 1000
low level duration of this DO action can be set to
0~30000ms.

High level width(Unit: s) | Valid when the alert triggered action is “Pulse”, the | 1000
high level duration of this DO action can be set to
0~30000ms.

Alert source DI1 or DI2 which triggers the action of this DO. DI1

Note: The maximum voltage of DO is 36V, overcurrent protection is 300mA.

3.7. User-defined Indicator

Users can define the “USR” indicator according to the requirements.

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T -

USR-G809

Overview User-defined Indicator Configurations

LAN
Cellular Network
WLAN

Vlan Management

Sav0 5 oply

DI/DO

JiNan USR IOT Technology Limited  http://www.pusr.com/

Iltem Description Default
Enable Enable/Disable Disable
Event SOCKA~D. pptp. [2tp. gre. openvpn. ipsec SOCKA
Note:

» SOCK: The light will be on when socket connection is established.

VPN: The light will be on when the VPN connection is established, only valid in Client mode(IPSEC).
TCPS: On when connecting to the clients.

TCPC/HTTPD: On when connecting to the server.

UDPC/UDPS: On when the socket connection is established.

Y V V V

Jinan USR IOT Technology Limited 21 WwWw.pusr.com
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4. Network

4.1. Network Switch

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T -

USR-G809

Configure the network switching function.Because of the delay error, the actual effective time will be slightly longer than the set time,

QOverview

Interface Configuration
Priority  ETH First v

Network Switch

DHCP

Reference Mode ~ Custom v

Hostnames Primary Server  114.114.114.114 v
: @ P or Domain, such as"114.114.114.114"0r"baidu.com"
Static Routes
Diagnostics Secondary Server  119.29.29.29 v
@ P or Domain, such as114.114.114.114"or"baidu.com"

VPN

. Thirdly Server  8.8.8.8 M
Firewall

@ 1P or Domain, such as"114.114.114.114%r"baidu.com"
DTU . e
Services b @ 1-600seconds
KL Package size 100
Logout @ 32-1024Bytes
L " éﬂ‘oﬂoﬂ—lﬂﬂﬂﬂmw’\‘se:qnds
.
- |
Item Description Default
Priority ETH First: Select to make WAN Ethernet port as the | ETH First
primary link.
4G First: Select to make SIM card as the primary wireless
link.

Disable: disable network switch function, access the
network with current link.

Reference Mode Custom: Router will ping the custom reference | Custom
address/domain name to check that if the current
connectivity is active.

Gateway: Router will ping the gateway to check if the
current connectivity is active.

Primary Server IP address/domain name 114.114.114.114
Secondary Server IP address/domain name 119.29.29.29
Thirdly Server IP address/domain name 8.8.8.8

Ping interval (s) Set the ping interval, 1-600s. 10

Package size(byte) Set the ping package size, 32-1024 bytes. 100

Timeout (ms) Ping timeout, 100-20000ms 2000

Note: Router will ping the reference addresses one by one, it will not switch the network if can ping
successfully.
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4.2. DHCP

Static address assignment: In “Network -- DHCP”, we can assign a fixed IP address to a DHCP client device.
User can bind the MAC address with a fixed IP address, up to 20 binding rules can be added.

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial IOT AUTO REFRESH ON e

USR-G809
DHCP/Static address assignment

DHCP table and static address assignment
Overview

Interface DHCP Lease Table Assigned

Network Switch

There are 1o active leases.
DHCP
Hostnames

Static IP Table

Hostname MAG Address 1P Address

Static Routes
Diagnostics
VPN

: This section contains no values yet
Firewall

DTU
New Rule:
Services
Hostname MAC Address 1P Address
System

Logout ¥ v 1 Add

avo 5 oy

JiNan USR IOT Technology Limited  http://www.pusr.com/

Note:

» Hostname is empty means IP and MAC binding.

MAC is empty means hostname and IP binding.

To set all means to bind a MAC to an IP and set the hostname for this MAC.

IP address must be in the same network segment with the LAN IP address of USR-G809.

Y V V

4.3. Hostnames

USR-G809 supports custom domain name resolution. Set the hostname and IP address in below interface, to
achieve the mapping between hostname and IP address.

The outside IP address can also be mapped(must be a unique public IP address). The hostname of DHCP
and static IP cannot be a number. After setting all parameters, restart the device to take the parameters
effect.

Jinan USR IOT Technology Limited WwWw.pusr.com
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USR-G809

Set the host name for the Intranet host,restart the device to take effect
Overview

Interface Host Entries

Network Switch

DHCP This section contains no values yet

Hostnames

Static Routes New rule:

Diagnostics Hostname IP Address

VPN
v 9 Add

Firewall

DTU

S Sovo 8. Ay

System

Logout

e
)
4.4. Static Routes

USR-G809 supports up to 20 static route rules.

Item Description Default
Interface Lan, wan_4G, wan_wired, vpn lan
Target Destination IP address or IP range Null
Netmask Netmask of the destination network Null
Gateway The IP address to forward to Null
Metric Used to make routing decisions Null

Test example:

Jinan USR IOT Technology Limited 30 WwWw.pusr.com


file:///C:/Users/Administrator/Documents/Tencent%20Files/2220898066/FileRecv/h.usriot.com

,OK@ USR IOT

Be Honest, Do Best !

USR-G809 User Manual Technical Support: h.usriot.com
Targel 10 162.168.1.0 WAN: 192.168.0.200 : ' IP: 192. 168, 2.200
Submask: 255 255 2550 . b
Next Jump(gateway): 192.168.0.202 LAN: 192.168.2.1 ; il
Router A i
T3
MainRoter | WAN: 192.168.0.202 | '
| LAN: 192.168.1.1 | -

' IP: 192.168.1.7

Router B T
The WAN port of router A and router B are connected to the network 192.168.0.0, LAN network of router A is
192.168.2.0, LAN network of router B is 192.168.1.0.

Now we can do a static route in router A, when we access the 192.168.1.X, will automatically forward to
router B.

S, USR IOT

n Expert of Industrial 0T

Be Honest, Do Best!
AUTO REFRESH ON

USR-G809

Static Routing

To find information on static routing configuration, refer to the figure and table below

Overview
Interface Static Routing Routing Table
.

Static IPv4 Routes
Network Switch

Interface Target 1Pv4-Netmask |Pv4-Gateway Metric
DHCP
Hostnames

This section contains no values yet
Static Routes
Diagnostics

New Rule:
VEN
Interface Target 1Py4-Netmask 1Py4-Gateway Metric
Firewall
Host-IP or Network If target is a network
DTU
. wan_wired v 192.168.1.0 255.255.255.0 192.168.0.202 £ Add

Services
System

e

JiNan USR I0T Technology Limited  http://www.pusr.com/

In router B:
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USR-G809

Overview
Interface
Network Switch
DHCP
Hostnames
Static Routes
Diagnostics
VPN

Firewall

DTU

System

Logout

Be Honest, Do Best!

AUTO REFRESH ON

To fin on static routing configuration, refer to the figure and table below

Static IPv4 Routes

Interface Target 1Py4-Netmask IPy4-Gateway Metric

This section contains no values yet

New Rule:
Interface Target |Py4-Netmask |Py4-Gateway Metric
Host-IP or Network If target is a network
wan_wired v 192.168.2.0 255.255.255.0 192.168.0.200 3 Add

ExrEn

JiNan USR I0T Technology Limited  http://www.pusr.com/

After setting all parameters, restart the device.

Ping from T1 to T5:

4.5. Diagnostics

32
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Overview
Interface
Network Switch
DHCP
Hostnames
Static Routes
VPN
Firewall
DTU
Services
System

Logout

Network Diagnosis

Technical Support: h.usriot.com

Be Honest, Do Best!

Network Diagnostic Tool

PING 8.8.4.4 (8.8.4.4): 56 data bytes
64 bytes from 8.8.4.4: seq=0 tt1=114 time=39.722 ms
64 bytes from 8.8.4.4: = =

64 bytes from 8.8.4.4
64 bytes from 8.8.4.4: seq=3 ttl=114 time=39.434 ms
64 bytes from 8.8.4.4: seq=4 ttl=114 time=40.327 ms

~-- 8.8.4.4 ping statistics —
5 packets transmitted, 5 packets received, 0% packet loss.
round-trip min/avg/max = 39.434/40.196/41.131 ms.

|8-8.44 8.8.8.8
@ Ping Tracerou te

www.google.com

JiNan USR I0T Technology Limited  http://www.pusr.com/

This interface provides users three tools: Ping, Traceroute and Nslookup.

» Ping: Ping a destination address to check the network status.
» Traceroute: Send traceroute request to a destination address.

» Nslookup: Resolve the domain name to an IP address.

5. VPN

USR-G809 supports PPTP, L2TP, IPSEC, openVPN and GRE.

Protocol

Version

PPTP

V1.10.0

L2TP

V1.3.15

IPSec

V5.3.3

AWIN|~

OpenVPN

V2.3.18

5.1. PPTP Client

This interface allows users to set the PPTP server parameters.

Jinan USR IOT Technology Limited
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Overview

Interface
Network
~ VPN
L21P
1PSec
OpenVPN
GRE
VPN Status
Firewall
DTU
Services
system

Logout

PPTP Parameters
PPTP Client O Dpisable

Server Address  192.168.0.2

Interface  3uto v

@ Auto refers used default route interface to connect

@

192.168.55.0
@ eg: 192.168.10.0

Remote Subnet

255.255.255.0
@ eg; 255.255.255.0

Remote Subnet Mask

NAT
Enable MPPE Encryption

MTU 1450
@ 600~1450

Extra Options

Enable Static Tunnel 1P [J
Address

Default Gateway (] @ All raffic goes through VPN, except the WAN protocol is PPPOE

Enable Ping [J @

Technical Support: h.usriot.com

Be Honest, Do Best!
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Item Description Default

Server address VPN server address or domain name 192.168.0.2

Interface wan_4G, wan_wired or auto auto

Username/Password Get from the VPN server Null

Encryption MPPE or no encryption MPPE

MTU Consistent with the VPN server 1500

NAT The source IP address of host behind G809 will be | Enable
disguised before accessing the remote address.

Remote Subnet/Mask When NAT is enabled, can achieve the subnet| 192.168.55.0/255.255.2
communication under VPN. 55.0

Enable Static Tunnel IP | When it is disabled, VPN server will assign an IP | Disable

Address address dynamically.

Extra Options Append pppd parameters, magic number. Null

Enable ping Real-time VPN online detection and reconnection | Disable
mechanism.

After connecting to PPTP server, we can check the connection status in “VPN Status”.

34
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USR-G809

VPN

st VPN Status

Interface
Type PPTP
Network

IP Address: 192.168.111.37

Netmask: 255.255.255.255
PPTP

Gateway: 192.168.111.30
Lrte

Connected Time: 15

1PSec

OpenVPN
GRE
Firewall
DTU
Services
System

Logout

JiNan USR 10T Technology Limited http://www.pusr.com/
)
5.2. L2TP Client

L2TP is the layer 2 tunneling protocol which similar to PPTP. G809 supports tunnel password authentication,
supports MPPE and L2TP over IPSEC encryption.
In “VPN---L2TP”, enable L2TP Client, set the related parameters.

ﬁ USR 10T Be Honest, Do Best!
pert of I =

L2TP Parameters
USR-G809 LaTP C\ient‘:‘ Disable

Server Address  192.168.0.2

Overview
Interface  Auto ~
Interface @ Auto refers used default route interface to connect
Network
Username
Password =
PPTP
Tunnel Name 9809
L2TP
1PSec Tunnel Password &
@ Character(0-50)
OpenVPN
Enable IPsec  [J
GRE
VPN Status Remote Subnet  192.168.55.0
@ =g:192.168.10.0
Firewall
Remote Subnet Mask ~ 255.255.255.0
DTU = =
@ g2
Services
NAT
System
Enable MPPE Encryption
Logout
MTU 1450
@ 600-1450

Extra Options

4
@ Append pppd options,Non - professional careful modification =

JiNan USR I0T Technology Limited  http://www.pusr.com/
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Item Description Default

Server address VPN server address or domain name 192.168.0.2

Interface wan_4G, wan_wired or auto auto

Username/Password Get from the VPN server Null

Encryption/Authenticati | Tunnel password, MPPE, IPSEC, consistent with the | MPPE

on VPN server.

Enable Static Tunnel IP | When it is disabled, VPN server will assign an IP | Disable

Address address dynamically.

Extra Options Append pppd parameters, magic number. Null

NAT The source IP address of host behind G809 will be | Enable
disguised before accessing the remote address.

Remote Subnet/Mask | When NAT is enabled, can achieve the subnet| 192.168.55.0/255.255.2
communication under VPN. 55.0

Enable ping Real-time VPN online detection and reconnection | Disable

mechanism.

After connecting to L2TP server, we can check the connection status in “VPN Status”.

5.3. IPSec

®
USR 10T
Communication Expert of Industrial IOT

USR-G809

Overview
Interface

Network

PPTP

L2TP
OpenVPN
GRE
VPN Status
Firewall
DTU
Services
System

Logout

Descriptions:

IPSec Parameters

IPSec

Interface  Auto v

@ Auto refers used def

Remote VPN Endpoint  192.168.0.2

@ 1P address or domain or %any,gi10.10.1.88, egiSéany
Mode Main ~
Site To Site v

Tunnel Type

192.168.1.0/24
@ eg: 192.168.10.0/24

Local Subnet

102.168.55.0/24
@ eg: 192.168.20.0/24

Remote Subnet

IKE Encryption Algorithm ~ 3DES v

IKE Authentication  MDS M

Diffie-Hellman Group ~ Group2(1024bits) v
IKE Lifetime 28800
@ 400-86400 seconds
Authentication Method ~ PSK v
pSK  sessseess a
@c

Local Identifier ~ @client
T Y P e Lo PR L BT R W 0o

JiNan USR IOT Technology Limited  http://www.pusr.com/
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Item Description Default
Interface wan_4G, wan_wired or auto auto
Remote VPN Endpoint | VPN Client/Server, remote endpoint IP/domain 192.168.0.2
Mode Main, aggressive main
Tunnel type Site to site, site to host, host to host, host to site Site to site

Local subnet

IPSec local subnet and mask

192.168.1.0/24

Remote subnet

IPSec remote subnet and mask

192.168.55.0/24

Local Identifier IP address or FQDN preceded by @, e.g. @domain | @client

Peer Identifier IP address or FQDN preceded by @, e.g. @domain | @server

IKE Encryption Phase 1 IKE encryption algorithm, authentication | 3DES/MD5/Group2
and DH group settings.

IKE Lifetime Set the lifetime in IKE negotiation, 400~86400s 28800

Authentication Method | Pre-shared key PSK

ESP encryption 3DES/AES-128/AES-192/AES-256 AES-128

ESP Authentication SHA-1/SHA2-256/MD5 SHA-1

ESP Lifetime Set the ESP lifetime/s 3600

PFS Group None/DH1/DH2/DH5 DH2

DPD Interval Set the interval after which DPD is triggered if no| 60
IPsec protected packets is received from the peer/s

DPD Timeout Set the timeout of DPD packets/s 60

DPD Action Sets the action for connection detection, | Restart
None/Clear/Hold/Restart

After connected successfully, we can check the connection status in “VPN - VPN Status”.

5.4. OpenVPN

37
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Overview
Interface
Network
PPTP
L2TP
1PSec
GRE

VPN Status

OpenVPN Configuration

Be Honest, Do Best!

L)

OpenVPN Parameters

OpenvPN @ Eenable O Disable

Topology ~ Subnet M

Role  Client v

tocol  UDP ~

Peerport 1194

TUN/TAR TUN M

Peer Address  192.168.0.2

/ Interface  Auto v

@ Auto refers used default route interface to connect
Authentication Method Certificate -
Root Ca | RN | RIERHEAH
Cortificate File | BRI | RISREATH
Private Key | Rt | REREATE
Tis-auth key  BERPE | SAREAH

NAT

JiNan USR IOT Technology Limited  http://www.pusr.com/

Item Description Default

TUN/TAP TUN/TAP TUN

Protocol TCP/UDP UbP

Peer Port Listening port of the OpenVPN server 1194

Peer Address IP/domain name of the OpenVPN server 192.168.0.2

Interface Auto/wan_wired/wan_4g Auto

Root CA Import the ca root file to the router Null

Certificate File Import the client certificate file to the router Null

Private Key Import the client private key to the router Null

TLS-Auth Key Import the TLS authentication key to the router Null

Encrypt Algorithm None/Blowfish-128/DES-128/3DES-192/AES-128/A | Blowfish-128
ES-192/AES-256

Hash Algorithm None/SHA1/SHA256/SHA512/MD5 None

Enable LZO Yes/No/Adaptive Adaptive

Enable Keepalive Defaults to 10,120, consistent with VPN server On

MTU Consistent with VPN server 1500

Enable Ping Reconnect when fails to ping Off

After connected successfully, we can check the connection status in “VPN - VPN Status”.

Attached: OpenVPN server configuration under Linux:
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sort 1194
proto udp
dev tun
user nobody
) nogroup

:t—tuﬁ

epalive 18 120
topology subnet
server 16
1fconfig- poo1—pe
push "dhcp-option DNS
push "dhcp-option DNS £
push "redirect-gateway defl1 bupa
crl-verify crl.pem
ca ca.crt
cert server_Jz40gi4AWInZuN
key server A40q14AWINZuNS
tls-auth tls-auth.key 0
1. pem
auth SHAZ2S56
ipher AES-256-CBC
3 s erver
s-version-min 1.2
-cipher TLS-DHE-RSA-WITH-AES-128-GCM-SHA256
; openvpn.log

5.5. GRE

Be Honest, Do Best!

USR-G809

Overview GRE Parameters
GRE @ Enable O Disable
Interface
Network Interface Name d .
Local Public IP Address 192.168.0.151
PPTP
L2TP Peer Public IP Address ~ 192.168.0.10
IPSec Peer GRE Interface IP 10.10.10.1
OpenVPN
GRE / Peer Subnet ngf;f:j”“ 0;2;
VPN Status
Local GRE Interface IP 10.10.10.2
Firewall Address
B TTL 255
Services @1~255
System MTU 1450
@ 600~1450
Logout
Enable Ping [J @ Reconnect When Fails to Ping
ltem Description Default
Local public IP address | Local wan_wired or wan_4g address 192.168.0.151
Peer public IP address | Remote GRE WAN IP address 192.168.0.10
Peer GRE Interface IP | Remote GRE tunnel IP address 10.10.101
Address
39
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Peer Subnet IP/Mask: 192.168.55.0/24
255.255.255.0: I1P/24
255.255.255.255: 1P/32

Local GRE Interface IP | Local GRE tunnel IP address 10.10.10.2
Address

TTL Set the TTL parameters(1~255) 255

MTU Set the MTU(600~1450) 1450

6. Firewall

6.1. General Settings

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T .

USR-G809

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

Interface General Settings
Network

Enable SYN-flood
VPN protection

Drop invalid packets [

Input  accept ~

System
Source Zone => Destination zones. Input Output Forward Masquerading MSS clamping
Logout
accept v accept v accept v a O 2 Modify
accept v accept v accept v @ Modify

JiNan USR IOT Technology Limited  http://www.pusr.com/

Descriptions:

1. Input: Data packets access to the router’s IP.

2. Output: Data packets sent by the router’s IP.

3. Forward: Data forwarding between the interfaces, not go through the router.

4. Masquerading: WAN and 4G interface. The source IP address will be disguised before accessing the
external network.

5. MSS clamping: Limit the MSS packets, generally is 1460.

6.2. NAT

6.2.1.Masquerading

Masquerading will disguise the source IP address of the data packets to the WAN IP address of the router.
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The masquerading and MSS clamping of the WAN interface must be enabled, which must be disabled in the
LAN interface.

®
USR 10T Be Honest, Do Best!
Communication Expert of Industrial IOT 1

Firewall - Zone Settings
USR-G809 b
The firewall creates zones over your network interfaces to eontrol network traffic flow.

Overview General Settings

Interface
Enable SYN-flood
Network protection
VPN =
Drop invalid packets [
Input  accept v
General Settings
% t v
Port Forwarding Output  3ccep!
Traffic Rules Forward  accept v
Access Restriction
DTU
Syetem Source Zone => Destination zones Input Output Forward Masquerading MSS clamping
Logout
lan: lan: 3~ & & = HNa accept v accept v accept v o O @ Modify
WA van_wired: g=[wan_ag: ] = | ac accept v accept v accept v @ modify

Sove s vl

6.2.2.Port Forwarding

Port forwarding rules can map a specific port of the WAN interface to a intranet host.

®
USR 10T Be Honest, Do Best!
Communication Expert of Industrial IOT

USR-G809

Firewall - Port Forwarding

Port forwarding allows remote computers on the Intemet to connect to a specific computer or service within the private LAN.

Overview
Network Name Match Rules Forwarding To Enable Sort
VPN

v Firewall This section contains no values yet

General Settings

Port Forwarding New Port Forwarding Rules:

Traffic Rules Name Protocol External  External port Internal  Internal IP Internal port
zone zone address
Access Restriction
— Forward8o0o TCP+UDP v wan v 8000 lan v 192.168.1.2iv 80 1 Add
Services
System Save & Apply
Logout

JiNan USR 10T Technology Limited ://www.pusr.com/

Click “Save&Apply”.
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USR-G809

Firewall - Port Forwarding
Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.
Overview

Interface Port Forwarding

Network Name Match Rules Forwarding To Enable Sort

t!

VPN

Forward8000  IPv4-TCP, UDP 1P 192.768.1.227, port 80'n fan + || | | Delete

2 Via any router 1Pat port 8000
General Settings

Port Forwarding

New Port Forwarding Rules:

Traffic Rules
. Name Protocol External  External port Internal ~ Internal IP Internal port
Access Restriction o Sona i
DU 3
TCPUDP v wan v lan v v ) Add
Services
System

Logor Sovo 5 Ay

JiNan USR IOT Technology Limited  http://www.pusr.com/

When we access the port 8000 of the WAN interface, it will be forwarded to 192.168.1.227, port 80.
» Note: Users can also set the port number range in port forwarding interface(E.g: 8888-9999), the
external port number range must be same with the internal port number range.

6.2.3.DMZ

Port forwarding rules map a specified WAN port to a intranet host, DMZ rules will map all ports of the WAN
interface to a intranet host.

DMZ rules are set in the port forwarding interface, in DMZ mode, do not need to set the external port and
internal port.

®
USR 10T Be Honest, Do Best!
Communication Expert of Industrial IOT #

USR-G809

Firewall - Port Forwarding

Port forwarding allows remote computers on the Internet to connect to a specific computer or service wiithin the private LAN.

Overview
Interface Port Forwarding
Network Name Match Rules Forwarding To Enable Sort

VPN

~ Firewall This section contains no values yet

General Settings

Port Forwarding New Port Farwarding Rules:

Traffic Rules Name Protocol External  External port Internal Internal IP Internal port
zone zone address

Access Restriction

e v wan v lan v 192.168.1.2iv 1) Add
DTU a
Services
System Save & Apply
Logout

JiNan USR IOT Technology Limited  http://www.pusr.com/

Click “Save&Apply”.
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Overview
Interface
Network
VPN

General Settings
Traffic Rules
Access Restriction
DTUY
Services
System

Logout

Be Honest, Do Be

Firewall - Port Forwarding
Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.

Port Forwarding

t!

Name Match Rules Forwarding To Enable Sort
1Pua-TCP IP 792168.1.227in lan + [+ ] [@Delete
From any hostin wan
Via any router IP.
New Port Forwarding Rules:
Name Protocol External  External port Internal ~ Internal IP Internal port
zone zone address
TCPUDP v wan v lan v v ) Add

Save s opy

JiNan USR IOT Technology Limited  http://www.pusr.com/

All the ports of the WAN address will be forwarded to the intranet host 192.168.1.227.
» Note: Port forwarding and DMZ cannot be used at the same time.

6.3. Traffic Rules

Traffic rules can filter specific internet data types and block internet access requests to enhance the security

of the network.

6.3.1.IP Address Blacklist

In “New forward rule”, enter the name then click “Add and edit”.

S USR IOT
Co —

USR-G809

Overview

Interface
Network

VPN

General Settings
Port Forwarding
Access Restriction
DU

Services

System

Logout

Be Honest, Do Best!

Name

Protocol

Action Enable Sort

Allow-  IPvd-ICMP with type echo-request
Ping  From any hostin wan
To any rauter P on this device

Accept input .

[ Modify | ) Delete

Open ports on router:

Name Protocol External port

TCP+UDP v 1 Add

New forward rule:

Name Source zone Destination zone

lan v wan v

[E) Add and edit...

Source NAT
Name Protocol Action Enable Sort
This section contains no values yet
New source NAT:
Name Source zone Destination zone  To source IP To source port
lan v wan v --please chov (E) Add and edit... =

JiNan USR IOT Technology Limited  http://www.pusr.com/
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In below interface, set the “Source zone” to “lan”, “Source MAC address” and “Source IP address” are
“any”(There are two methods to limit a specific LAN IP address to access a specific external IP address: fill in
the IP address or MAC address, the other one is any; or the IP address corresponds to the MAC address.)

@®
USR IOT Be Honest, Do Be
Communication Expert of Industrial 0T

USR-G809

t!

n

b

Restrict to address family  IPv4 only v
Protocol TCP+UDP ~
Overview
Match ICMP type  any v
Interface
Network Sourcezone 3 any zone
VPN

® [lan: lan: P & &

~ Firewall i
O [RUEEN van_wired: 29l wan_dg: ;&

General Settings

Port Forwarding Source MAC address  any v
@ Only match incoming traffic from these MACs.
Traffic Rules
Source IP address  any v

Access Restriction
@ Only match incoming traffic from this IP or range.

DU
_ Source port
Services = 5 7,
@ Only match incoming traffic originating from the given source port or port range on the client host
System
Destination zone Device (input)
Logout

Any zone (forward)
lan: lan: 5= & &

® [Bwan wan_wired: R wan_4g: 5

Destination address ~ any v

@ Redirect matehed incoming traffic to the specified intemal host

JiNan USR IOT Technology Limited  http://www.pusr.com/

Set the “Destination zone” to “wan”, “Destination address” is the |IP address that restricted to be accessed.
Set the “Action” to “reject”, click “Save&apply”.

®
USR 10T Be Honest, Do Best!
Communication Expert of Industrial 10T "
USR-G809 O [wans wan_wired: g wan_dg: &
Source MAC address  any v
Overview @ Only match incoming traffic from these MACs.
Interface
Source IP address  any v
Network @ Only match incoming traffic from this IP or range.
VPN Source port
- @ Only mat
General Settings Destination zone ) pavica (input)

Port Forwarding

Traffic Rules

Access Restriction

Any zone (forward)
1an: | lan: g5 & &

® BWGHN wan_wired: # 8 wan_4g: 2

DTU

jeries Destination address ~ 10.87.160.0 v

System @ Redirect matched incoming traffic to the specified internal host
Logout Destination port

@ Redirect matched incoming traffic to the given port on the internal host

Action  reject v

(B Back to Overview Save & Apply

JiNan USR IOT Technology Limited  http://www.pusr.com/
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Firewall - Traffic Rules
Teaffic rules define policies for packets travailing between different zones for example to reject traffic between certain hosts or open ports an the router.
Overview Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgeing traffc, for example to map multiple WAN addresses to internal subnets.
Interface
Noherk Traffic Rules
Name  Protocol Action Enable Sort
VPN
v Firewall
Allow-  IPv-ICMP with type echo-request Accept input o[ @ Modify | K pelete
PBing  From anyhostin wan

General Settings
To any router IFan this device

Port Forwarding
. sl Lt e |+ | @ modfy | i Delete
Traffic Rules From any hostin lan
ToP 1097160.9in war

Access Restriction

DU Open ports on router:
Services Name Protacal External port
G TCPHUDP v & Add
Logout
New forward rule:
Name Source zone Destination zone
fan v wan v | @ Addand ed...

Source NAT

Name  Protocel Action Enable Sort

This section contaiins o values yet

JiNan USR 10T Technology Limited  http://www.pusr.com/

6.3.2.IP Address Whitelist

Enter the rule’s name, click “Add and edit” to create a whitelist.

@®
USR IOT Be Honest, Do Best!
Communication Expert of Industrial 0T »

USR-G809 Protocol

Enable

Allowi-  IPvA-1CMP with type echo-request Accept input s |[+] [@modity |[@ Delete
Overview Ping  From any hostin wan
To any router 1P an this device
Interface
Network Open ports on router:
VPN Name Protocol External port

General Settings

Port Forwarding e
lew forward rule:

Traffic Rules
Name Source zone Destination zone

Access Restriction

o lan v wan v | [@ Add and edit...

Services

S
Logout Name Protocol Action Enable Sort

This section contains no values yet

New source NAT:

Name Source zone Destination zone  To source P To source port

lan v wan v --Please chov [ Add and edit... -

JiNan USR IOT Technology Limited  http://www.pusr.com/

In below interface, set the “Source zone” to “lan”, “Source MAC address” and “Source IP address” are
“any”(There are two methods to limit a specific LAN IP address to access a specific external IP address: fill in
the IP address or MAC address, the other one is any; or the IP address corresponds to the MAC address.)
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p

USR-G809

Enable

Name

Overview Restrict to address family
M protocol
Network

Match ICMP type
VPN

5 Source zone
~ Firewall

General Settings
Port Forwarding

Traffic Rules

Access Restriction Source MAC address

DTUY
. Source IP address
Services
System
Source port
Logout

Destination zone

Be Honest, Do Best!

@ Disable

TPv4 only -

TCP+UDP v

any v
Any zone

@ [lan: lan: F & #

wans| wan_wired: = wan_4g: j7I

any v

@ Only match incoming traffic from these MACs.
any M

Only match incoming traffic from this IP or range.

Only match incoming traffic originating from the given source port or port range on the client host

Device (input)
O  Any zone (forward)

lan: | lan: 5= & @
@ Fwanl wan_wired: ¥ wan_dg: £

JiNan USR IOT Technology Limited  http://www.pusr.com/

Set the “Destination zone” to “wan”, “Destination address” is the IP address that allowed to be accessed. Set

the “Action” to “accept”, click “Save&apply”.

USR IOT

Communication Expert of Industrial 10T

Be Honest, Do Best!

P

USR-G809 0 et e B
Source MAC address  any v
Overview @ Only match incoming traffic from these MAC.
Interface
Source IP address  any v
Network @ Only match incoming traffic from this IP or range.
VPN

Source port
@ Only match incoming traffic originating from the given source port or port range on the client host

General Settings Destination zone

O Device (input)

Port Forwarding

Traffic Rules

Access Restriction

Any zone (forward)
O fiaaiian: 5= & 2

® Bwans wan_wired: Z"fwan_4g:

DTU

Services Destination address ~ 118.190.93.90 v

S @ Redirect matched incoming traffic to the specified interal host
Logout Destination port

@ Redirect matchad incoming traffic to the given port on the intemal host

Action  accept v

save 5 ovl

[ Back to Overview

JiNan USR IOT Technology Limited  http://www.pusr.com/

Then we need to set another rule to reject all the communication, the source IP address and destination IP
address are “any”, set the action to “reject”. Please note the order of the two rules, the accepted rule must
come before the rejected rule.

46
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USR-G809 O [RWSRN van_wired:
Source MAC address  any v
Overview © Only match incorning traffic from these MACs.
Interface
Source IP address  any v
Network @ Only match incoming traffic from this IP or range.
VBN

Source port

o e e e o e e e e e

General Settings Destination zone () payice (input)

Port Forwarding =
O Anyzone (forward)

Traffic Rules )
oW

Access Restriction

® BWGHN wan_wired: # 8 wan_4g: 2

DTy

Jebice Destinatlon address  any o

System @ Redirect matched incoming traffic to the specified internal host
Logout Destination port

@ Redirect matched incoming traffic to the given port on the internal host

(B Back to Overview Save & Apply

an USR IOT Technology Limited

USR IOT Be Honest, Do Best!

Communication Expert of Industrial 10T

USR-G809
Firewall - Traffic Rules

Traffic rules define policies for packets travailing between different zones,for example to reject traffic between certain hosts or open ports on the router.

Overview Source NAT is a specific form of masquerading which allows fine grained control over the source IP used for outgeing traffic, for example to map multiple WAN addresses to
i internal subnets.
Network
Traffic Rules
VPN N
Name  Protocol Action Enable Sort
General Settings Allow-  IPua-ICMP with type echo-request Accept input s [ =] [@wodity |[@ Delete
Ping  From anyhastin wan
Port Forwarding To any router 1P on this device
- 1Pv4-TCP,UDP Accept forward « (=] [@mody |[B pelete
- From sny hostin lan
Access Restriction To P 176790.92.90in wan
DTU m
= 1Pv4-TCP,UDP Refuse forward + (2| [@& Moy |[@ pelete
. From any hostin lan
Services k
To any hostin wan
System
i Open ports on router:
Name Protocol External port
TCP+UDP v 1 Add

New forward rule:

Name Source zone Destination zone

an USR IOT Technology Li

6.3.3.IP and Port Access Restrictions

Add a forward rule.

Jinan USR IOT Technology Limited a7 WwWw.pusr.com
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USR-G809 Name

t!

Protocol Action

Enable

Allow-  1PvA-1CMP wi
Overview Ping  From any ho:
To any router 1P an this device

request Aceept input P (@ Modify | ) Delete

Interface
Network Open ports on router:
VPN Name Protocol External port

General Settings

Port Forwarding e
lew forward rule:

Traffic Rules
Name Source zone Destination zone

Access Restriction

I v v [@ Add and edit
DTUY
Services
System Source NAT
Name Protocol Action Enable Sort
Logout
This section contains o values yet
New source NAT:
Name Source zone Destination zone  To source IP To source port

lan v wan v --Please chov [ Add and edit...

T R e D |

» Protocol TCP+UDP: the specified source IP can ping the destination IP address, but cannot establish
TCP/UDP connection.

» Protocol ICMP: the specified source IP cannot ping the destination IP address, but can establish
TCP/UDP connection.

Here we test with TCP protocol to disable a port of the LAN device from accessing a specified port of the

destination IP.

S USRIOT Be Honest, Do Best!
Communication Expert of Industrial 10T u

USR-G809
Firewall - Traffic Rules - (Unnamed Rule)

This page allows you to change advanced properties of the traffic rule entry, such as matched source and destination hosts.

Overview
Interface Enable | @ Disable
Network
Name

VPN

Restrict to address family  [Pv4 only v
General Settings Protocol TGP M
Port Forwarding Match ICMP type  any v

Traffic Rules
Source zone

e D Anyzone
Access Restriction
® W

DTU ® [lan: |lan: ¥ & @
Services O  wansl wan_wired: #"fwan_ag: ;&
System

Source MAC address ~ any v
Logout @ Only match incoming t m these MAC:

Source Ip address  any ~

Source port

@ Only match incoming traffic originating from the given source port or port range on the client host

Destination zone () ice (iny

JiNan USR I0T Technology Limited  http://www.pusr.com/

Leave the source zone as default, fill in the source IP address or MAC address.

Here we disable a device with the MAC 4C:ED:FB:6A:F4:60 and port 8800 from establishing TCP connection
with the destination IP 192.168.21.200 and port 8899.

Leave the source port and destination port to null means disable the TCP connection between the source
device(4C:ED:FB:6A:F4:60) and the destination address 192.168.21.200.

Jinan USR IOT Technology Limited 48 WwWw.pusr.com
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[k Traffic Rules x [ = X

& C A F==%| 192.168.21.133/cgi-bin/luci/;stok=ebcefabad35267aaab 12644444 fce2b5 /admin/firewall/rules/cfg1692bd & &

# AR B Giblit [0 BAALEEZR. M Gmal @ vouTube B 1B [ u-nasEBhG K FESAYEBRE. K FESASERR.
®
USR 10T Be Honest, Do Best!
Communication Expert of Industrial 10T =

USR-G809 O [t wan_wired: =ffwan_dg: £

Source MAC address  4C:ED:FB:i6A:F4:60 (SK-LLv

Overview @ Only match incoming traffic from these MAC|
Interface

Source IP address _ any v
Network @ Only mateh incoming traffic from this P o range.
VPN Sourceport 8800

< Only match incoming traffic originating from the given source port or port range on the client host
~ Firewall @ only o iginating g F port rang;

General Settings Destination zone

O pevice (input)

Port Forwarding =
O Anyzone (forward)

O [lan:ian: 5= & &
Access Restriction

® [wans wan_wired wan_4g: 7!
DTU - _49: 2
Services Destination address ~ 192.168.21.200 v
system @ Redirect matched incoming traffic to the specified intemal host
Logout Destination port 9890

@ Redirect matched incoming traffic to the given port on the intemnal host

Action  reject v

(€] Back to Overview Save & Apply

JiNan USR 10T Technology Limited

fwww.pusr.com/

6.3.4.Ping Restrictions

The device can be ping by default, users can disable the ping function by changing the default rules.

USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial I0T

USR-G809

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or ta open WAN ports on the router.
Overview Siuree NAT 5 o specific Farmm of masqierading which allows fine graifed contiol over the o s 1B red for cutgiing tratie for cxampls: 1o map rultisls WAN addrisses to termal Subrets:
Interface
ey Traffic Rules

Name  Match Action Enable Sort
VPN

v Firewall -

Allow-  [Pv-ICMP with type echo-request Accept input +|[+] [@Edt |[B peste

Genefal Settings Fing  From any hostin wan
To any router IPon this device /
Port Forwards
Traffic Rules Open perts on router:
IAroes Restriction Name Protocol External port
by TCP+UDP v 2 Add
Services
System
- New forward ruie:

Logout o

Name Source zone Destination zone

lan v wan fud (5] Add and edit...

Source NAT

Name  Match Action Enable Sort

This section contains no values yet

New source NAT:

OT Technology http://www.pusr.com/

In below example, we disable the ping function from the LAN IP 192.168.1.133 to all the destination IP
addresses.

Jinan USR IOT Technology Limited 49 WwWw.pusr.com


file:///C:/Users/Administrator/Documents/Tencent%20Files/2220898066/FileRecv/h.usriot.com

&~ USR IOT

nerenes. Lo Basl USR-G809 User Manual Technical Support: h.usriot.com

®

USR 10T Be Honest, Do Best!

Communication Expert of Industrial 10T

USR-G809

Enable | @ Disable

Name  Allow-Ping

Overview
Interface Restrict to address family  1Pv4 only v
Netnate protocol  ICHP v
VPN

Match ICMP type  any v

~ Firewall

General Settings

Source zone
O Any zone

Port Forwarding lan:  lan

Traffic Rules

Access Restriction

Wan:| wan_wired: 3 wan_dg: j

Source MAC address  an v
DTU ¥
@ Only match incoming traffic from these MACs.
Services
Source IP address 192.168.1.133 (OPPO-R17 v
S @ Orly ratch mcarming Eraffc from this 1B o rangs,
Logout

Source port

@ Only match incoming traffic originating from the given source port or port range on the cient host
Destination zone Device (input)
O Anyzone (forward)

O [fian:ian: 3= & &

® [fwans wan_wired wan_4g -

an USR 10T Technology

@®
USR IOT Be Honest, Do Best!
Communication Expert of Industrial 0T

USR-G809 ® [lan: lan: g2 & @

O [ oo B e

Overview
Source MAC address  any ~
Interface @ Only match incoming traffic from these MACs.
Network Source IP address ~ 192.168.1.133 (OPPO-R17 v
VPN @ Only match incoming traffic from this IP or range.

General Settings

@ Only match incoming traffic originating from the given source port or port range on the client host

Port Forwarding Destination zone 5 pevice (input)

O Anyzone (forward)

Access Restriction

lan: | lan: 5= & &

DTU
~ ® [fwans wan_wired: "R wan_dg:
Services
System Destination address ~ any v
i @ Redirect matched incoming traffic to the specified internal host

Destination port

@ Redirect matched incoming traffic to the given port on the intemal host

Action  reject v

(£ Back to Overview Save & Apply

JiNan USR 10T Technology Limited m/

/1www.put

Click “Save&Apply” to take the parameters effect.

6.4. Access Restriction

6.4.1.Black List

When we choose “Black list”, the devices connected to the router cannot access the domain name in blacklist,
but can access all other domain names. Here, the device can access the domain name except baidu.com.

Jinan USR IOT Technology Limited 50 WwWw.pusr.com
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Access Restrictions

Loose matching mode,mainly restricts web page data. Enter the domain name keyword, for examplesbaidu.com
Overview

Interface Configurations

Network

Method  Black List -
VPN

~ Firewall

General Settings Name Domain Name Enable

Port Forwarding

Traffic Rules test baiducom ) Delete

Access Restriction

DTy New Firewall Rule:

Services Name Domain Name

System
{2 Add
Logout

JiNan USR I0T Technology Limited  http://www.pusr.com/
. .
6.4.2.White List

After enable “White List”, the devices connected to the router can only access the domain name within
whitelist. If just enable white list but do not add the rules, the device cannot access any domain name. Here,
the device can only access baidu.com.

ﬁ USR IOT Be Honest, Do Best!
pert of I .

USR-G809

Access Restrictions

Loose matching mode,mainly restricts web page data. Enter the domain name keyword, for examplesbaidu.com
Overview

Interface Configurations
Network
| Method | White List | |

VPN

~ Firewall

General Settings Name Domain Name Enable

Port Forwarding

Traffic Rules test baiducom ) Delete

Access Restriction

DTy New Firewall Rule:

Services Name Domain Name

System
{2 Add
Logout

JiNan USR I0T Technology Limited  http://www.pusr.com/
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7. Serial Port

USR-G809 supports DTU function, which can achieve RS232 or RS485 serial data transmission.

7.1. Connecting Hardware

RS232:

RS485:

Data-(B)

Data-(B)

i
1

NN NN

Data+(A)

Data+(A)

@ y

Y+

GND

Tx/B

R/ A

D12

Dot

Doz

COM

Rx/d

o

DIz

om

@

ooz

COM

Jinan USR IOT Technology Limited
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7.2. Serial Port Settings

7.2.1.Basic Settings

®
USR 10T Be Honest, Do Best!
Communication Expert of Industrial 10T «

USR-G809

Serial Port Settings
The basic settings of serial port
Overview
Interface Configuration
Network
BaudRate 115200 ~
VPN
. Data Bits & ¥
ire:

Stop Bits 1 v

Pairty  NONE v

Packaging Interval 10 ~
SedET @ 1060000 milliseconds
HTTPD
Packaging Length 1000 ~
Services @ 5-1500 Bytes

S Serial Type  RS232 ~

Logout

Save 5 oply

Serial parameters of USR-G809 must be consistent with the RS232 or RS485 serial device. Otherwise, they
cannot communicate with each other.

ltem Description Default

Baud rate Supports 115200
1200/2400/4800/9600/19200/38400/57600/115200/230400

Data bits 8 8

Stop bits 1/2 1

Parity NONE/ODD/EVEN NONE

Packaging interval (ms) | 10-60000 10

Packaging length(byte) 5-1500 1000

Serial type RS232/RS485 RS232

7.2.2.Framing Mechanism
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7.2.2.1. Time Trigger

When G809 receives data from the UART, it continuously checks the interval of two adjacent bytes. If the
interval time is greater or equal to a certain "time threshold", then a frame is considered finished, otherwise
the data is received until greater or equal to the packet length byte set (Defaults to 1000 bytes). This frame is
sent to the network as a TCP or UDP packet. The "time threshold" here is the time between packages. The
range of settable is 10ms~60000ms.Factory default: 10ms.

This parameter can be set by AT command, AT+UARTFT=<time>.

T1 12

T2-T1=T, Tis the packet time

TIME

the last bit of the first bit of
packet N packet N+1

7.2.2.2. Length Trigger

When G809 receives data from the UART, it constantly checks the number of bytes received. If the number of
bytes received is equal to a certain "length threshold", a frame is considered to have ended, then this frame is
sent to the network as a TCP or UDP packet. The "length threshold" here is the package length. The settable
range is 5~1500 bytes. Factory default 1000.

This parameter can be set by AT command, AT+UARTFL=<length>.

receive the N bit receive the N+1 bit

M-N=L . Lis packet length

TIME

the first bit of packet the last bit of packet

7.3. Operation Mode

USR-G809 supports three operation modes: NET(Transparent transmission), MODBUS(MODBUS RTU to
MODBUS TCP), HTTPD(HTTP Client mode).
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®
USR 10T Be Honest, Do Best!
¢ xpert of Industrial IOT *

USR-G809

DTU General Configurations
Overview

Interface Configurations

Network
Protocol Format Select Heartbeat Packet Registry Packet

VPN

Firewall

e
Restarting Without Data |0
[MODBUS
General Settings

Serial Port Settings

SOCKET Save & Apply

HTTPD

Services
System

Logout

7.3.1.NET Mode

In this mode, user can achieve transparent data transmission between the serial device and the network
server with simple parameter settings.

USR-G809 supports 4 socket connections, socket A~socket D, which are independent with each other.
Socket A supports TCP client/TCP server, UDP client/server, socket B/C/D supports TCP client, UDP
client/server.

Here we connect the RS485 port to the computer via a serial to USB adaptor to test:

1. Set the operation mode to NET.
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®
USR 10T
Communication Expert of Industrial IOT

USR-G809

DTU General Configurations
Overview

Interface Configurations
Network

Protocol Format Select Heartbeat Packet Registry Packet
VPN
- NET ~
Firewall e

Eotarting Withioet ua gl OFF bd

Serial Port Settings

HTTPD

Services
System

Logout

2. Set the serial port parameters.

Be Honest, Do Best!

®
USR IOT
Communication Expert of Industrial 10T

USR-G809

Interface Configuration
Network

Baud Rate 115200 ~
VPN
. Data Bits & i
Firewall ot B

General Settings

Pairty  NOME v
Packaging Interval 10 v
SOCKET @ 10-60000 milliseconds
HTTPD
packaging Length 1000 v
Services @ 5-1500 Bytes
Syetem Serial Type  RS485 v |

Logout \
s

Serial Port Settings
The basic settings of serial port
Overview

3. Setthe device to TCP client, server address to test.usr.cn, port 2317.
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®
USR 10T Be Honest, Do Best!
Communication Expert of Industrial 10T -

USR-G809

Socket Basic Settings
Overview
Interface Configuration
Network
SocketA Parameters SocketB Parameters SocketC Parameters SocketD Parameters
VPN
. Enabl -
Firewall SocketA nable
@ Socketa
X Operating Mode  TCPC v
General Settings
Serial Port Settings Address | test.srcn
@ UDPS mode does not need to set up the server address
SOCKET
port 2317
HTTPD
Services
System

o
Logout

4. After setting all parameters, restart the device to take the parameters effect.

®
USR 10T Be Honest, Do Best!
Communication Expert of Industrial 10T *

USR-G809

Reboot
Restart the operating system of the device.
Overview

Interface Reboot The Device

Network

VPN & Reboot
Firewall T
DTU

Services

System
Administration
Reboot Timer

Backup/Upgrade

Logout

5. After the device restarts, when we send data from the serial port, will receive the same data replied by
the test server.
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Commllar:t Assistant

rCOM Settings —1 [ Data receive SAVAGE V42 1
Porthum JCOM15 =] [2021-04-28 12:10:24:019] 12345676 |

Baude 115200 = 1
DPaiy |NONE <]
D atab !8 Z 1
StopB 1 »

@ Close .

Recr Options |
I Receive to file. ..
|v Show timestamp
[~ Receive as hex

|” Pausze receive

Save. .. Clear

rSend Options
[ Data from file ...
I #uto checksum
T Auto clear input

I~ Send as hex “'i.DCD. 2RxD& 3T<0D@ ADTH® GGHD# EDSE#e 7HTS#® BCTS5# 4SFRIe
[ Period | 20 ms | [1p345678 |
Load .. Clear 1 Send
[& FReady! v Send: 8 Recy: 8 Reset .

7.3.2.MODBUS Mode

In this mode, USR-G809 can achieve bidirectional protocol conversion between serial MODBUS RTU data
and network MODBUS TCP data.

MODBUS mode supports 4 socket connections, which are independent with each other.

Socket A supports TCP client/server, socket B/C/D only supports TCP client.

7.3.3.HTTPD Mode

In this mode, user’s serial device can send request data to the HTTP server. USR-G809 will resolve the
server data then send to serial device. It will remove the HTTP header of the server data by default, users can
set whether to enable this function via AT commands.
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S USR IOT Be Honest, Do Best!
et F S e .

USR-G809
DTU General Configurations
Overview
Interface Configurations
Network
Protocol Format Select Heartbeat Packet | Registry Packet
VPN
Firewall | Type  HTTPD v

General Settings
Serial Port Settings
HTTPD

Services

System

Logout

JiNan USR IOT Technology Limited  http://www.pusr.com/

USR 10T Be Honest, Do Best!
n Expert of Industrial IOT -

USR-G809

HTTPD Settings
HTTPD Basic Settings
Overview

Interface Configuration

Network
Request Method ~ GET ~
VPN
- Remove Header ~ ON ~
Firewall

General Settings Server Address  test.cn

Serial Port Settings
Remote Port 80

SOCKET

- Timeout 10
G @ 1-60 Seconds

Services

Httpd Header  Accept:text/htmI[OD][0A]

System

Logout

Save 5 opl

7.4. General Function

7.4.1.Registry Packet

Registry packet is intended to allow the server to identify the data from which device or to use it as a
password to obtain authorization for the server's functions. Registry packet can be sent when the module
establishes a connection with the server, or be added as the prefix of each data package. Registry packet
data can be ICCID code, IMEI code, or User-defined data.
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Overview
Interface Configurations
Network
Protocol Format Select Heartbeat Packet Registry Packet

Enable  OFF v

Type  User-Defined v

User-Defined Packet ~ 0123456789

Serial Port Settings @ Choose custom is effective The allowed characters are: A-F, a-f, 0-9., hex data, even bit

SOCKET Registry Packet Contained  After Connection v
n
HTTPD

Savo 5 oply
Logout

JiNan USR IOT Technology Limited  http://www.pusr.com/

Iltem Description Default
Enable ON/OFF OFF
Type IMEI, ICCID, USR Cloud, User-Defined User-Defined
User-Defined A-F, a-f, 0-9, hex data, even bit 0123456789
packet
Cloud ID Registry packet parameters of USR Cloud SN code
Cloud psw Registry packet parameters of USR Cloud 12345678
Registry packet | After connection: Send once when establish a connection with | After connection
contained in the server.

Prefix of data: Registry packet is added as the prefix of each

data packet.

Note: Registry packet is only valid in TCPC, UDPC mode.
7.4.2.Heartbeat Packet

Heartbeat package can be sent to the network or serial port device. G809 defaults to send to the network to

keep the connection stable and reliable.
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S USR IOT Be Honest, Do Best!
et F S e .

USR-G809

DTU General Configurations
Overview

Inteface
Network
Protocol Format Select
veN
Firewall Enabl OFF o
User-Defined Packet | 0123456789
Serial Port Settings @ Choose custom s effective The allowed characters are: A“F, a-F, 020, hex data, even bit
SOCKET beaitbeaiTlorsdl |3
oD @ 1-6000 Seconds
Services
System

JiNan USR IOT Technology Limited  http://www.pusr.com/

Iltem Description Default

Enable ON/OFF OFF

Type Serial heartbeat packet/Network heartbeat packet Network heartbeat
packet

User-defined packet A-F, a-f, 0-9, hex data, even bit 0123456789

Heartbeat interval (s) 1-6000s 3

Note: Heartbeat packet is only valid in TCPC, UDPC mode.

7.4.3.Restarting Without Data

This function defaults to be disabled. When it is enabled, the device can actively disconnect the connection
with the server and reconnect when there is no data from network side within the reconnect detection interval,
which can prevent pseudo-connection due to an abnormal socket disconnection.

When the time reaches the restart detection interval, the device will restart automatically to recover the
connection.
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®
USR 10T Be Honest, Do Be
Communication Expert of Industrial 10T

USR-G809

DTU General Configurations
Overview

Interface Configurations

Network
. Protocol Format Select ! Heartbeat Packet || Registry Packet
VPN

Firewall Type |Ner =

Restarting Without Data | ON i

General Settings

t!

L)

Reconnect Detection 3600

Serial Port Settings Interval(s) @ range: 1-3600
SOCKET Restart Detection 36000

P Interval(s) @ range: 60-36000
Services

Systern

Seve o
e

JiNan USR IOT Technology Limited  http://www.pusr.com/

>  After parameters settings, restart the device to take the parameters effect.
»  This function is only valid in NET/MODBUS mode.

7.4.4.RFC2217
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GEOY
l Data

“4—'!*

TerminalUnit

UART

Serial communication

User egquipment

GEOY
Mormal transmission data
| (9600} 3
Mormal transmission data
< L9500
.
Rfc2217 protocol is not
transmitted to user equipment
Mormal transmission data
(11520037 »
' v
Mormal transmission data
(1152002
After restart
Wormal transmission data
’ (9RO )

BaseStation

Server
TCPAUDP Data

Wireless communication

SEMVET
Mormal transmission data
= v
Hormal transmission data
Rfe2217 protocol modified
serial port to 115200
< ]
Hormal transmission data
Mormal transmission data
< 3
Hormal transmission data

This function is similar to RFC2217, when we send the specific protocol data from the network side, can
change the serial parameters in real time. Parameters take effect immediately, but it will be restored to the

original after restarting.
Protocol description:
The protocol length is 8 bytes in HEX:

Bytes 3 3 1 1
Parity of the first
o 3 bytes reduce | A baud rate | Please check below y .
Description . o four digits,
misjudgment value, high first table ) )
ignoring carry.
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Example:

55 AA 55 01 C200 83 46
(115200,N,8,1)
Example:

55 AA 55 00 25 80 83 28
(9600,N,8,1)

00 5

01 6
1.0 Data bit

10 7

11 8

0 1
2 Stop bit

1 2

0 Disable
3 Parity

1 Enable

00 OoDD
5:4 Parity type 01 EVEN

10 Mark
7:6 NC 00 0

Note: This function needs to be enabled via AT command: AT+RFCEN.
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8. USR Cloud

USR Cloud address: mp.usriot.com (Please register an account first)

USR-G809 enables USR Cloud service by default. User can configure the traffic flow record parameters, net
status parameters and heartbeat parameters. It also support reporting the device status to the USR Cloud
with privatization.

USR-G809
usr cloud is running ....

Overview Configurations

Interface

Traffic flow record interval 10
Network @ less than 12 hours
VPN

Traffic flow report interval 30
Eirewall @ less than 12 hours and less than 40 statistics cycles of traffice
DTU Net Status record interval 5

- (@ less than 12 hours
v Services

Net Status report interval 20

Syslog
(@ less than 12 hours and less than 40 statistics cycles of net status

NTP

’ Heartbeat Interval 30 v
Email
SMS
Alert =

Udp Configuration
Call Reboot
i 20! v

Dynamic DNS UDP Heartbeat Interval s

USR Cloud
Geolocation
Privatization Deployment

System

Logout Deploy The USR Cloud [
with Privatization

8.1. Cloud Monitor

Cloud monitor displays the online devices, models, firmware version, alarm information and new device.

* USR Cloud Console = &> Cloud configuration [z cloud monitor [@ AP v Service support v User Permission ¥ 2220898066@qq.com ¥
Monitor center Subordinate Project : | All Projects Device Series All series
online device Models of distribution untreated alarm Execution task
Device list
Device Name Device SN Alarm Content Alarm time
Add device

Alarm

Firmware version distribution New equipment

TCPigE This month

09:19:11

2021-04-27 Unknown version

Current Version : V4.0.0
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Please add the device according to the device MAC/IMEI and SN in the label.

Jk USR Cloud Console & Cloud configuration [Z] Cloud monitor @ ™k v  Semvice support ¥ User Permission v 2220898066@qq.com ¥ a

> Monitor center

Add Device Add Devices In Bulk

Tutorial
(&3 e -
© Add Device
D General information
With labeling products, the factory defaults to access cloud
Add device Siice name ‘ (RS ‘ senvices, just enter the SN / IMEI / NID on the label to add
L directly, devices added in the early days through the transparent
Gi proje cloud must continue to be added by "SN does not support, click
Project Group ‘ My project!/MyGroup ‘ here”
Alam
O Atarm , Labeling logo
SN ‘ SN does not support, click here
= A\
configuration USR Cloud
MAC / IMEI ‘ ‘
Finwas i Scan the mobile phone and add devices quickly
* Cloud
configuration
d Options v
Next step
About user rights definitions
oazo T device positioning
2021-04-27

* USR Cloud Console = O Cloud configuration [z cloud monitor [@ ®iA+F3Z v Service support ¥ User Permission ¥ 2220898066@qq.com v

Add Device Add Devices In Bulk

G Device a
© © s e
Device list General information ————
What is a device template?
Add device

The cloud configuration system configures the parsing rules of

the device data protocol to achieve remote acquisition and
Group project

- control. The new version of the cloud service puts the
communication protocol, data variable collection rules, alarm
M Alam rules, configuration screen design, etc. into the device template.
All devices associated with the template will work based on this
[ Remote

template rule
configuration

[
»
Firmware upgrade uL B

you can directly add the device

fransparent transmission

What s product fibrary

Product warehouse

| want to enter the product library Previous Step e

Difference between The cloud polling and edge computing

8.3. Network Status

In “Device List”, click “View”, it will show the network status of the device.
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View X

Device basic information

Device Picture

Device name

Device Mode!

SN Code

MAC

IMEI

Device Tags

Firmware

Version

Hardware

version

Bettery

electricity

"

USR-GB09

USR-GBO9

V1.0.05

V0.0.1

No data

Type of network

Networking

type

Signal

intensity

46

strongest

8.4. Parameter Configuration

Users can configure the device parameters via AT commands from USR Cloud.

1. In “Cloud monitor---Device list--More”, click “Parameter configuration”.

A USR Cloud Console =

&> Cloud configuration

Cloud menitor

S v

Service support ¥

User Permission v

2220898066@qq.com ¥

Device list

All status + Add Device — Bulk Deletion
Device list
Status Device Model Suborainate Project  Subordinate Group SN Fimware Version Enabled Function Operation
Cloud configuration Network monitoring
USR-G809 My project1 MyGroup 0160018022400 V1,005 View Edit Records of device More ~
Remote Configuration Firmware Upgrade
Configuration page
Cloud configuration Network monitoring
Offine | TCPiE My project1 MyGroup 0004795500000 - View Edit
Firmware Upgrade
Fimware Upgrade
Cloud configuration || Network monitoring Reboot device
Offine_| TCPiE My project1 MyGroup 0004795500000 . View Edit Records
Remote Configuration Firmware Upgrade
Delete
Cloud configuration Network monitoring
Offine USR-10424T My projectt MyGroup 010001181130000 - View Edit Records of device More
Remote Configuration Firmware Upgrade
Cloud configuration Network monitoring
TCPRE My projectt MyGroup 00047955000000. % View Edit Records of device More
Remote Configuration Firmware Upgrade
Cloud configuration Network monitoring
Offine TCPiEE My projectt MyGroup 00047955000000 2 View Edit Records of device More
Remote Configuration Firmware Upgrade
Cloud configuration Network monitoring
omne | TCPiag My projectt MyGroup 0004795500000 = View Edit  Records of device More
L Remote Configuration Firmware Upgrade
09:44:43
2021
Cloud configuration Network monitoring
Current Ve . , "
omine | TCPAS E] e 00047855000000. - View Edit Records of device More

2. Can send AT commands to query or configure the device parameters via AT commands.
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Parameter configuration

General information

Device USR-G809 Firmware V1.005
Model : Version :

Device

No. :

Parameter debugging

AT+VER

+VERV1.0.05

useful  Device Reboot Query version Reload to factory settings

\

AT+VER

8.5. Firmware Upgrade

USR-G809 supports upgrading firmware via USR Cloud.
1.  In “Device list---More”, click “Firmware Upgrade”.

k USR Cloud Console = &> Cloud configuration (] Cloud monitor AT v Service support v User Permission v 2220898066@qq.com ¥

Device list

All status Query + Add Device — Bulk Deletion

Device list
status Device Model Subordinate Project  Subordinate Group SN Firmware Version Enabled Function Operation
Cloud configuration Network monitoring
USR-G809 My project MyGroup 01600118022400. V1005 View Edit Records of device More
Remote Configuration Firmware Upgrade
Configuration page
Cloud configuration Network monitoring
TCPigE My project1 MyGroup 00047955000000. -- View Edit Records ~ Parameter configuration
Firmware Upgrade
Netwark monitoring Reboot device
TCPiaE My project MyGroup 0004785000000 - View Edit Records
Firmware Upgrade
Delete
Cioud configuration Network monitoring
USR-10424T My project1 MyGroup 010001181130000. - View Edit Records of device More v
Remote Configuration Firmware Upgrade
Cloud configuration Network monitoring
TCPiaE My project1 MyGroup 00047855000000. - View Edit Records of device More v
Remote Configuration Fi are Upgrade
Gloud configuration || Network monitoring
TCPEE Wy project MyGroup 0004785000000, == View Edit Records of device More v
Remote Configuration Firmware Upgrade
Cloud configuration
TCPiE My project MyGroup 0004755000000 = ; View Edit Records of device More +
Remote Cor ation
09:51:04
e
Network monitoring
Current Version : V4.0.0 : . "
TCPEE ZRS zosE 00047955000000. = — - ——— View Edit Records of device More v

Or can directly click “Firmware Upgrade” under “Cloud Monitor”, then click “Add upgrade task”.
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dk‘ USR Cloud Console = & Cloud configuration Cloud monitor f§tkdz v  Senvicesupport v User Permission v 2220898066@qq.com v Q

Firmware Upgrade

Al Projects All status To Query + AddUpgrade Task

Upgrade Pro
Status Subordinate Project Task Name Device Model Upgraded Version Task Time Operation
gress
No data
M Alam
Total 0 10/page Goto 1

2. Fillin the task name, device model, firmware version, task name, then click “Save”.

Firmware Upgrade

‘ 1.Task info 2.Select device 3.Finish

Subordinate Project | My project1

* Task Name ‘ USR-GB09 Upgade

* Device Model ‘ USR-G809

* Fimware Upgrade Version | V1.0.05

* Task Time 2021-04-27 09:58:05 To 2021-04-28 09:58:05

3. You can also check the current firmware upgrade progress in “Upgrade Details”.

8.6. Records of device

USR Cloud can record all the status information during the operation of the device, including configuration
records, update records, signal strength and so on.
In “Cloud monitor--Device List”, click “Records of device”.
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* USR Cloud Console = &> Cloud configuration [ Cloud monitor #SATIZ v Service support v User Permission w  2220898066@qg.com v

Device list

oy = ok oo

Device name Status Device Model Subordinate Project  Subordinate Group SN Firmware Version Enabled Function Operation

Device list

USR-G809 USR-G809 My project1 MyGroup 01600118022400 V1.0.05
w610 fline ‘ TCPiEE My project1 MyGroup 00047955000000 View Edit Records of device
configuration

Test-VCOM TCPEE My project1 MyGroup 00047955000000. View Edit Records of device
USR-10424-E i ‘ USR-10424T My project1 MyGroup 010001181130000. = View Edit Records of device
VCOM22 yffiine ‘ TCPEE My project1 MyGroup 00047955000000 View Edit Records of device
VCOM11 TCPEE My project1 MyGroup 00047955000000 -- - - View Edit Records of device
6786-G [Tomne | TCPiaE: My project MyGroup 00047955000000. View Edit Records of device

13:54:48

2021-04-27

Current Version : V4.0.0 Pe— : | Senmmontame

® USRMS11 [Tomne | TcPEE ESEE sEnE 0004795500000 - — View Edit Records of device

USR Cloud Console & Cloud configuration Cloud monitor

Mon er Equipment flow monitoring Main squipment(E587.000

Group proj

0 Aam

2021-04-26 12:24:54 To 2021-04-27 12:24:54

Signal quality monitoring

r's wired LoRs

021-04-27
Current Version : V4.0.0

Online Record:
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;k USR Cloud Console = &> Cloud configuration Cloud monitor AN v Service suppot v User Permission v 2220898066@qq com ¥ Q

Records of device

Device Name  USR-G809

Device SN

Device Model ~ USR-G809

Firmware Version  V1.0.05

& ar Device Monitoring Alarm Data Update Record Configuration Record Online Record
2021-04-26 140441 To 2021-04-27 14:04:41 Query

Device Name Status Time Reasons for offline
USR-G809 Online 2021-04-27 12:32:19

USR-G809 Offine 2021-04-27 12:31:49 Heartbeat timeout
USR-G809 Online 2021-04-27 11:31:49

USR-G809 Offine 2021-04-27 11:30:09 Heartbeat timeout
USR-G809 Online 2021-04-27 11:28:39

Total 5 10/page Goto 1

8.7. Alarm

USR Cloud can achieve alarm via device status, like device offline, weak signal strength, traffic consumption
exceeds the set value.
1. Add the alarm contacts in “Cloud Monitor--Alarm contacts”.

Add Contact

* Subordinate Project My projectl

“Name | Peng

Email

Email Verification Code

Remark

Cancel Save

2. Add alarm configuration in “Device monitor--Alarm configuration”. Here we can set the alarm rules to
“Offline time of device >5min”, push it via email.
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AddAlarm Configuration

Subordinate Project

* Alarm RulesName

Alarm Rulesdescription

My project1

* Alarm Rules

Offline time of device >| 5
Device | 10
weak

Wireless signal intensity <

Flow consumption of current month >

‘ Times of lost connection exceeds x within minutes | 5

1024 MB(1GB = 1024MB)

Bettery electricity <| 20 %

(Only products with built-in batteries are supported)

Pushing rules

* Pushing notice & Email

* Pushing mechanism @ Pushing only first time

Cancel

Technical Support: h.usriot.com

Add the associated device, then click “Save”.

AddAlarm Configuration

Al status

2 Device Name

Current Version

Status

Subordinate Group

USR-G809

01600118022400001

MyGroup

W610

Test-VCOM

USR-10424-EWR

vCoM22

vcom11

G786-G

00047955000000000.

00047955000000000.

01000118113000004..

00047955000000000.

00047955000000000.

00047955000000000.

MyGroup

MyGroup

MyGroup

MyGroup

MyGroup

MyGroup
Total 7

10/page

The selected device

USR-GB09(01600118022400001285) X

Cancel

4. Add the relevant contacts.
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Relevant Contacts

* alram contact

Check All

Peng(Contacts)

New contacts

Cancel Save

5. Power off the device, we will receive the alarm email from USR Cloud.

8.8. Remote Configuration

8.8.1.Configure via AT Commands

USR-G809 supports remote configuration via AT commands.
1. Add tasks in “Remote Configuration”. Set the device model to “USR-G809".

Configuration Task

1.Task info 2 Select device 3.Configuration 4 Finish

Subordinate Project My project1

* Task Name ‘ test

* Device Model ‘ USR-G809

* Task Time 2021-04-2714:36:37 To 2021-04-28 14:36:37

Cancel Next step

2. Click “Next step”, it will show all the devices with this model.
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Configuration Task

1.Task info 2.Select device 3.Configuration AFinish

All status Query

2 Device Name SN Current Version Status Subordinate Group

USR-G809 0160011802240, V1.005 MyGroup |

Total 1 10/page - Goto 1

The selected device

USR-GB09(01600118022400001285) X

cancel [ previous step

3. Add the commands to tasks, then click “Save”.

Configuration Task

1.Task info 2.Select device 3.Configuration 4.Finish

Tasks Added

AT+VER

AT+SOCKA

AT+MAC

Add Instruction

AT+MAC

Add To Tasks

e - |

4. We can check the logs in “Configuration Details”.
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Configuration Details

Device Model To be configured(0) 9(0) Configure failure(0)

device name SN Operation Logs
USR-G809

USR-G809

Task Time
2021-04-27 14:43:39 : Issued instructions

2021-04-27 14:43:39 : Success

Toal -

2021-04-27 14:36:37 - 2021-04-28 14:36:37

Configuration Content

AT+VER
AT+SOCKA
AT+MAC

8.8.2.Configure via Webpage

Users can log into G809’s webpage to configure the device via USR Cloud.
In “Device Monitor--Device list”, click “More”, select “Configuration page”.

USR Cloud Console &> Cloud configuration (] Cloud monitor AT v Service support v User Permission v 2220898066@qq.com ¥

Device list

All status Query + Add Device — Bulk Deletion

Device list
status Device Model Suberdinate Project  Subordinate Group SN Firmware Version Enabled Function Operation
monitoring
USR-G80S My project MyGroup 01600118022400. V1005 View Edit Records of device More v
Firmware Upgrade
Network monitoring
TCPigE My project1 MyGroup 00047955000000. - View Edit Records ~Parameter configuration
Firmware Upgrade
Fimware Upgrade
Gloud configuration || Network monitoring Reboot device
TCRiEE My project MyGroup 0004755000000 . View Edit Records
Remote Configuration || Firmware Upgrade
Delete
Gloud configuration || Network manitoring
USR-10424T My project MyGroup 010001181130000. - View Edit Records of device More v
Remote Configuration || Firmuare Upgrade
Gloud configuration | Network monitoring
Offine TCREE My project1 MyGroup 0004785500000, - I : View Edit Records of device More v
emote Configuration || Firmware Upgrade
Gloud con
TCREE Wy project MyGroup 0004785000000, == 5 View Edit Records of device More v
emote Configuration
Cloud configuration
Offine TCREE Wy projectt MyGroup 0004795500000 = — View Edit Records of device More v
Remote Cor
14:58:55
2021-
Cloud configuration Network monitoring
Current Ver : . .
TCRES VRS BEHE 0004785500000, = View Edit Records of device More v
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C A Fz=2 | 09bab4930fc32208808f0960bb2ed646fc34dde.cn-cloud0.pusr.cloud:18000/cgi-bin/luci B » & :
i uE @ =EagEsEs. K SEAE-EAEs. © SNEEEes. K SHERUEsE. F o Wieles Carera. & BHAMBRISACS & WIFESIEEHEAHT.. © Talgue M NPort 5000 Series. £ DIUSEREEAL. K SEOE-EFEE. MQTTHESEAE » s
USR-G809

®
> USR IOT
ﬁ N Be Honest, Do Best!
Communication Expert of Industrial 10T

Authorization Required

Please enter your username and password,

Username: root

JiNan USR 10T Technology Limited  http://www.pusr.com/

9. Services

9.1. Syslog

9.1.1.Remote Log

®
USR 1OT Be Honest, Do Best!
Communication Expert of Industrial 10T

USR-G809

Here you can view system logs, including application, kernel, and VPN logs.Remote logs based on UDP protocol can also be configured.
Overview

Interface Configurations
Network
LogTo Local || Remote log

VEN
i Remote IP address  0.0.0.0
Firewall
Using udp protocal, keep empty or '0.0.00" to disable
DU

Remote Port 555
Keep empty to disable

Save & Apply

SMS

Alert

Call Reboot
Dynamic DNS
USR Cloud
Geolocation
System

Logout

JiNan USR 10T Technology Limited :/fwww.pusr.com/

Remote IP address: Remote UDP server IP/domain name, this function is disabled when the IP is 0.0.0.0.
Remote port: Remote UDP server port.
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9.1.2.Local Log

We can view and download the router logs in below interface.

®

USR 10T Be Honest, Do Best!

Communication Expert of Industrial 10T

I Log To Local l Remote log

kernel Log Level  Info

USR-G809

< Info v
o Application Log Level
Interface s ke~
Network

<3><5>[2021-02-22 56.611][netifd]Interface ‘lan is enabled -
e <3><5>[2021-02-22 :56.612][ netifd]interface 'lan’ is setting up now

<3><5>[2021-02-22
; «3>55[2021-02-22
Firewall <3><5>[2021-02-22
«3>55[2021-02-22
<3><5>[2021-02-22
«3>55[2021-02-22
<3><5>[2021-02-22
«3>55[2021-02-22
<3><5>[2021-02-22
«3>55[2021-02-22
<3><5>[2021-02-22

56.614][netifd]Interface 'lan' is now up
:56.616][netifd]interface 'loopback’ is enabled
:56.617][netifd]interface 'loopback’ is setting up now
:56.618][netifd]interface 'loopback’ is now up
:56.623][netifd]interface 'wan_4g' is enabled
:56.628][netifd]Interface 'wan_wired' is enabled
:56.631][netifd]Network device 'eth0’ link is up
:56.631][netifd]VLAN 'eth0.2' link is up
:56.632][netifd]interface 'wan_wired' has link connectivity
:56.632][netifd]interface 'wan_wired' is setting up now
:56.633][netifd]VLAN 'eth0.1' link is up

NTP <3>¢5>[2021-02-22 :56.634][netifd]VLAN ‘eth0.1" link is down
<3><5>[2021-02-22 156.634][netifd]VLAN "eth0.1" link is up

Email <3><5>[2021-02-22 :56.647][netifdIBridge 'br-lan' link is up
<3><5>[2021-02-22 156.647][netifd]Interface 'lan’ has link connectivity

SMS <3><55[2021-02-22 :56.648][netifdINetwork davice 'lo' link is u

<3><5>[2021-02-22
<3><55[2021-02-22

:56.648][netifd]interface 'loopback’ has link connectivity
156.648][netifd]VLAN 'eth0.2' link is down

Alert <3><35>[2021-02-22 :156.649][netifd]Interface 'wan_wired' has link connectivity loss
<3><55[2021-02-22 :56.649][netifd]VLAN 'eth0.2' link is up
Call Reboot <3><5>[2021-02-22 :56.649][netifd]Interface 'wan_wired' has link connectivity
<3><55[2021-02-22 :57.824][netifd]wan_wired (1724): udhcpc: option -h NAME is deprecated, use -x hostname:NAME
Dynamic DNS <3><5>[2021-02-22 :57.995][netifdwan_wired (1724): udhcpc (v1.22.1) started
<3><55[2021-02-22 :57.942][netifd]wan_wired (1724): Sending discover...
USR Cloud <3><5>[2021-02-22 :59.185][netifdlwan_wired (1724): Sending select for 192.168.21.133...

<3><55[2021-02-22 :59.290][natifdlwan_wired (1724): Lease of 192.168.21.133 obtained, lease time 7200

Geoloeation <3»<5>[2021-02-22 :59.516][netifd]Interface ‘'wan_wired' is now up )
<3><5>[2021-02-22 :59.544][netifd]wan_wired (1724): uci: Entry not found o
System
Log File:| | @ Download log
Logout
JiNan USR IOT Technology Limited

9.2. NTP

NTP client function is enabled by default, user can also set the NTP server addresses.

S USR IOT Be Honest, Do Best!

Communication Expert of Industrial IOT AUTO REFRESH ON

USR-G809

The Time Synchronization section is used to configure general router time settings, like selecting the local time zone, synchronizing the time and NTP,

Overview
Network
Current System Time  2021-02-23 01:51:57 Tue [@ Sync with browser
VPN
i Time Zone America/New York ~
Firewall

Time Synchronization

Enable NTP Client

Eqail NTP Server [
S Alternate NTP Server  ntpl.aliyun.com 3]
Alert time1.cloud.tencent.com &)
time. ustc.edu.cn 3
Call Reboot b
cn.pool.ntp.org a
Dynamic DNS
USR Cloud
Geolocation
ave 5 Apy
System
Logout

JiNan USR IOT Technology Limited /[www.pusr.com/

Click “Sync with browser” to synchronize the time of the browser.
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USR 10T

Communication Expert of Industrial IOT

Be Honest, Do Best!
AUTO REFRESH ON

The Time Synchronization section is used to configure general router time settings, like selecting the local time zone, synchronizing the time and NTP.
Overview

Network
Current System Time  2021-02-23 01:52:18 Tug|
VPN

Time Zone  America/New York v

Firewall

DTU

M Se

Time Synchronization

Enable NTP Client

syslog

Email NTP Server [
S Alternate NTP Server  ntpl.aliyun.com =
Alert timel.cloud.tencent.com X
time.ustc. edu.cn 9]
Call Reboot -
en.pool.ntp.org ]
Dynamic DNS
USR Cloud
Geolocation
seve &Aooy
System
Logout

T
Change the time zone:

®

USR IOT

Communication Expert of Industrial 10T

Be Honest, Do Best!
AUTO REFRESH ON

USR-G809

The Time Synchronization section is used to configure general router time settings, like selecting the local time zone, synchronizing the time and NTP,

Overview
Network
Current System Time  2021-02-23 01:52:52 Tue [@ Sync with browser
VPN
. Time Zone America/New York -’
Firewall

Time Synchronization

Enable NTP Client

e NTP Server  [J
S Alternate NTP Server  ntpl.aliyun.com 3
Alert timel.cloud.tencent.com &
time. ustc.edu.cn 3
Call Reboot l
cn.pool.ntp.org )
Dynamic DNS
USR Cloud
Geolocation
ovo & Apny
System
Logout

Nan USR IOT Technology Limited /fwww.pusr.com/

9.3. Email

After connecting to the network, this mailbox will be used as the sender to send a specific alarm email to the
set email address.
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USR-G809
Configurations
Overview
Interface
From
Network @ Email Outbox Address, for examplesox@xocom
VPN Password =]
Firewall @ Email Outbox Password
DTU SMTP Server
@ E-mail Sending Server Address, for examplessmtp.xx.com
Sysleg senereen @ E-mail Sending Server Port
NTP
Timeout
@ E-mail Sending Timeout 1-60seconds
= Enable SSL Disable v
Alert @ Whether to enable SSL encryption.
Call Reboot Enable STARTTLS  Disable v
Dynamit DNS @ Whether to enable STARTTLS
USR Cloud Authentication Mode  LOGIN v
@ msmtp authentication mode, default is login.
Geolocation
st s © 1512 anciers, Naw: the lenith aFtopice supyoted b diffarert emiail baes is Sifsrart
Logout
Send Test Email Disable v
@ Send Test Email When Apply
Iltem Description Default
From Sender mail of the alarm None
Password Sender mail password or the set third party mailbox | None
authorization code
SMTP server Outgoing mail server. Can check in “Set--Client Settings” of the | None
mail.
Server port Outgoing mail server port. Can check in “Set--Client Settings” of | None
the mail.
Timeout(Units: s) Email sending timeout: 1~60s None
Enable SSL Whether to enable SSL encryption. Can check in “Set--Client | Disable
Settings” of the mail.
Enable STARTTLS | Whether to enable STARTTLS. Disable
Authentication LOGIN/PLAIN/Custom LOGIN
Mode
Subject Subject when sending the email. None
Send test email Whether to enable sending test email Disable

Note:

1. If fails to send the email with the correct configuration, please check if the authorization code is needed.

The authorization code is a special password used by the third party to log in the mail client.
2. Outlook and Tencent Exmail have been validated for this function.

Jinan USR IOT Technology Limited

www.pusr.com
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9.4. SMS

This function is just for SMS test. Please waiting 2~15s after clicking “Test SMS”.

USR-G809

Overview

- Interface
Network

VPN

- Firewall

~ DIU
Syslog
NTP
Email
SMS
Alert
Call Reboot
Dynamic DNS
USR Cloud
Geolocation
System
Logout

The phone number supports pure numbers within 20 digits, and the test content supports characters within 100 bytes A-Za-z0-9,..

SMS Test

Result:

Phone number Send SMS to this phone number None
Message SMS content None
Result Success or Fail -
9.5. Alert

G809 supports alerting via SMS, Email and triggering DO, supports carrying device information.
It supports up to 20 alert messages with many different device status.
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USR-G809

Overview
Interface
Network
VPN
Firewall
DTU
¥ Services
Syslog
NTP
Email
SMS
Call Reboot
Dynamic DNS
USR Cloud
Geolocation
System

Logout

Alert - Events Notification - index("1")

Note: SMS can be up to 140 bytes long. The content of the SMS is composed of alarm event content + alarm description + alarm time + device information. If the description

information filled in is too long, the received SMS may be incomplete.

General Settings Event Selection

Descriptions  alarm1

@ Note: SMS supports up to 140 bytes.

Send SMS Disable v

Send Email Disable v

DO Control Disable -

Device Information  Disable v

Ry

(] Back to Overview

USR-G809

General Settings Event Selection

WAN_4G Online [

Overview WAN_4G Offline (]
Interface
Network Type Change [
Network
wanNup [
VPN
el WAN Down [
DTU System Reboot [
Sysieg priorF [
NTP
DI 1 Counter Overflow [
Email
SMS pi2on [
Alert przorF (O
Call Reboot DI 2 Counter Overflow  [J
Dynamic DNS .
Cellular Data Traffic  []
USR Cloud Overflow
Geolocation
ERte [#] Back to Overview
Logout
Iltem Description Default
Description Alarm content alarmx
Send SMS Disable/Enable Disable
Phone number Phone number to receive the alarm message None
Send email Disable/Enable Disable
Email address Email address to receive the alarm message, please set the | None
correct email information in “Email” interface before using it.
DO Control Disable/DO1/D0O2 Disable
DO level Alarm trigger action is "High" or "Low" High
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Device information | Disable/IMEI/SN/MAC/ICCID Disable
Event 13 event status Uncheck

Description:

1.

DO control cannot be used simultaneously with DO function in DI/DO. If only enable DO1 in DI/DO,
please select DO2 here.

2. SMS supports up to 140 bytes, including the description, event, time and the message. Do not make the
description too long to avoid receiving incomplete messages.

3. Please ensure the device has connected to the 4G network and the SIM card supports SMS function
before sending SMS.

4. Please ensure the device has connected to the network before sending email.

5. DO alarm is triggered continuously until the next DO is triggered.

6. WAN-4G online: Alarm after successful 4G networking.

7. WAN-4G offline: Alarm after connecting to the 4G network again.

8. Network type change: Alarm when changing the network.

9.  WAN up: Alarm when connecting to wired network.

10. WAN down: Alarm when the wired network disconnect.

11. System reboot: Alarm if the device restart without power off.

12. DI 1 ON: Valid when DI1 mode is ON-OFF in “DIDO”, alarm when DI1 is triggered.

13. DI 1 OFF: Valid when DI1 mode is ON-OFF in “DIDO”, alarm when DI1 trigger is canceled.

14. DI1 counter overflow: Valid when DI1 mode is Counter in “DIDO”, alarm when DI1 reaches the threshold
value.

15. DI 2 ON: Valid when DI2 mode is ON-OFF in “DIDO”, alarm when DI2 is triggered.

16. DI 2 OFF: Valid when DI2 mode is ON-OFF in “DIDO”, alarm when DI2 trigger is canceled.

17. DI2 counter overflow: Valid when DI2 mode is Counter in “DIDO”, alarm when DI2 reaches the threshold
value.

18. Cellular data traffic overflow: This function needs the device to be added in USR Cloud, and enable
“Data traffic control” in “Cellular Network”.

9.6. Alert Examples

9.6.1.Flow Consumption Alarm via Email

1.

Add the device in USR Cloud, please refer to Add device.
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View X

Device basic information

Device Picture a

Device name  USR-GBOZ

Device Model ~ USR-G803

SN Code i E
MAC P—
IMEl e e
Device Tags

Firmware  V1.0.05

Version

Hardware  V0.0.1

version

Bettery  Nodata

electricity

Type of network

Networking 4G
type

Signal  strongest

intensity

2. Set the traffic limit to 2MB in a month. Save and apply.

Communication Expert of Industrial IOT

ﬁ USR 10T Be Honest, Do Best!

USR-G809

WAN_4G Set Mobile Information
Overview 5
APN  Automatic v

Ot A e b e

et Usemname

AN @ User name for apn, 0-62 characters

Cellular Network Password

@ User password for apn, 0-62 characters
WLAN

Auth Method None v
Vlan Management
Authentication type for apn

DI/DO
Network Type  AUTO v
User-defined Indicator
Network Priority Of Network Search ~ AUTO v
@ The priority of network search
VPN
Firewall PINEnable (] @ I SIM card enable PIN, enable this function to enter the PIN code
ire:
(5118} EHRPD Enable  Enable v
Services Data Traffic Control 2
System TFyou want o configure rafic alarm, you need to fillin your data traffic.(MB)
Logout

3. Set the mail information in “Email”.
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S, USR IOT
Communication Expert of Industrial IOT

Contigurations

USR-G809

Be Honest, Do Best!

i Fi
Overview rom:
Interface

password
Network
i SMTP Server
Firewall
DTU Server Port
Syslog Timeout
NTP
Enable SSL
SMS.
Enable STARTTLS
Alert
Cal Reboot Authentication Mode
Dynamic DNS
USR Cloud subject
Geolocation
System Send Test Email
Logout

Test Receive Address

When enable “Send test email”, we can

@ E-mail Sending Server Address, for exampleismtp.go.com

@ E-mail Sending Server Port

10

@ E-mail Sending Timeout 1-60seconds

Enable v

@ Whether to enable SSL encryption.

Disable v
@ Whether to enable STARTTLS

LOGIN ~

@ msmtp authentication mode, default is login.

TEST

@ 1-512characters, Note: the length of topics supported by different email boxes is different.

Enable v
@ Send Test Email When Apply

receive the test email.

| « Back | ! | Reply || Reply All || Forward || Delete || Delete Permanently || Spam || Reject || Markas... » || Moveto. . -

TEST ¢

= Tuesday, Apr 27, 2021 5:10 PM

Test Email

4. Add a alert, enable email alert and carry device SN information. After setting all parameters, click “Save

&Apply”.

Jinan USR IOT Technology Limited
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Communication Expert of Industrial IOT

USR-G809
Alert
Overview
Network Index Description SMS Enable Email Enable DO Enable Facility Information
VPN
Firewall This section contains no values yet

av 5 opl

Call Reboot
Dynamic DNS
USR Cloud
Geolocation
System

Logout

S USR 10T Be Honest, Do Best!

Gommunication Expert of Industrial 10T

USR-G809
Alert - Events Notification - index("

Note: SMS can be up to 140 bytes long. The content of the SMS is composed of alarm event content + alarm description + alarm time + device information. If the description

Overview information filled in is teo long, the received SMS may be incomplete,
Interface
Network General Settings Event Selection
VPN
) Descriptions  alarml
Firewall @ Note: SMS supports up to 140 bytes
DTU
SendsMs  Disable v
v
send Email  Enable .

Email Address

DO Control  Disable ~

SMS

Device Information SN ~
Alert

Call Reboot

Dynamic DNS [8 Back to Overview
USR Cloud

Geolocation

System

Logout
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Expert of Industrial 10T

s

WAN_4G Online (]

Overview

WAN_4G oOffline (]

Interface
Network Type Change  [J
Network

wanup O
VPN
Firewall wan Down (]
DTU System Reboot  []
Syslog
priorr O
NTP
DI 1 Counter Overflow (]
Email
SMS przon [(J
Alert przofF [0
Call Reboot DI 2 Counter Overflow ([
Dynamic DNS
Cellular Data Traffic
USR Cloud Overflow
Geolocation \
System = —_———
[£) Back to Overview Save & Apply

Logout

5. After setting all parameters, restart the device. When the traffic is more than 2M, will receive the alert
email like below:

| « Back | | | Feply || Reph All || Forward || Delete || Delete Permanently || Spam || Reject || Mark as... = || Move to... = |

TEST ¥+

Tuesday, Apr 27, 2021 6:00 PM
==l 7. " ¥R

Description:alarmi
Event:datatraffic

Time:Tue Apr 27 06:00:28 2021
Message:37MB

SN:0160014 i iE

9.6.2.D1 1 ON SMS Alarm

Insert the SIM card that supports SMS function, install the antenna.

Please refer to Connecting Hardware for the wiring of DI.

Power on the device with the 12V power adaptor.

After connecting to the network, the “NET” and “RSSI” indicator lights will be on.
Enable DI1, set the mode to “ON-OFF”. Click “Save&Apply”.

ok~ wbd -~
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USR-G809

Overview

WAN

LAN

Cellular Network

WLAN

Vlan Management

User-defined Indicator

Network

VPN

Firewall

DTU

Services

System

Logout

6. Send the test SMS.

USR-G809

Overview

Interface

Networl
VPN

Firewall

k

Alert

Call Reboot

Dynami

c DNS

USR Cloud

Geolocation

System

Logout

DI Settings

Di1 Settings DI Status

Enable

Mode ON-OFF hd

Inversion  [J

Alert Triggered Message  test-on

Alert Canceled Message  test-off

DO Settings
DO Settings DO2 Settings

Enable [J
Alert Triggered Action  Low ~
Alert Canceled Action  Low v

Latency 100
range: 0-30000, unit: ms

Default State  Low v

The phone number supports pure numbers within 20 digits, and the test content supports characters within 100 bytes A-Za-z0-9,...

SMS Test

Message:
Result:

7. Add an alert. Enable SMS alarm, carrying the IMEI of the device.

Jinan USR IOT Technology Limited
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USR-G809
Alert
Overview
Network Index Description SMS Enable Email Enable DO Enable Facility Information
VPN
Firewall This section contains no values yet

DTU
o [ save s iy | save |
ave & Apply Save

NTP

Email

SMS

Call Reboot
Dynamic DNS
USR Cloud
Geolocation
System
Logout
USR-G80¢%
Alert - Events Notification - index("1")
Note: SMS can be up to 140 bytes long. The content of the SMS is composed of alarm event content + alarm description + alarm time + device information. If the description
Overview information filled in is too long, the received SMS may be incomplete.
© Interface
Network Gemaral Setfive Eril Sae e
VPN
Descriptions  alarmi
Firewall

@ Note: SMS supports up to 140 bytes.

Send SMS  Enable ~

Phone Number  EENERSETRAY

NTP Send Email  Disable v

DO Control  Disable ~

SMS
Device Information  IMEI w:

Alert

Call Reboot

Dynamic DNS (£ Back to Overview Save & Apply

USR Cloud
Geolocation
System

Logout

Set the event to DI 1 ON, DI 1 OFF, when DI 1 action, SMS will be sent according to the content set in step 5.
Click “Save&Apply”.
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wrEs

WAN_4G Online [

Overview WAN_4G Offline [

Interface

Network Type Change [
VPN

wanup [
Firewall WAN Down [

System Reboot (]

DTU
- 5
DI 10N

Syslog
DI 1 OFF
NTP
. DI 1 Counter Overflow [
Email
SMS przoN [
Alert pr2ofF [
Call Reboot DI 2 Counter Overflow (]
Dynamic DNS -
Cellular Data Traffic [
USR Cloud Overflow
Geolocation
System
s ) ok o cvacven SVt Ay
Logout

Description:alormz
Event:dilen

Time:Tue Feb 23 20:30:35 2021
Messoge:test-on

IME]:.

Pescription:olormz
Event:idi|eff

Time:Tue Feb 23 20:30:35 2021
Messogeitest-off

IMEI

9.6.3.4G Online/Offline Triggers DO

Install the SIM card and antenna.

Please refer to Connecting Hardware for the wiring of DO.

Power on the device with the 12V power adaptor.

After connecting to the network, the “NET” and “RSSI” indicator lights will be on.
Enable “DO Control”, set the output level to “High”. Set the event to “WAN_4G online”.

ok~ wbd -~
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USR-G809

Overview
Interface
Network
VPN

Firewall

DTU

Syslog

NTP

Email

SMS

Call Reboot
Dynamic DNS
USR Cloud
Geolocation

System

Logout

®
USR 10T
Communication Expert of Industrial IOT

USR-G809

Overview
Interface
Network
VPN
Firewall

DTU

v Services

Syslog

NTP

Email

SMS

Alert

Call Reboot
Dynamic DNS
USR Cloud
Geolocation
System

Logout

Alert - Events Notification - index("1™)

Note: SMS can be up to 140 bytes long. The content of the SMS is composed of alarm event content + alarm description + alarm time + device information. If the description

information filled in is teo long, the received SMS may be incomplete.

General Settings Event Selection

Descriptions  alarm1
@ Note: SMS supports up to 140 bytes.

Send SMS Disable v

Send Email  Disable v

DO Control  DO1 ~

DO Level  High v

Device Information  Disable ~

#] Back to Overview ave ave
Back to Overvi Save & Apply | S

Alert - Events Notification - index("1")

Note: SMS can be up to 140 bytes long. The content of the SMS is composed of alarm event content + alarm description + alarm time + device information. If the description

information filled in is too long, the received SMS may be incomplete.

General Settings Event Selection

WAN_4G Offline

Network Type Change

WAN Up

‘WAN Down

System Reboot

DI 10N

DI 1 OFF

DI 1 Counter Overflow

DI 2 ON

DI 2 OFF

DI 2 Counter Overflow

0 OObDb 0D o o0 oo o oo o

Cellular Data Traffic
Overflow

Note:

» When enable DO1 control, please do not enable DO1 in “DIDO” interface to avoid the conflict.
» Please select only one event since the output is DO status.

6. Add the second alarm. Set the DO1 output level to Low, the event to WAN_4G offline. After that, click

“Save&Apply”.
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Communication Expert of Industrial IOT

USR-G809

Alert - Events Notification - index("2")

Note: SMS can be up to 140 bytes long. The content of the SMS is composed of alarm event content + alarm description + alarm time + device information. If the description

Overview information filled in i oo long, the received SMS may be incomplete.
Interface
Network General Settings Event Sek
VPN
8 Descriptions  alarm2

Firewall @ Note: SMS supports up to 140 bytes.
DTU

SendsMs  Disable ~

Send Email  Disable v
syslog
NTP DO Control ~ DOL ~
Email DO Level  Low ad
SMS

Device Information  Disable ~

Alert
Call Reboot
Dynamic DNS (€] Back to Overview Save & Apply
USR Cloud

Geolocation
System

Logout

®
USR 10T
Communication Expert of Industrial IOT

Alert - Events Notification - index("2")
USR-G809

Note: SMS can be up to 140 bytes long. The content of the SMS is composed of alarm event content + alarm description + alarm time + device information. If the description

information filled in is too long, the received SMS may be incomplete.

Overview
Interface General Settings Event Selection
Network
WAN_4G Online [
VPN
Firewall
DTU Network Type Change [
Syslog WAN Down  [J
NTP
System Reboot  []
Email
prion [
SMS
Aleit pri1orF [J
Call Reboot DI 1 Counter Overflow [
Dynamic DNS przon [
USR Cloud
DI2oFF [
Geolocation
DI 2 Counter Qverflow [
System
Logout Cellular Data Traffic [

Overflow

7. When connect to the 4G network successfully, the DO1 will always be set to a high level;
When 4G network is disconnected, the DO1 will always be set to a low level;
When connecting DO1 to a LED, can control the LED light on and off.
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9.7. Call Reboot

After installing a SIM card that supports SMS function, when calling the SIM card in device, the device will
restart and send a SMS to the caller.

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T -

USR-G809

Call Reboot

Overview Configuration
Interface T
Network
Enable
VBN
‘ Phone Number ~ All v
Firewal Il
All Ine numbers.Just fil in the number, not the country code, area code, etc.
DTU User-Defined
Sysl
NTP
Email
SMS
Alert
Call Reboot

Dynamic DNS
USR Cloud
Geolocation
System

Logout

JiNan USR IOT Technology Limited  http://www.pusr.com/

ltem Description Default
Enable On/Off Off
Phone number ALL: Call from any phone number can restart the | ALL
device.
User-Defined: Specified phone number, up to 20.
Custom phone | Click “+” to add more numbers Null
number

9.8. Geolocation

9.8.1.GPS Configurations

» This feature is not supported in regular versions, optional.
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Communication Expert of Ind:

USR-G809

Geolocation Configuration

Overview Geolocation

Syslog
Interval 60
NTP @ 1-6000 second(s)
Email
SMS
Call Reboot
Dynamic DNS
USR Cloud

System

Logout

JiNan USR IOT Technology Limited  http://www.pusr.com/

Iltem Description Default

GPS Enable/Disable Disable

Socket selection SocketA or Custom SocketA

Device ID Modbus RTU device ID 1

Register address Modbus RTU register address 0

Interval (s) Uploading interval, 1-6000s 60

Server custom address | Custom GPS server address, IP or domain Iltem. clouddata.usr.cn
Server port Custom GPS server port 15000

GPS frame format:

(When the GPS sensor is abnormal and cannot locate the coordinate information, the latitude and longitude
in the frame are (0.00, 0.00)).

USR-G809 will report the location data in Modbus RTU to the GPS server actively.

Data reported by G809:

01 46 00 00 00 12 24 00 06 00 01 C4 FD 85 AA 56 7E 40 42 01 CC 00 00 00 64 00
00 F2 59 5C 87 13 56 2D 2E

Longitude:

Latitude: C4 FD 85 AA 56 7E 40 42

10 bytes base station positioning: 01 CC 00 00 00 64 00 00 F2 59

Timestamp: 5C 87 13 56

CRC: 2D 2E
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9.8.2.Base Station Configurations

After enable this function, G809 will send the base station information to the server via the specified protocol
format.

S USR 10T Be Honest, Do Best!
Communication Expert of Ind\ u

USR-G809

Geolocation Configuration
ovensew

Interface GPS Configurations Basestation Configurations

Network

VPN

. Protocol ~ TCP v
Firewall

DTU Server Address  1.2.3.4

Services Server Port 654

syslog
Interval 60
NTP @ 1-6000 second(s)

Email

SMS

Call Reboot
Dynamic DNS
USR Cloud
System

Logout

JiNan USR IOT Technology Limited  http://www.pusr.com/

Iltem Description Default
Base station Enable/Disable Disable
Protocol TCP /UDP TCP
Server address Specified server address, IP or domain | 1.2.34
ltem
Server port Specified server port 654
Interval (s) Reporting interval, 1-6000s 60
9.9. DDNS

DDNS function allows remote access to the router directly through the domain Item instead of your dynamic
IP address, which changes from time to time.

9.9.1.Supported Services

If you are using the DNS service provider can be found in the "Services" drop-down box, please configure like
below:
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S, USR IOT
Communication Expert of Industrial 10T

USR-G809

Overview

Interface
Network
VPN
Firewall
DTU

Syslog

NTP

Email

SMS

Alert

Call Reboot
USR Cloud
Geolocation
System

Logout

Effective interface  lan v

@ Networkinterface on which the ddns-updater scripts will come

Service  dyndns.org v

Hostname ~ mypersonaldomain.dyndns.ol

e  myusername

Source of IP address  URL v

@ Get IP address through ths interface
URL  httpi//checkip.dyndns.com/

Check for changed 1P 10
every

Check-time it~ min v
Force update every 72

Force-time unit  h v

Save & Apply | save

Technical Support: h.usriot.com

Be Honest, Do Best!

il

Enable @ If enabled to disabled, DDNS will continue to take effect for a period of time. The specific length depends on the configuration of the service provider.

JiNan USR I0T Technology Limited  http://www.pusr.com/

ltem Description Default
Enable On/Off Off
Effective interface lan/wan_wired/wan_4g lan
Service DDNS server address dyndns.org
Enter the hostname provided by the DDNS .
Hostname mypersonaldomain.dyndns.org
server.
Enter the username provided by the DDNS
Username myusername
server
Enter the password provided by the DDNS
Password mypassword
server
Source of IP
Network/Interface/URL URL
address
Interface eth0.2/eth1 Eth0.2
URL Set the IP source URL address http://checkip.dyndns.com/
Network wan_wired/wan_4g wan_wired
The interval at which IP address changes are
Check for changed | detected. The IP binding of the domain name 10 min
IP every/unit may change frequently, and the lower the value,
the more frequent the detection.
Force update .
. The time interval for forced updates. 72 h
every/unit

Jinan USR IOT Technology Limited
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9.9.2.Custom Services

If you are using the DNS service provider can not be found in the "Services" drop-down box, please select
“Custom”, then configure like below:

®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T .

USR-G809 .
Configuration
5 Enable @ I enabled to disabled, DDNS will continue to take effect for a period of time, The specific length depends on the configuration of th provider.
Overview
Interface Effective interface  wan_wired v
@ Network interface on which the ddns-updater scripts will come into effect
Network
Service -~ custom - v
VPN
@ Dynamic DNS Provider

Firewall

Custom update-URL  http://ouclihuibin123:ouclihu
DTU

z 1a516r1619.iask.in

Syslog Username  13516r1610 Jask.in
NIE Password  sesssessssssens El
Email

Source of IP address  interface ~
SMS @ Get IP address through this interface
At Interface  eth0.2 -
Call Reboot

Check for changed 1P 10
Dynamic DNS every
USR Cloud

Check-time unit  min v

Geolocation
Force update every 72
System

Force-time unit h v
Logout

JiNan USR IOT Technology Limited  http://www.pusr.com/

Here we use “ddns.oray.com” as an example, the hostname is “1a516r1619.iask.in”, username is
“ouclihuibin123”, password “ouclihuibin123”.

Item Description Default

Enable On/Off Off

Effective lan/wan_wired/wan_4g lan

Service Custom ---

Custom update-URL | DDNS server address, here we take “ddns.oray.com” | Example:

as an example. Please enter with the format of | http://ouclihuibin123:0

uclihuibin1231@ddns.
oray.com/ph/update?h
ostname=1a516r1619.
iask.in

Hostname Enter the hostname provided by the DDNS server Example:
1a516r1619.iask.in

Username Enter the username provided by the DDNS server Example:
ouclihuibin123

Password Enter the password provided by the DDNS server Example:
ouclihuibin123

Source of IP address | Network/Interface/URL URL

Interface eth0.2/eth1 Eth0.2

URL Set the IP source URL address http://checkip.dyndns.
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Network wan_wired/wan_4g wan_wired

The interval at which [P address changes are
Check for changed IP | detected. The IP binding of the domain name may

10 min
every/unit change frequently, and the lower the value, the more
frequent the detection.
Force date
) P The time interval for forced updates. 72 h
every/unit
Note:

>  After setting all parameters, please restart the device to take the parameters effect.
» Dynamic domain names work even if the router is in subnet.

» DDNS + port forwarding can realize remote access to the router subnet.

»  This function requires the router's network to be assigned to a separate public IP.

10. AT Commands Settings

10.1. AT Command Mode

When the device works in network transparent mode or HTTP mode, can switch to "AT command mode" by
sending time-specific data by serial port. When the operation is completed in "AT command mode", send
specific commands to return to the previous working mode.

Data sent by the device
to the module AT+ENTM

LI - 5 7

' ‘ Timeline
Data sent by the module T4 LI OK
to the device +ok

Toggles the timing of command mode:

In the figure above, the horizontal axis is time, data above the time axis is sent by the serial device to G809,
data below the time axis is sent by G809 to the serial port.

Time requirement:

Jinan USR IOT Technology Limited 97 WwWw.pusr.com


file:///C:/Users/Administrator/Documents/Tencent%20Files/2220898066/FileRecv/h.usriot.com

,OK@ USR IOT

Berones Do Beat USR-G809 User Manual

T1 > current serial port packaging interval

T2 < current serial port packaging interval time

T3 < current serial port packaging interval time

T4 = current serial port packaging interval time

T5<3s

T6 = current serial port packaging interval time

The time sequence of switching from transparent mode/HTTP mode to “AT Command mode” :

1. Serial device continuously sends "+++" to the device. After receiving "+++", the device will send an "a" to
the serial device. No data can be sent during a packaging cycle before sending "+++".

2.  When the serial device receives “a”, a “a” must be sent to the device within 3 seconds.

After receiving 'a’, the device returns "+ok" and enter “temporary command mode”.

4. After receiving "+ok", the device has enter "temporary command mode" and now can send AT command
to it.

Time sequence of switching from AT command mode to transparent mode.HTTP mode:

1. Serial device sends "AT+ENTM" to G809.

2. After receiving the command, sends "OK" to the serial device and returns to the previous working mode.

3. After the serial device receives "OK", it knows that the device has returned to its previous working mode.

Technical Support: h.usriot.com

w

10.2. Serial AT Commands

In transparent mode, do not need to switch to the command mode, we can use “Command password + AT
command” to query and set parameters. It does not need complicated “+++” timing sequence to enter AT
command mode, so as to quickly query or set parameters.

Before sending, enter AT command mode, query the command password firstly. It defaults to “test.cn#”.
Restart the device after setting.

|

File(F) Options(0)
COMSettings COM port data receive Metwork data receive MetSettings
Portum [C0M&s =] | lat (1) Protocal

Help(H)

| | [TPsever ]

Baudn 115200 = i TCP Server -

DPaiy |MONE = I+ERR:1 [2] Local host IP
ATCMDEY 169.254.63 .50

Do [85t =l |||Lompn: cest. cnt T

StopB |1 bit T 3999

@ Close

Recv Options

@® Listening

Recv Options

[7 Receive to file ..
[~ Add line retun
[~ Receive As HEX

7 Receive to file ..
[~ &dd line retun
[~ Receive As HEX

[~ Receive Panse [~ Receive Pause

Save. . Clear Save. .. Clear

Send Options

™ Data from file ...
[~ huto Checksun

[~ Auto Clear Input

[~ Send As Hex [~ Send As Hex
[~ Send Recycle [~ Send Recycle

Interval (1000 m= ATHCHMDPW G hitp://en usr. on Interval (1000 ms
Send Send

Load. .. Clear v Load Clear

Reset | [& Ready! Send: 0 Recy: Feset

Send Options

" Data from file ...
[~ Anto Checksum

[ Auto Clear Input

L& Ready! Send: 79 Recy: 51

Send “test.cn#AT+MAC” from the serial port (there is an “Enter” after the command), then can receive the
response from the device:
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B US
File(F) Options(0] Help(H)
COMSettings COM port data receive

—Network data receive

PartMum JEDM‘G Aj ||=t
0K
Baudr 115200 = iy
DPay |NONE v +ERR: 1
| - AT-+CHIPW
Datag  |8bit =

HMDEW: test. cnd

Siope |1 bit > ff fﬁf
o [ AL SCASRZEAASESS
@ Close

~Recv Optiens
I” BReceive to file...
[~ Add line retwn
™ Receive As HEX
[~ Receive Pause

Save. .. Clear

Send Options

[~ Data from file
[~ Auto Checksum
[ Auto Clear Input
[™ Send A= Hex

[ Send Reoyole |

Interval (1000 ms |fest. cofat+mac A
Load. .. Clear W
| & Ready! Send: 35 Recv: 80

10.3. Network AT Commands

Send

Reset [& Ready!

[Eeceive from 192 168.21.133 @ BO667] :
+VER ¥1.0.03
Peers: |192768.21.133:505 «
test. crffat+ver
Send
Send: 16

Technical Support

MetSettings
[1] Protocol

TCP Server .
[2] Local host 1P
192.68. 20 120

[3] Local host port
2317

@ Disconnectl

—Recv Options
[~ Receive to file..
[~ Add line retwn
[ Receive As HEX
[~ Receive Pause

Save. .. Clear

Send Options

[~ Data from file ..
[~ suto Checksum

[~ huto Clear Input
[~ Send As Hex

[~ Send Recycle

Interval [1000 ms
Load Clear
Recy: 16 Ressl

Network AT command refers to set and query parameters by sending “Command password + AT command”
through the network when working in transparent mode. Here we query the firmware version of the device,

there is an “Enter” after the command.
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#% USR-TCP232-Test R5232 to Ethernet Convert tester

File(F] Options(O)] Help(H)
rCOMSettings COM port data receive il MHetwark data receive

Porthium |COM2T ] [Receive from 172.16.11. 31
Baudr 115200 -

DFaty |MOME =
DataB g bit X
StopE 1 bit -

@® Open

Reov Options
[T Receive to filae. .
V¥ #dd line retwn
[~ Receive Az HEX

[T Receive Fause

|[*VER:V¥1.0.08

Save. .. Clear

Send Options
[~ Data from file ...

[~ Anto Checkszum
[ Auto Clear Input

[T Send As Hex T : I
™ fend B 1 Feerz: [1721E711.31:53521 =
end Reeyele L !

Tnterval 11000 TJinan USE Technolozy Co., | ltest. endtAT+ER
ntery ms B i |
Load. .. Clear
|& Input text to send Send: 0 | Recy: 0 Reset [& Input text to send

B3621]:

Send

Send: 16

= O *
1 MetSettings
[1] Pratocol
TCF Server r
[2] Local host 1P

172.16 .11 . 21

[3] Local host port
8899

@ DiscunnectJ

Reov Options

[T Receive to file ..
W #dd line return
[~ Receive Az HEX

[ Receive Fause

Save. .. Clear

~Zend Options

[T Data from file ...
[T #uto Checksum

[~ #uto Clear Input
[ Send Az Hex

T Send Reovele

Interval {225 ms

Load .. Clesr

Recv: 16 Reset

10.4. SMS AT Commands

In transparent mode, we can also send SMS to query and set the device parameters. Here we send

“Command password+AT Commands” to query the socket connection status.

Www . usr . cnifat+socka

B

+50CKA : TCPG, test. usr.cn, 2317

B
For detailed AT Commands, please refer to AT Command set.
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