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1. BBegeHue

ANIEKTPOHUKA

1.1. OnucaHue fOKyMeHTa

JaHHbIA JOKYMEHT SIBNSETCA YacTbio Habopa UHCTPYKLUIA MO 06CNYXMBaHUIO poyTepoB iRZ 1 coaepxut

MH(POPMALMIO TO/IBKO MO CPeACTBaM MOHWUTOPUHIA U YNPaB/eHUst yCTPOCTBOM. [t nosyueHus
MH(opMaL My 0 paboTe caMUxX YCTPOCTB CMOTPUTE COOTBETCTBYIOLLEE PYKOBOACTBO MO/b30BaTENS.

Jara

nyGénukauyumn

12.03.2019

03.06.2019

20.12.2019

06.04.2020

18.06.2021

01.09.2021

27.01.2022

26.02.2022

14.07.2022

08.08.2022

07.10.2022

18.10.2022

29.11.2022

28.02.2023

XX XX. XX

N3meHeHuA
OCHOBHOW AOKYMEHT
MpepynpexaeHne o nogadve HanpskeHnsa Ha GPIO

Lob6asneH Mobile APN Profiles, Server Modbus to RTU, 06HOBNEHbI BCe
pasgens! JOKyMeHTa

WM3meHeH paspen Serial Ports

Mepexopn Ha BcTpoeHHoe MO Bepcumn v20.1, n3MeHeHWs BO BCex pasgenax,
nepexof Ha HOBOe AP0, co3gaHne HTTPS cepTudmkaToB Ha yCTpoOiicTBE

Mepexopn Ha BcTpoeHHoe MO Bepcum v20.2

Mepexopn Ha BcTpoeHHoe MO Bepcun v20.3, n3ameHeHuns B pasaenax Tools:
Wireless Network, iRZ Link Client, Mobile Interfaces; Services: SNMP, Port
Forwarding, Firewall, po6asneH Application Layer Gateway

Mepexop Ha BcTpoeHHoe MO Bepcum v20.3.1
Mepexopn Ha BcTpoeHHoe MO Bepcuun v20.4
M3meHeH pasgen Network

Mepexopn Ha BcTpoeHHoe MO Bepcumn v20.4.3
V3ameHeH pa3gen Temperature

Mepexopn Ha BcTpoeHHoe MO Bepcun v20.5, n3meHeHns B pasgenax Services:
Firewall, Queues

Mepexopn Ha BcTpoeHHoe MO Bepcumn v20.6, n3ameHeHns B pasgenax Status,
GPIO, Network, SNMP, Serial Ports, fo6asneH pasgen Zabbix Agent

Mepexopq Ha BcTpoeHHoe MO Bepcun v20.7, nameHeHns B pasgene Network -
Wireless Network
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1.2. Bepcusi BCTPOEHHOro o6ecnevyeHus

AxkTyanbHas (Tekyuwiasa) Bepcua BcTtpoeHHoro MO

e poyTepbl cepun RO: RO-v20.6.1 (2023-03-14)
e poyTepsbl cepun R2: R2-v20.6.1 (2023-03-14)

e poyTepbl cepun R4: R4-v20.6.1 (2023-03-14)



ANIEKTPOHUKA

1.3. NMpepynpexaeHus

[ns kaxgon mogenn poytepa CcyLecTByeT COOCTBEHHbI KOMMMIEKT AOKyMeHTaumu. MNoxanyiicta, ybeautecs,
4YTO paboTaeTe C AOKYMeHTaumelh UMEeHHO 45 Balleli MoAgenu ycTpoincTea.

HapyleHune ycnoBwuii skcnslyataumm poytepa nuwaeT Bac npaea Ha rapaHTuiiHoe 06CnyXnuBaHune
ycTpoiicTea.

MpeaynpexaeHue:
* PekoMeH/yeTcs yaenuTb 0co60e BHUMaHWE pasaeny, NocBsLIEeHHOMY NpeaocTaBneHMo 4OCTyna K

poyTepy. MNpu HapyLLUEHUM ONNCaHHbIX PEKOMEHAALMI BO3MOXHA Yrpo3a HeCaHKLMOHMPOBAHHOTO
[l0CTyna K poyTepy, CETSIM 1 ApYroMy CETEBOMY 060pYA0BaHNI0 CO CTOPOHbI TPETBUX JIULL.

¢ [lapameTpbl KOH(pUrypaLmm cnegyeTt BBOAUTL B NMO/ITHOM COOTBETCTBUM C PEKOMEHAALMAMU AaHHOTO
JokymeHTa. Hanpumep, ansa IP-agpeca:

KoppekTtHo: 123.213.132.001
HekoppekTHo: 123,456.789.000, 123..456.789.000, 12 3.456.789.000*

Bce nons HacTpoek poyTepa HEO6X0AMMO 3ano/IHATL TOMTbKO Ha aHI/IMACKOM A3bIKe.
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1.4. TepMUHBbI U COKpaLLeHUsa

PoyTtep — mapLipyTunsarop;

2G — o6LLee Ha3BaHwWe rpynnbl CTaHAAPTOB cOTOBOM cBA3N GPRS, EDGE;

3G — ob6Lee Ha3BaHWe rpynnbl CTaHAAPTOB COTOBOM cBA3n UMTS,HSDPA, HSUPA, HSPA+;
4G — o6ulee Ha3BaHWe rpynnbl CTaHAAPTOB COTOBOW CBSA3M LTE;

CepBep — 3TOT TEPMUH MOXET ObITb MCNO/Mb30BaH B KAYECTBE 0603HAYEHNA AN15:

¢ CEepBEpHOI YacTy NPOrpaMMHOro NakeTa UCMO/Ib3yEMOTO B BbIYUCAUTENILHOM KOMM/EKCE;

e POJIM KOMMOHEHTA, IGO0 0GBbEKTa B CTPYKTYPHO-CDYHKLIMOHA/IBHOI CXemMe TEXHUUYECKOTO PeLLEHNS,
pa3BEPTLIBAEMOIO C UCMO/Mb30BaHNEM POYTEPA;

e KOMMblOTEPA, NPELOCTABNAOLLEIO TE WU UHbIE CEPBUCHI (CETEBBIE CTYXObI, CNYXXObl 06PaboTKM 1
XpaHeHUs AaHHbIX U Npoyne);

BHewHwii IP-agpec — IP-agpec B ceT VIHTEPHET, NpeaoCcTaB/IeHHbI KOMMNaHNER-NPoBanaepomM yCayr
CBSI31 B NO/Ib30BaHME K/IMEHTY Ha CBOEM/ero 06opyaoBaHnm A/1s obecnedeHns BOSMOXHOCTU NPSIMOiA
CBA3K C 060pyA0BaHNeM KIMeHTa Yepes ceTb VIHTepHeT;

®PuKkcmpoBaHHbIV BHelWHUI IP-agpec — BHelHW IP-agpec, KOTOpbIi HE MOXET M3MEHUTBLCS HX NP
Kakux ycroBusx (CmeHa Tvna obopyaoBaHusa KAMeHTa u ap.) Uam cobbITuax (NnepenoknyeHne K cetu
nposaigepa u ap.); eAMHCTBEHHON BO3MOXHOCTLI0 CMEHUTb (OUKCUPOBaHHbIN IP-aapec saBnsieTcs
obpalleHre B hopmMe 3asBIeHUs K KoMNaHun-nposaiaepy;

AyTeHTUpMKaLMUa — npoueaypa NpoBepkn NoAJIMHHOCTM NoMb3oBaTens/knneHTalysna nyTém
CpaBHeHUs NPeAoCTaB/IEHHbIX UM HA MOMEHT MOAK/THOUYEHUS PEKBU3UTOB C PEKBU3NTAMM,
COOTHECEHHBIMU C YKa3aHHbIM UMEHEM M0/1b30BaTeNs/IoTMHOM B 6a3e AaHHbIX;

Web-uHTepdeiic poyTepa — cpefCcTBO ynpaB/ieHus, BCTPOEHHOe B poyTep 1 o6ecreuvBatoLlee
BO3MOXHOCTb KOHTPO/IMPOBATh ¥ HAacTpPauBaThb ero iyHKLMM, a Takke HabioaaTh 3a COCTOSIHUEM 3TUX

thyHKLMIA;

YaanéHHoe ycTpoicTBO (YAaIEHHbIN y3€es1) — yCTPOCTBO, TEPPUTOPNasIbHO YaaiEHHOEe OT MecTa,
6o obbekTalysna, 06Cy4aemMoro B KOHKPETHO B3ATOM KOHTEKCTE;

JlokanbHas ceTb — CUCTEMA, 06BEAVHAIOLLAs HECKOMBbKO KOMMbLIOTEPOB B Npeaeniax 0gHoro
MOMELLEHUS], 30aHNS NN HECKOMBbKMX 67IM3K0 PacnooXeHHbIX 34aHuii ogHoro npeanpusTus. Ans
COeVHEHUS] KOMMbLIOTEPOB MOTYT UCMOMb30BaTLCS Kabenu, TenedoHHbIe IMHUM UM 6eCNPOBO/HbLIE
KaHasbl;

BHewwHAa cetb (VLAN) — Tononornyeckas («BUpTyasibHas») iokasibHas KomnbioTepHas cetb. VLAN
MMEET Te Xe CBONCTBa, YTO 1 (hr3nyeckas NnokanibHas CeTb, HO MO3BOMSAET KOHEUHbIM Y/1leHaM
rpynnupoBaTbCA BMECTe He3aBUCUMO OT UX (DM3MYECKOTO MECTOHAXOXAEHUS, faKe eC/N OHN He
HaxopgsATcs B OQHONM o3NYECKOi CEeTu;

BN (UPS) — ncTo4yHuK 6ecnepeboinHoro nutaHus.



2. CnocoObl ynpaBneHus poytepom iRZ

ANIEKTPOHUKA

PekomeHayeTcs yaenuTb 0c060e BHUMaHMe HacTpoiikam AocTyna K yCTpoincTBy no npotokonam HTTP,
HTTPS, Telnet, SSH. OT cnoXHOCTV Naponeii, paspeLleHns yaaseHHoro AocTyna, MCnosib3yembiX NOPTOB
CEeTeBbIX CMYXO, HACTPOEK MEXCETEBOIO 3KpaHa 1 ApYyrmx HacTPOoeK CeTeBbIX CNYXO 3aBMCUT 6€e30MacHOCTb
He TO/IbKO CaMoro poyTepa, HO 1 YCTPOIACTB W CETE, HAXOASLLMXCA 32 HUM.

Ta6nuua 1. CeTeBble CyX6bl, UICNOMb3YEMbIE /151 YNIPAB/IEHUSI POYTEPOM

HasBaHune

HTTP/HTTPS

Telnet

SSH

OonucaHue

Beb-nHTepdheic, no3BoNsALWmnia
HacTpouTb BCE
pernaMeHTMpoBaHHble OYHKLMN
poyTtepa. MOXHO 1CnonbL30BaThb
No60Ii CTaHAAPTHLIN NHTEPHET-
6pay3ep.

KomaHgHas KOHCOSb,
npefHasHayeHHas ansa 6onee
TOHKOW HaCTPOIiKnN yCTPOCTBA.
Mo3BONSIET UCMOML30BATb
CTaHfapTHble KOMaHabl Linux.

AHanor Telnet, B KOTOpOM
wndpyeTcs Tpaduk

npu asTopusauuu n padore ¢
KOHCOJIbI0, YTO CHUXAET yrpo3y
nepexsara KoHhuaeHunanbHoM
WHhopmaLMn TPETbUMMN
nmuamu.

Tpe6yemoe MO

VHTepHeT-6pay3ep - Opera,
Firefox, Chrome, Safari v T.4.
(xpome Internet Explorer)

Telnet-K/IMEHT - NpUCYTCTBYET BO
Bcex OC (B Windows 7, 8, 10
TpebyeTcs BKIOUNTD).

SSH-KMeHT — npucyTCcTBYET MO
ymonyaHuio B UNIX, Tpebyetcs
ycTaHoBuTb PUTTY, WInSCP,
Openssh (win32) B Windows
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3. BbICTpbIN AOCTYN K YCTPOUCTBY

[ns foctyna K HacTpolikaM poyTepa HY>XHO BbINOMHUTL AEACTBUS, OMUCAHHbBIE HUXE.

1. OTKpoiiTe MHTEpHET-Gpay3ep 1 BBeauTe IP-agpec poyTepa B afpecHyto CTPOKY.

C @ http://192.168.1.1

Puc. 1. BBog IP-agpeca poyTepa B afipeCcHyH0 CTPOKY MHTepHeT-6pay3epa

He pekomeHayem ncnonb3oBath A8 paboTel ¢ web-uHtepdelicom poytepa 6pay3sep Internet Explorer

IP-agpec An1s gocTyna K HacTpoiikam poyTepa, MCMosb3yeMblil Mo YMOMYaHWio, ykaszaH Ha Haknelike Ha
HWXHeli CTOpoHe Koprnyca yCTpoiicTBa.

2. BBeguTe NOrVH 1 Naponb 415 AoCTyna K Be6-uHTepdeiicy poytepa
(no ymonyanuio, n10rMH — root, Naposnb — root)

Signin
http://192.168.1.1
Your connection to this site is not private

Username ‘ rook ‘

Puc. 2. BBog normHa 1 napons aas focryna k web-uHtepdpelicy poytepa

Password

Mpu yTepe Naposns cMOTpUTE pasfen 0 COpoce HACTPOEK B PYKOBOACTBE MO/b30BaTe/Is COOTBETCTBYIOLLENO
YCTpOIicTBa Nnn 06Lme pekoMeHaaumy B pasaerne 4 JaHHOTO PyKOBOACTBA.

Mocne KoppeKkTHO BBOAA /10T1HA 1 Naposis OTKPbIBAETCA CTPaHuLUa cTatyca 1 fOCTyn K OCHOBHOMY
UHTepcpeiicy ynpaBneHuns yCTPONCTBOM.



L.

ANIEKTPOHUKA

Bo3BpalleHue K 3aBOACKUM HacTpoWKam

[aHHasn onepauns HeobpaTuma. MNpexae Yem BbINO/HATL COPOC HACTPOEK, y6eanTech, YTO TekyLme
HaCTPOIiKM ycTpoiicTBa Bam He noHaao6aTca (B Tom umcne knwumn n ceptudpmkarsl OpenVPN, IPSec, GRE,
napameTpbl NOAKNHYEHNS K CETU VIHTepHeT 1 T.4.).

[na Toro 4To6bl COPOCUTHL HACTPOIKM poyTepa K 3aBOCKUM YCTaHOBKaM, Ha poyTepax iRZ nmeetcs
cneumansHas kHonka Reset.

[lns cbpoca HacTpoek 3axmMuTe kHonky Reset 1 yaepxuBaite B TedeHne 8 cekyHa,. Poytep
nepesarpysuTcst yXKe co COpPOLLIEHHbIMN HACTPOKaMMm.

Ecnu HacTpoiikv poyTepa noc/e nepesarpy3ku okasannicb He COPOLLIEHbI, BO3MOXHO
1. Bbl yAEPXMBa/IM KHOMKY HE AOCTATO4HO A0/T0;
2. Ha BalleM YCTpOIiCTBE C/IoMaHa KHOMKa;

3. NpoLUMBKa Ballero ycTpolicTBa AaBHO He 06HOBNSANACH - A/191 CTapbIX BEPCUIA NPOLUMBOK KHOMKY
Reset cneayet yaepxumBatb 20 cekyHA,.

TakKe HaCTPOWKM poyTepa MOXHO cOpocuTb Yepes Beb-nHTepgielic, cM. pasaen Tools - Reboot
[JaHHOro pykoBoACTBa.
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PyKoBOACTBO N0 HaCTPOiike poyTepos iRZ BcTpoeHHoe MO Bepcun @ INEKTPOHUKA
20.6.1

5. Web-uHTtepdeiic

5.1. Pasgen "Status"

Device info
Model RL21lw Firmware v20.4 (2022-03-24 11:24:52)
Uptime 03h 19m 55s Serial No RDDE1000208
Hostname IRZ-Router Unitname
RAM freeltotal 79800 KiB / 125008 KiB
Routing
Mode backup Interfaces siml

Local Network (lan)

Status Up Uptime 03h 19m 14s
Type static MAC FO:81:AF:03:64:51
Address 192.168.1.1/24 Rx/Tx 1.1 MIB/ 2.0 MiB

Mobile Internet (sim1l)

Status Up Uptime 00h 48m 49s
Network 4G Operator Beeline Beeline
Signal quality 20/31 (64%) Module name QUECTEL EC25
Module revision EC25EUGAROGAOIMAG Module IMEI 865546042148698
Current Band LTE BAND 7 Address 10.221.186.20/29
RxITx 14KiB/21KiB

Routing table
0.0.0.0/0 @ sim1, metric=3 10.221.186.16/29 @ siml1, metric=103

10.221.186.21/32 @ sim1, metric=103 192.168.1.0/24 @ lan, metric=0

Puc. 3. CTpaHuua ctatyca

CTtpaHuua Status cogepXut 0606LEHHY0 MHhOPMALIMIO O COCTOSIHAM YCTPOICTBA:
e MoOAeNb poyTepa;

e Bpemsi paboTbl YCTPOICTBA MOc/e BKIYeHus (uptime);

e Tun GSM-cBsa3u, yposeHb GSM-curHana,

e |P-agpec, CKOpOCTb COeAUHEHUA N T.4.

11
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JaHHas HdopMaLus MOXET 6bITb Nosie3Ha 415t 6bICTPOIA AMArHOCTUKM YCTPOIicTBa. Hanmune 1
OTCYTCTBME OTAE/NbHbIX NOJEl 3aBUCUT OT MOAENN N HACTPOEK poyTepa.

Device Info
OcHoBHas MHhopmauwmsi 06 ycTpoiicTee.

Tabnuua 2. Nons B pasgene Device Info

Mone OnucaHue

Model BbiBOAWT MOAEe/b Ballero poytepa

Uptime Bpems paboTbl poyTepa ¢ nocnieAHein nepesarpysku
Hostname Mma xocTa

KonnuecTBo cBO60OAHOW onepaTBHO NaMsaTu/obLwmii 06bem onepaTuBHOIA
RAM free/total namsaTn

Firmware Bepcusi ycTaHOBMEHHOW NPOLLUMBKA

Serial No CepuiiHblin HOMep poyTepa

Unitname Mmsa poyTepa (MoxHO 3agaTb B pasgene Tools — Unit name)
Temperature

NHdpopmaLyst OT NOAKNOUEHHBIX AATYMKOB TeMMepaTypbl.

Temperature
0: 2844FB5B0B0000EC 23 Last Update 2022-12-23 13:22:11
1: 2844FB5B0B0000ED 27 Last Update 2022-12-23 13:22:11
2: 2844FB5B0B0000EF 24 Last Update 2022-12-23 13:22:11

Pasgen cogepxur:

¢ [opsiaKoBbIi HOMEpP AaTunKa

* YHuKanNbHbIA 16-Tn 3Ha4HbIin ROM gatunka

¢ 3HayeHuWe nocregHero U3MepeHns Temneparypsl

* Bpems nocnegHero ycnewHoro nsmepenus (Last Update)

12
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Routing
VHdopmauus o pexmnme pabotsel WAN-NOpPTOB.
Tabnuua 3. Nonsda B pasgene Routing

Mone OnucaHue

YkasbiBaeT pexum padotsl WAN nopTos: balancing — pexum 6anaHcrpoBKu
Tpadhmka mexay wan noptamu; backup — pexum pesepBupoBaHnsa Mexay wan
Mode noptamm (pasgen Network — Routing)

YkasbiBaeT uHTepdeiicel, Yepes KOTopble B AaHHbI MOMEHT OCYLLECTBSAETCS
Interfaces TOT UIY UHOW PeXumM B NOpsifKe NPUOPUTETOB

Local Network (LAN)
ViHdhopMauusi 0 COCTOsIHUM STI0KasIbHbIX MOPTOB poyTepa.

MoapasfenoB MOXET ObITb HECKO/IbKO, TaK Kak B HACTPOMKax NpUCyTCTBYET BO3SMOXHOCTb BbIHECTM
Kaxapln Ethernet-nopt B oTaenbHbIn VLAN.

Tabnuua 4. Nonsa B pasgene Local Network (LAN)

Mone OonucaHue

YKasbIBaeTcs eCTb /M (oM3nUecKoe nofk/toueHune K nopty: Up — nogksitoueHme

Status ectb, Down — nogxntoveHns Het

Type Pexunm paboTbl nopTa: static — ctatuyeckas IP-agpecauns
Address IP-agpec noprta ¢ ykazaHuem Makcu ceTu

Uptime Bpems paboTbl nopta

MAC MAC-agpec nopta

RXx/Tx CYETUMK MPUHATBIX U OTNPAaB/IEHHbIX GanT

Mobile Internet (SIM1/SIM2/SIM3/SIM4)
MHbopmaums o COCTOAHMM NOAKMIOUYEHNS MO KaHasly COTOBOW CeTu.

Uncno pasgenos COOTBETCTBYET uncny SIM-kapT, ecrim nx B yCTPOWCTBE YCTAaHOB/IEHO 60/bLLE OAHO. B
3aBWCUMOCTM OT MOZEe/IM poyTepa HEKOTOPbIE MOMA MOryT OTCYTCTBOBATb.

Tabnuua 5. MNonsa pasgena Mobile Internet

Mone OnucaHue

YKasblBaeTcs cTaTyc nogknyeHns Kk cotosoii cetn: Up — SIM-kapTa
3aperucTpupoBaHa B CETU COTOBOIO onepatopa v rotosa kK paborte, Down — SIM-
Status KapTa He 3aperncTpupoBaHa B CeTU 1 He paboTaeT

Uptime Bpemsa aKkTMBHOCTM C MOMEHTa YCTaHOBKM Ceccuu

13
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Tabnuua 5. Mons pasgena Mobile Internet

Network

Operator

Signal Quality
Module Name
Module Revision
Module IMEI
RSRQ

RSRP

RSSI

SINR

Bands

Rx/Tx

Address

Tun COTOBOW CETU MO KOTOPOIA B faHHbIi MOMEHT OCYLLECTBNSAETCA Nnepejaya
JaHHbIX: 2G, 3G, 4G

BbiBOAMTCS MMS onepaTopa COTOBO CeTu

YpoBeHb curHana coToBoli cetn B hopmate CSQ U B NpoLeHTax oT
MaKCcMMasibHOro

Ha3saHve GSM mofyns, ycTaHOBMEHHOTO B Ballem poyTepe
Homep Bepcun GSM-moayns poyTtepa

IMEI Homep GSM mogayns Baluero poyrepa.

KauyecTBo curHana, npyHMMaemoro ot 6a30Boii cTaHuun
MOLHOCTb cUrHana, NPUHMMAaEMOro OT 6a30BO CTaHLMK

Cratuctuyeckunii nokasartesb, YPOBEHb MOLLHOCTN NPUHMaemMoro MOGUbHOM
TEXHWKOW curHana. OTpuuartenbHoe 3HavyeHne, N YeMm 6nmxe K 0, TeM cuIbHeEe
CuUrHasi

CoOTHOLLEHME YPOBHS MOJIE3HOIO CUrHas1a K YPOBHIO Lyma

YacToTHble nonockl (63HAbI), KOTOpPbIE MCMO/L3YIOTSA A5 CBSA3M B J@HHbIN
MOMEHT

CueTuVK NPUHATBIX 1 OTNPAaB/IEHHbIX GaT

IP-agpec SIM-kapTbl C yKa3aHMeM Macku CETU, BblAaBaeMblii onepaTtopom
COTOBOW ceTu

Wired Internet (WAN)

MHdopmauus o ctatyce nopta WAN.

Tabnuua 6. Mona B pasgene Wired Internet (WAN)

Mone
Status
Address
MAC

Uptime

OonucaHue

CocTosHue nopra

IP-agpec nopTa ¢ ykasaHuem Macku cetu

MAC-agpec nopta

Bpemsa akTMBHOCTM nopTta

14
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Tabnuua 6. Monsa B pasaene Wired Internet (WAN)

Type Tun pa6oTbl NnopTa
Rx/Tx CUeTunK NPUHATBIX U OTNPAaBEHHbIX 6anT

Routing Table

WHdopmauus no Tabnuue mapLipytmsaumm.

BbiBOASATCA BCE CYLLECTBYHOLME HA AaHHbIA MOMEHT MapLUpyThbl.
UPS Status

ViHchopMauusi 0 COCTOSIHUM MCTOYHKKA 6ecnepeboiHOro nuTaHus (ToNbKo 4151 pOyTepoB CO
BCTPOEHHbIM VBIT)

Tabnuua 7. Nonsa B pasgene UPS Status

Mone OnucaHue
Input Voltage BXoAsLlee HanpsxeHne
Battery Voltage HanpsXeHue Ha VBT

Ecnu 3HaueHue Input Voltage paBHO Hynto, yCTPOIACTBO paboTaeT OT BCTPOEHHOro MBI,
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IPSec tunnel

IPSec IKEv1 tunnel (HQ)

Status Waiting for traffic between SA
Source sim1

SA (Local - Remote) dynamic - 2.2.2.2/32

SA (Local - Remote) dynamic - 4.4.4.4/32

Phasel aes256 / sha256 / DH:14

IPSec IKEv2 tunnel (Center)

Status Waiting for traffic between SA
Source default route

Local SA default route

Phasel aes256 [ sha256 / DH:14

Established
Remote
Status
Status

Phase2

Established
Remote
Remote SA

Phase2

@ ANIEKTPOHUKA

3.3.33
Waiting for traffic between SA
Waiting for traffic between SA

aes256 / shal / PFS:15

3.3.34
5.5.5.5/24 6.6.6.6/24

aes256 / shal / PFS:NONE

Puc. 4. Mpumep nHpopmauun B pasgene IPSec tunnel

Tabnuua 8. Nonga B pasgene Status ans IPSec TyHHens

Mone OnucaHue

Status Tekywwuii cTaTyc TyHHens

JlokanbHbIl MHTepdeiic, Yepes KoTopbli 6yaeT paboTtatb TyHHenb (Default route
— yepes nHTepgeiic, ABNAIOWUNIACA Ha AAHHbIA MOMEHT aKkTUBHbIM

Source WAN-nopTom)

JomveHHoe umMst unmn IP-agpec nopTa yaasieHHoro YCTPOICTBa, C KOTopbIM ByaeT

Remote NOCTPOEH TYHHESb

SA (Local -

Remote) Security Associations, NonMTUK1 6e3onacHoOCTn

Phase 1, 2 MapameTpbl ayTeHTUdMnKaLmmn 1 wndposarua ansa ®asel 1 n dasbl 2

Mone Status onucbiBaeT TekyLlee COCTOAHNE TyYHHe 1. BO3MOXHble 3HaYeHUs Noas onncaHbl B Ta6.I'IVILI,e

HWXe.

16



ANIEKTPOHUKA

Tabnuua 9. Bo3aMoXHble 3Ha4eHus nons Status

Mone OnucaHue

Network not
available AJpec UCTOYHMKA C NTIOKa/TbHOM CTOPOHBI (Source Address) He AOCTyneH

OxupgaHve Tpadmka mexay mexay nokanbHoii (Local subnets / Source Address)
Waiting for traffic v yganénHoli ctopoHoii (Remote Subnets / Remote Address) 4To6bl

between SA WHULMMPOBAaTb OGMEH K/Ho4amu 1 cornacoBaHue nosmTuk

Phase 1 O6MeH Knovamu npoluen ycnewHo, Phase 1 noctpoeHa, Phase 2 He nocTpoeHa.
established Tpadvk He ngét

Installed TyHHENb NOCTPOEH, Tpadink Wwndpyetcs

Down PoyTtep oxungaet nogknoyeHns kKnueHTos (Remote Address ykasaH kak 0.0.0.0)
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5.2. Pa3gen "Network"

5.2.1. Local Network

Pasgen Local Network Ha Bknagke Network npegHasHauyeH 415 HACTPOKM NokasbHbIX Ethernet-noptos
poyTepa. B poytepax iRZ nmeercsi BO3MOXHOCTb HacTpouTb WAN-NopT Takum 06pa3om, UTo6bI OH
pabotan, Kak nokanbHblin Ethernet-nopt n Hao6opoT — Bce LAN noptbl npeBpatutb B WAN.

Ha pucyHke Huke npeactaBneH npumep oobegnHeHns Ethernet-noptoB B VLAN (BUPTYasibHYHO
NOKasibHY0 ceTb). [MocKonbKy B JaHHOM nprMepe HacTpoeHo Aga VLAN, To Ha cTpaHuLe nokasaHbl ABe
rPynnbl HACTPOEK — A5 BUPTYaslbHbIX ceTeil «lan» n «lan84» (Ha3BaHWs 3a4ar0TCa aBTOMATUYECKN NN
B pyuHyto — nosie VLAN ID). UTto6bl Ao6aBuTb HOBbI VLAN, HaxkmuTe Ha kHonky Add VLAN BHu3Y
CTpaHuLbl, a 4ToObl YAaIMTb — HOKMUTE KHOMKY Remove, B COOTBETCTBYIOLLEN rpynne HacTPOoeK.

[nsi coxpaHeHUs! BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHEHHbIe HACTPOIKM GyayT COPOLLEHBI!

Local Network (lan)

CPU port

etho T

IP

192.168.1.1

Local Network (lang4)

CPU port

ethl v

IP
192.168.84.1

Remove
VLANID Switch Ports
1 PORT1 PORT2 PORT3 PORT4
Mask MAC
255.255.255.0
Remove
VLANID Switch Ports
84 [JPORT1 [JPORT2 [JPORT3 PORT4
Mask MAC
255.255.255.0

Puc. 5. Bknagka Network, pasgen Local Network

18



ANIEKTPOHUKA

Tabnuua 10. Hactpoiikn Network — Local Network

Mone

CPU Port

VLAN ID

Switch Ports

P

Mask

MAC

OnucaHune

Bbi6op nopTa npoueccopa, koTopblii 6yaeT HasHaveH Ha VLAN. Hanpumep, B
poyTepax cepun R4 gocTtynHbl Aga noprta Ethernet 1Gbit: ETHO n ETH1. lNo
ymon4yaHuto, ETHO — 3710 yeThipe nokansHbix nopta, a ETH1 — oguH WAN-nopT.
OpHako nonb3oBaTte b € NOMOLLBK AAaHHON HACTPOVKN MOXET pacnpenenuTb
nopTbl Mexay msnyeckuMn pasbeMamMm caMoCcTOATE bHO.

YkasaHvne Homepa VLAN. N3HayanbHO HoMep 3ajaeTca aBToMaTnyecky caMmmm
YCTPOWCTBOM, OHaKO MNoMb30BaTe/lb MMeeT BOSMOXHOCTb €ro U3MEHUTD.

Bbi6op chusnyeckmx NopTos, KoTopble 6yayT AobasneHb! B VLAN
IP-agpec poyTtepa gna co3gaHHoro VLAN
Macka cetu poyTepa g/1a cosgaHHoro VLAN

MAC afgpec, MOXHO 3aZilaBaTb B Py4HYIO

Failover management (npoBepka COCTOAHUA cOefMHEHUS)

MpeaycmMoTpeHa NpoBepKa COCTOSHKS COeAMHEHUS NPpU NomoLLy oTnpaBkn ICMP-nakeToB (NM1Hra)

yKazaHHOro agpeca.

B none Ping Address yka3sbiBaeTcs IP-agpec niv fomeHHoe UMs cepsepa /19 NpoBepku paboTbl
coeguHeHusi. MOXHO ykasaTtb HeCKosibKO IP-agpecoB nnn gomeHoB yepes ; uin yepes NPOBE/. B none
Ping Interval 3agaetca nepnognyHocTb 3anycka nuHra (B cekyHaax). B none Ping Attempts
yKasbIBaeTCs KO/IMYECTBO HeyAauHbIX MonbITOK NoAPSAL.

B MOMEHT Hauyasia OTCNeXNBaHNUSA COEAUHEHUIO (MapLLPYTY) NpUcBanBaeTcs NPUOPHTET.

YnpasneHve MapLipytamu Haxogutcst B pasaene Network - Routes

¢ Ecnv nocne otnpasky ICMP-nakeTta Ha cepBep NocTynaeT 0TBET, MapLUPYT CUMTaeTCA paboTaroLwmm.
HvKaknx fONO/THUTENbHbIX AEACTBUI HE NMPOVCXOAUT.

e Ecnu nocne otnpasku ICMP-nakeTa Ha cepsep OTBETA HEe MOCTYMNAET, NOMbITKa cYNTaeTcs
HeyAa4yHoW, HauMHaeT oTcumnTbiBaTbCa Ping Attempts. MapLipyT nepeBoanTCs B pe3epBHbI.

o Ecnu cneaytoLas nonbiTka coeanHeHust 6yaeT yaauHoii, MapLupyTy BO3BpaLLaeTCsl UCXOAHbII

npUopUTET.

o EC/IM KONMYeCcTBO HeyaauHbIX NOMbITOK NoApsA AOCTUTHET 3a4aHHOr0, MHTepdielic GyaeTt
nepesanylleH 1 Yepes Kakoe-To BPpeMsi MapLLUpyT CTapTyeT C NPUOPUTETOM MO YMOJTYAHWIO.
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5.2.2. Wired Internet

Pasgen Wired Internet Ha Bknagke Network npegHasHadeH gns HacTponikn WAN-nopTa poytepa B
pamkax VLAN.

B poyTtepax iRZ nmeeTcs BOSMOXHOCTb HACTPOUTb JIOKa/bHbIe NOPTbI TaKUM 06pa3oM, YTO6bI OHK
paboTtanu, kak WAN-nopThbl.

YTo6bl f06aBNTb HOBbIN VLAN, HaxkmnTe Ha kHonky Add VLAN, a 4to6bl yaanuTb — H&OKMUTE KHOMKY
Remove.

s coxpaHeHus BbINO/THEHHbIX HACTPOEK UCTO/b3YiiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHEeHHbIe HAaCTPOIKM ByayT COPOLLEHbI!

Mpu co3gaHnm VLAN no ymonuaHuio B none Connection Type BbicTaB/ieHo 3HayeHve Disabled. 3to
o3HauyaeT, 4yTo WAN-MOPT 10rMyeckm BbIK/IIOHEH - TO eCTb dim3nyeckoe nogknoueHne dyaet
npUCyTCTBOBAaTb, HO poyTep He ByaeT nepeAasBaTtb N0 NOPTY HUKAKNX AaHHBIX.

Wired Internet (wan62) Remove
CPU Port VLAN ID Switch Ports

ETHO v 62 PORT1 PORTZ2 PORT3 PORT4
Connection Type MAC

Static v
IP Mask Gateway

Failover management
Ping Address Ping Interval (sec) Ping Attempts

s

Puc. 6. Bknagka Network, pasgen Wired Internet

MepeyeHb OCHOBHbLIX HACTPOeK NpueeaeH B Tabnvue Network — Wired Internet.
Tabnuua 11. Network — Wired Internet 0CHOBHbIE HACTPOKK

Mone OonucaHue

Bbi6op nopTa npoueccopa, KoTopblil 6yaeT HasHayveH Ha VLAN. Hanpumep, B

poyTepax cepun R4 gocTtynHbl aga noprta Ethernet 1Gbit: ETHO n ETH1. Mo

ymonuyaHuto, ETHO — 370 yeTkIpe nokasibHbIX nopTa, a ETH1 — oguH WAN-nopT.

OfHako nonb3oBaTesib C MOMOLLBI0 AaHHOWN HACTPOVKM MOXET pacnpeaennTb
CPU Port nopTbl Mexay U3nN4YeckuMm pasbeMamMm CaMoCTOSITENBHO.
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Tabnmua 11. Network — Wired Internet o0CHOBHble HACTPOWKM

Yka3zaHue Homepa VLAN. N3HayasibHO HOMep 3a4aeTcs aBToMaTnyeckm cammm
VLAN ID YCTPOWCTBOM, OAHaKO MOMb30BaTe/lb MMEET BO3MOXHOCTb €r0 U3MEHUTD.

Switch Ports Bbi6op husmyeckmx nopTos, KOTopble ByayT fobasneHsbl B VLAN

Connection Type Tun nogknYeHus K BHelHUM ceTam yepe3s WAN-nopt

Connection Type

Static "

Disabled
DHCP

PPPoE

Puc. 7. Tun coegnHenua gnsa WAN-nopta

Tun nogkntoyeHns DHCP o3HavaerT, 4Tto poyTep 4O/KeH nosyunTsb IP-agpec, macky n agpeca DNS-
cepsepoB oT BHelwHero DHCP-cepsepa.

Tun nogkntoyeHns Static Heob6xoauMMm AN PyYHOI YCTaHOBKM ceTeBbIX HacTpoek WAN-nopTa.

Tun nogkntoueHns PPPOE HeoGxoauM npy KCNo/b30BaHUM NPOTOKO/IA C aBTopu3aLumeli Ha cepeepe
PPPoE.

Tabnuua 12. jonosHuTesnbHble HacTpoiikn (nosie Connection Type)

Mone OonucaHue
Ping Address IP-agpec yganeHHoro xocta a5 npoBepku paboTbl coegUHEHNS

NHTepBan B cekyHAax, Yepes KOTopbIii ByayT OTNPaBAATLCS NakeTbl A1s
Ping Interval (sec) npoBepkn coeguHeHns (Mo ymondaHumto, 30 cekyHa)

Ping Attempts KonnuectBo HeyaauHbIX NOMNbITOK COeANHEHUS (N0 yMONYaHuio, 3)

Use Peer DNS
Server BktoueHne/BbIKNIOHYEHME NCMONB30BaHNs BHELWHUX DNS-cepBepoB npoBaiigepa

MAC-agpec poytepa ansa co3gaHHoro VLAN. Ecniv nosne octaBuTb NyCTbIM, TO

MAC 6yaeT ncnonbloBarbcsd MAC-aapec, yCTaHOB/IEHHbI NPON3BOANTENEM
IP IP-agpec poytepa gna cosgaHHoro VLAN

Mask Macka cetn poyTepa g/1s co3gaHHoro VLAN

Gateway LLno3 poytepa ana cosgaHHoro VLAN

Login NoruvH, koTopblii ykasbiBaeTcs npyu PPPOE-coefmHeHnm
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Tabnuua 12. fononHutenbHble HacTpoliku (nosie Connection Type)

Password Maponb, KOTOPLIA yKasbiBaeTcs Nnpu PPPOE-coeguHeHnn
AC-name VM KOHUEeHTpaTopa AoCTyna, KOTopbIil ykasbiBaeTcs npu PPPOE-coeguHeHun

Failover management (npoBepka COCTOAHUA coefUHEHUS)

MpeaycmoTpeHa NnpoBepka COCTOSAHMSA COeaUHEHUS Npu noMowm otrnpaskn ICMP-nakeToB (NuHra)
yKasaHHOro agpeca.

B none Ping Address yka3biBaeTcs IP-agpec unv JOMeHHOe nMs cepeepa A1 NpoBepku padoThbl
coefvHeHus. MOXHO yka3artb HeckosbKo IP-agpecoB nnn gomeHoB yepes ; unv yepes NPOBEJ. B none
Ping Interval 3agaetca nepuognyHocTb 3anycka nuHra (B cekyHaax). B none Ping Attempts
yKasbIBaeTCs KO/IMYECTBO HeyAauHbIX MoMbITOK NoOAPSA.

B MOMEHT Hayasia OTCNeXmBaHNsa coeavHeHN0 (MapLUpyTy) NpYcBaMBaeTCs NPUOPUTET.
YnpaeneHue mapLupyTamu Haxoautcs B pasgene Network - Routes

* Ecnu nocne otnpaBkn ICMP-naketa Ha cepeep NOCTynaeT OTBET, MapLLPYT cuntaeTcs paboTaloLmm.
HuvKaknx AONO/THUTENbHbIX AeACTBUI HE NPOVNCXOAUT.

» Ecnu nocne otnpasku ICMP-nakeTa Ha cepBep OTBeTa He NOCTynaeT, NoMbITKa CUMTaeTcs
HeyaauHoii, HauMHaeT oTcuUMTbIBaTbCA Ping Attempts. MapLupyT nepeBoanTCcs B pe3epBHbIii.

o Ecnu cneaytoLas nonbiTka coeanHeHust 6yaeT yaauHoi, MapLupyTy BO3BpaLLaeTCsl UCXOHbII
npUopUTET.

o Ec/v KonnuyecTBo HeyAauHbIX NONbITOK NOAPSA AOCTUTHET 3a[laHHOro, MHTepdelic byaet
nepesanylLeH 1 Yepes Kakoe-To BpeMSsi MapLLpYT CTapTyeT C NPUOPUTETOM M0 YMO/TYAHWIO.

m Failover management goctyneH gns tunos nogkntoveHns DHCP u Static (npy 3Tom fo/MKeH ObITh yKasaH
Gateway). [1ns BKNOYEHNS PyHKUUN 06a3aTeNbHO A0/MKeH 6biTh BbibpaH napameTp Default Route.
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5.2.3. Mobile Interfaces

Pa3gen Mobile Interfaces Ha Bknagke Network npegHasHayeH ons HacTpoiikn MOBUNBHOIO
VHTepHeTa.

Mobile Interfaces

SIM1/SIM2 QUECTEL EC25 Edit

Puc. 8. Bknagka Network, pasgen Mobile Interfaces gns ogHomoaynbHOro ycTpoincTea

Mobile Interfaces

SIM1 Huawei MES09s Edit

SiM2 QUECTEL EC25 Edit

Puc. 9. Bknagka Network, pasgen Mobile Interfaces ans nByxmogynbHOro yctporictea

[Nsi HaYana peaakTMpoBaHUsi HACTPOEK HEOGXOAMMO HaxaTb KHorKy Edit.

@ [na coxpaHeHns BbINOMIHEHHbIX HACTPOEK UCMO/b3YITE KHOMKY Save. Mpu nepexoge Ha Apyrve CTpaHuupbl
pa3faenoB BCE BbINO/THEHHbIE, HO HE COXPaHEHHbIE HACTPOMKM ByayT COPOLLEHbI!

UTo6bI BK/OYATb MM OTK/IIOUaTh paboTy poyTepa ¢ SIM-kapToii, He06X0AVMMO NOCTaBUTb U/IN CHATb

ranouky HanpoTtus nyHkTa Enable SIM1 (nnn SIM2). Haxxatne Ha kHonky Advanced Settings
OTKpbIBAET AOCTYN KO BCEM BO3MOXHbIM HACTpOWkam AaHHOro pasgena.
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PyKoBOACTBO N0 HaCTpoOiike poyTepos iRZ BcTpoeHHoe MO Bepcun @ INEKTPOHUKA
20.6.1

QUECTEL EC25

Enable SIM2

APN MNetwork Access
Auto w Advanced settings
Username Password Auth Type
Any ~

PIN MTU Force MCC MNC

Leave blank if not needed 1400 example: 25066
Use as default route Use peer DNS servers [C] Allow roaming
Specific Bands

Leave blank for automatic selection

[J]B1-FDD (] B3-FDD [ BY-FDD [ B8-FDD [ B20-FDD [ B28-FDD [0 B38-TDD [ B40-TDD

[ B41-TDD [ WCDMAZ2100 [ WCDMAS00

Modem connection Additional PPP Options

PPP w example: debug

Failover management

Ping Address Ping Interval (sec) Ping Attempts
Enter address to check connec Default 30 seconds 3 by default
Manage SIM

Connection Timeout (sec)

360

Close Apply changes

Puc. 10. Bknagka Network, pasgen Mobile Interfaces — Edit

HacTtpoiiku mo6unsHoro NHTepHeTta

B 3aBucuMmMocTn OT Mmogenn poytepa nons Specific Bands, Primary SIM, Return to Primary SIM moryT
OTCYTCTBOBATb.

Ta6nuua 13. Hactpoiikn Network — Mobile Interfaces — Edit
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Tabnuua 13. Hactpolikn Network — Mobile Interfaces — Edit

Mone

APN

Network Access
Username
Password

Authentication
Type

PIN

MTU

Force MCC MNC

Use As Default
Route

Use Peer DNS
Server

Allow Roaming
Specific Bands

Modem
Connection

Additional PPPD
Options

Connection
Timeout (sec)

OnucaHue

Wwms coTtoBoit cetn (APN). Heobxoaumo, ecnn y SIM-kapTbl KOPNopaTuBHbIl
Tapud nnu BblgeneHHas coToBas CeTb BHYTPY nposaigepa

BbI6op pexuma paboTbl ¢ coToBbIMU ceTAMU 3G, 4G
Vima nonb3oBatens Ans gocTyna B COTOBYHO CETb NpoBaiigepa

Maposb 415 AOCTyna B COTOBYIO CETb NpoBaiigepa

Bbi6op npoTokona ngeHtudgmkaumn SIM-kapTbl B ceTy npoBaigepa
PIN-kog SIM-kapTbl (eCnn yCTaHOB/EH)
HacTtpoliika 3HayeHus MTU

Mo3BONSET OrpaHNYnTL BbIOOP COTOBLIX ONeEpaTopoB. 3a4aeTcst MOOUbHLIN KO
cTpaHbl (MCC) B KOMOGMHaUuUM ¢ MOBU/IbHLIM kogom ceTn (MNC), uTo ABnsieTcs
YHUK&J/TbHbIM UAEHTUMKATOPOM TOW CETUH, KOTOPYH TpebyeTcs NCNonb30BaTh

Mcnonb3oBaTb yKazaHHble HACTPOKM Kak MapLUPYT Mo YMOYaHuio

BktoueHune/BbIKNOYEHME NCNONb30BaHNsA BHeLWHUX DNS-cepBepoB nposaiigepa
PaspelueHue/3anpeT paboTbl SIM-kapTbl yCTpOCTBa B POYMUHTE

BbI60p YacTOTHbIX Nosoc (63HA0B).

Bbl6op npotokona - PPP unn Auto

YKazaHue J0NoNHUTENbHbIX OnuuiA Npu paboTe no npotokony PPP

Bpewms, koTopoe oTBoAnNTCA SIM-KapTe Ha NoAkK/IYeHNe K COTOBOMY onepatopy,

Mo UCTEYEHUN aHHOTO BPEMEHW pPoyTep NepesarpyXaeT COTOBbI MOAY/ b MO
MUTaHWIO N [O3BOH HAYMHAETCS 3aHOBO, M3MEPSIETCH B CEKYHAAX

25



ANIEKTPOHUKA

Tabnuua 13. Hactpolikn Network — Mobile Interfaces — Edit

Yka3blBaeT Kakas u3 SIM kapT ABseTca NpuopuTeTHO (TONbKO ANns
Primary SIM OAHOMOAY/bHbLIX POYTEPOB)

Return to Primary  Yka3aHue npomexyTka BpeMeHU, Nocsie KOTOPOro poyTep Npon3BeieT nonbITKy
SIM (sec) BEPHYTbCS Ha OCHOBHYO SIM KapTy (To/1bKO AN 0AHOMOAY/bHbIX POYTEPOB)

BbIGOp 4ACTOTHbIX Nosnoc (63HA0B)

dyHKUMA gocTynHa ans GSM-mopyneii crnefyowmx pesusnii;
» EPO6-E - EPO6ELAR04A03MA4G u Bbllwwe,

* EC25-EU - EC25EUGARO6A03MA4G 1 BbiLue,

« EC200T- EU -EC200TEUHARO5A03M16 1 BbliLue.

[ns aBTomatuyeckoro Bbibopa 63HA0B BCe N0/ cnefyeT 0CTaBUTb NYCTbIMU.

[ns Bbibopa onpefeneHHbIX 63HA0B HY>XXHO NOCTaBUTb rasiouky B COOTBETCTBYIOLLMX YEKOOKCaX.
Mpwn sTom:

* B pexume Network Access - Auto ans Bbibopa 6yayT AOCTYNHbI BCe 63HAbI,

* B pexumMe Network Access - 4G only nnu 3G only - To/lbko 63H/bI, KOTOPbIE COOTBETCTBYIOT
yKazaHHbIM CTaHAapTam,

* B pexume Network Access - 2G only BbI6op 63HA0B HEAOCTYNEH.
MepeknioyeHne SIM-kapT

Ansa yctpoiictB ¢ ogHum GSM-moaynem
[ns ycTpoiicTB ¢ ogHuM GSM-mMoaynem peannsoBaH asiroputM nepeknioyeHms mexay SIM-kaptamu.

Mo npropuTeTy SIM-kapTa MOXET ObITb [/TaBHOI UM BTOPOCTENEHHON. 10 yMOYaHnto rnaBHom
aBnsetca SIM1. 3Ty HAcTPOKYy MOXHO M3MEHUTb B CTpoke Primary SIM.

MepekntoveHre mexay SIM-kapTamuy NPONCXOANT B CNeayowmx cnyyasx:
e Ecnu rnasHasa SIM-kapTa OTCyTCTBYET (He yCTaHOB/IEHA B YCTPOICTBE)

¢ Ecnu yepes ykasaHHyto SIM-kapTy He yanocb NOAKUMTLCS K CETU Nepefadn AaHHbIX B TEHEHUN
3afaHHoro nHTepeasia BpemeHn Connection Timeout (sec)

e Ecnn B MOMeHT paboTbl Yepes BTOPOCTENEHHY0 SIM-KkapTy 6bi1 AOCTUTHYT MHTEpPB&aUT BO3BPaLLEHUS
Ha rnasHyto SIM-kapTy Return to Primary SIM (sec)

Ana yctpoiicTB ¢ gByma GSM-mogynamu
B poytepax ¢ gByms GSM-moaynsiMm Kaxablil Mogynb paboTtaet co cBoeli SIM-kapToii He3aBMCUMO.

B pasgene Network - Routes MOXHO yCTaHOBUTb NPUOPUTET MapLLPYTMU3aLun, COrnacHo KOTOPOMY B
pexume pesepsuposaHuns (Backup) nepenava gaHHbIX 6yLeT UATU B NEPBYIO ovepesb Yepes

NpMopuTETHYI0 SIM-KapTy UM APYroit QOCTYMHbIA KaHan cBA3M (Hanpumep, npoBogHoin WAN nnn Wi-
Fi).

26



ANIEKTPOHUKA

Ecnu coeamHeHne vepes SIM-kapTy ¢ 6051€e BbICOKMM NPUOPUTETOM HE YCTAHOBIEHO U AOCTUTHYT
nHtepsan Connection Timeout (111 B c/iyvae BK/IHOUYEHHOR NPOBEPKM COCTOSAHUSA COEANHEHUS -
KO/INYeCTBO HeyaauHbIX NonbITok Ping Attempts [OCTUINO 3a4aHHOr0), poyTep MHULMUpyeT
nepesarpysky coorsetcraytoLiero GSM-moayns.

B aTOM c/yyae nepegaya JaHHbIX 6yAeT aBToMaTMyYeckn nepeknoueHa Ha SIM-kapTy ¢ 60/1ee HU3KUM
NPVOPUTETOM.

Mocne BOCCTaHOB/IEHUS NOAKMOUEHNS] MPUOPUTETHOI SIM-KapTbl Nepefaya JaHHbIX 6yAeT CHoBa
OCYLLECTBSATbCA Uepes Heé.

Failover management (npoBepka COCTOAHUSA coeUHEHUS)

MpeaycmoTpeHa npoBepka COCTOSAHMSA CoefUHEHUs Npy noMowm otnpaskm ICMP-nakeToB (nNuHra)
yKasaHHOro agpeca.

B none Ping Address yka3biBaeTcs IP-agpec nnv gomeHHoe Ms cepsepa /18 NpoBepku paboTbl
coeguHeHus. MoXHO ykasaTb HeCKosibKo IP-agpecoB nam goMeHoB yepes ; unn vyepes NPOBE/. B none
Ping Interval 3agaetcs nepMognyHOCTb 3anycka nuHra (B cekyHaax). B none Ping Attempts
yKa3blBaeTCA KO/IMYECTBO HEYAAaUHbIX MONbITOK NOAPAL,.

B MOMEHT Hauasia OTCNeXMBaHUA COeAMHEHMIo (MapLLIpyTy) NpYCBaMBaeTCs NPUOPUTET.

YnpasneHne mapwpytamm Haxogutcs B pasgene Network - Routes

» Ecnu nocne otnpasku ICMP-nakeTa Ha cepBep NoCTynaeT OTBET, MapLUPYT CUMTaeTcs paboTaloLLmMM.
HuKakmx 4ONOMHUTENbHBIX AEACTBUI HE MPOUCXOAUT.

* Ecnu nocne otnpasku ICMP-nakeTa Ha cepBep OTBETa He NOCTynaeT, NoMnbITKa CuMTaeTcs
HeyaauHoii, HauMHaeT oTcuMTbIBaTbCs Ping Attempts. MapLupyT nepeBoanTCcs B pe3epBHbIii.

o Ecnv cnepytollas nonbiTka coeanHeHnst 6yaeT yAauHoii, MapLipyTy BO3BPaLLAETCS UCXOAHbINA
NpVOpPUTET.

o EC/IM KONMYEeCTBO HeyaauHbIX NonbITOK NoApsA AOCTUTHET 3a4aHHOr0, MHTepdieiic yaeTt
nepesanylleH 1 Yepes Kakoe-To Bpemsi MapLUpyT CTapTyeT C NPUOPMTETOM N0 YMOJYAHNIO.

[na BkNoveHUs pyHKUUN A0/KeH 6bITb BbibpaH napameTtp Default Route

e Ecnu nocne nepesarpyskm GSM-moaynsa coevHeHVe BCe eLle He YCTaHOBEHO, Noc/e AOCTUXEHNS
uHTepBasa Connection Timeout (sec) ycTpoincTBO NepekumMTca Ha apyryto SIM-kapTy.

MpoBepka COCTOSHUSI COeAVHEHWS MPeLyCMOTPEHA [i/11 POYTEPOB KaK C OAHWM, TaK 1 ¢ AByMst GSM-
MOoZYyNSMU.
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5.2.4. Mobile APN Profiles

Paznen npeaHasHadeH Ans paboTbl ¢ SIM-kapTamy BUPTyasibHbIX ONepaTopoB.

BupTyanbHble onepaTopbl UCMO/b3YHT COTOBbIE CeT 6a30Bbix onepartopos (MeradhoH, MTC, bunaiiH,
Tene2). Ana NOAKNIOYEHNS K K&XA0W 13 6a30BbIX CETEN BUPTYa/IbHOMY OnepaTopy MOXeT
notpebosaTtbcA oTAenbHOe 3HavyeHne APN n kog MCCMNC.

3anonHATb gaHHble Mobile APN Profiles ans pa6otsl ¢ SIM-kapTamm 6a30BbIX ONepaTopoB He
Tpebyetcs.

Mobile APN Profiles

* MCCMNC APN Username Password Auth Type

- 25011 internet.yota gdata gdata CHAP W

Puc. 11. Bknagka Mobile APN Profiles

Tabnuua 14. Bknagka Mobile APN Profiles

Mone OonucaHue

Mo6unbHbIA Kog cTpaHbl (MCC) B KOMOGUHaLMKN ¢ MO6UbHBIM Kogom ceTu(MNC)

MCCMNC ABMSETCS YHUKA/IbHBIM MAEHTUINKATOPOM COTOBOI CETK

APN Vims cotoBoli cetn (APN)

Username Wms nonb3osatens ana Aoctyna B COTOBYHO CETb NpoBaiigepa
Password Maponb 4ns goctyna B COTOBYHO CETb NpoBaigepa

Auth Type Bbi6op npoTokona naeHtudmnkaumm SIM-kapTel B ceTU NpoBaligepa
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5.2.5. Loopbacks

B HeKOTOpbIX Cnyvasix HE0BXoANMMO HasHavaTb AoNoNHUTENbHbIE IP agpeca Ha nHTepdelic loopback,
[JaHHbIV pasgen npegHasHaveH 45 3Toro.

B none name BnuceiBaeTcsa nvs, B none IP — snucbiBaeTcs IP-agpec, a B nosie Mask — macka ceTtu K
KOTOpOI1 NpMHaANeXuT AaHHbIl IP-agpec.

I'Ipe,quMOTpeHa BasiMpgauma no nveHun. MimeHa, asnamwmecs CUCTEMHbIMN, 3apesepBupoBaHbl - X B
nosie name 3ajartb HeJib34.

Loopback Interfaces

* name IP Mask

- ‘ loopback |

This name is already used

Puc. 12. Bknagka Network, pasgen Loopbacks

@ [ns coxpaHeHus BbINOSTHEHHbIX HACTPOEK NCNOosb3yiiTe KHOMKY Save. Mpy nepexofe Ha Apyrue cTpaHuubl
pasnernoB BCe BbINOMIHEHHbIE, HO HE COXPaHEHHbIE HACTPOWKKN ByayT cOpoLueHbI!
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5.2.6. Wireless Network

Pasgen Wireless Network Ha Bknagke Network npegHasHaueH gns HacTpoiikm napameTtpos Wi-Fi.

[JaHHblli pasgen AOCTyMNeH TO/bKO A1 POyTEPOB, KOTOPbIE NoAAepXuBatoT paboTy ¢ Wi-Fi (MmetoT
MHAOEKC "W" B Ha3BaHUM MOAENN).

[ns ycTpoiicTB, 060pyA0BaHHbIX ABYMSt Mogynamu Wi-Fi, kaxkablii U3 HUX HacTpanBaeTcs OTAE/bHO.

Ha pucyHKe Huxe npeacTasnieH NpuMep CTpaHULbl HACTPOEK.

@ [lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

Wi-Fi Interfaces

ap Enable Edit
radio0 — 2.4GHz
sta Enable Edit

radiol — 5GHz

Hide Wireless clients

Connected Signal Tx Rx
Device Station (sec) (dBm) Bytes Bytes Tx Rate Rx Rate

radio0  60:6e:e8:catbd:02 131 seconds -58[-59,-62, 4432806 472229 72.2 MBit's MCS 7 86.7 MBit's VHT-
-95, -95] short GI MCS 8 short GI
dBm VHT-NSS 1

radiol  fe:92:bf:58:b5:f9 239 seconds = -62 [-63, -77, 408637 5529571 200.0 MBit/s VHT-  130.0 MBit/s VHT-
-95, -95] MCS 9 40MHz short MCS 6 short GI
dBm GIVHT-NSS 1 VHT-NSS 2

Puc. 13. Bknagka Network, pasgen Wireless Internet

UT06bI BKOYATL MU OTK/IOYaTL paboTy poyTepa ¢ Wi-Fi mogynem Heo6xo4MMOo NOCTaBUTb U CHATb

raslouky HanpoTue nyHkTa Enable. [1na Hauana pefakTpoBaHUs HACTPOeK HEOGXOAMMO HaXKaTb KHOMKY
Edit.
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Edit WiFi interface: ap (wifil)

O Access point ® STA Client O STA Bridge O Disabled
SSID Freq Country

IRZ-Router 2. 4GHz w default v
Access mode Password

Open v at least 8 characters

Connection Type

DHCP v

[ use as default route (] Use peer DNS servers

Failover management
Ping Address Ping Interval (sec) Ping Attempis

Enter address to check connec Default 30 seconds 3 by default

Close Apply changes

Puc. 14. MeHto Edit, Bknagka Network, pasgen Wireless Internet

Bbi6op pexvma paboTtbl Mogyns Wi-Fi:

¢ Access point — poyTep paboTaer B KauecTBe TOUKM A0CTyNa 1 XAEeT NOAKNHUYEHNS KTUEHTOB K
CBoOeil ceTu;

¢ STA Client — poyTep paboTaeT B peXXmme KIMEHTCKON CTaHLuM 1 nogknoyaeTcs K BHelwHel Wi-Fi-
ceTu, B AaHHOM pexume Wi-Fi-uHTepdheiic aBTomaTnyeckn ctaHoBUTCS ogHum n3 WAN-NopToB;

* STA Bridge — 06beguHeHne 10KaibHOW NPOBOAHOR CETU C 6eCNPOBOAHOIA;

« Disabled — oTkntoueHne Wi-Fi-mogyns.
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Access Point - pexxum paboTtbl Wi-Fi-mogyns B pexnme ToUku goctyna.

Tabnuua 15. Hactpoiikn Network — Wireless Network (Pexum Access Point)

Mone

Bridge with Interface
Static IP Address

Network Mask

SSID

Channel

Hide Wireless Network

Freq

Country

Access Mode
Password

HTmode

Don’t scan for overlapping BSSs in HT40 mode

OnucaHue

CosgaHve MocTa € /IOKasTbHbIM MHTEpPdeicom
Uy cosgaHne HOBOTO NHTepdeiica.

« Mpun BbIGOpE nyHkTa LAN B HacTpolike Bridge
with Interface, Wi-Fi-nHtepdeiic poytepa 6byaet
paboTtaTb B pexume mocTta ¢ LAN-noptamu.

* MNpu BbIGOpe nyHkTa Wi-Fi B HacTpoiike Bridge
with Interface, Wi-Fi-untepdeiic 6yget
paboTaTb, Kak CaMOCTOATENbHbIN UHTEpPAIEC.
JOoCTynHble HAaCTPOIKM NPUBELEHbI HA PUCYHKE.

IP-agpec nHTepdelica poytepa
Macka ceTun nHTepcpeiica poytepa

HassaHune Wi-Fi-cetu, K koTopoii 6yayT
MOAKHYATLCA K/IMEHTI

Homep kaHana, Ha KOTOPOM A0/KHa paboTaTb
Wi-Fi-ceTb

Bk/IOUMTB/OTKTIOUNTE PAbOTy B CKPbITHOM
pexvme, To eCTb 6€3 aHOHCUPOBAHWSA CBOETO
SSID

MepekntoyeHne yactoTbl paboTbl Wi-Fi mogyns
Kog cTpaHbl

Tun wndposaHna napons focTyna K
cosgaBaemoi Wi-Fi-cetn

Maponb ans gocrtyna k cosgaBaemoin Wi-Fi-cetn
Bbi6op pexunma npon3BoaUTENbHOCTHY

BK/IOUMTBL/OTK/TIIOUNTE NPOBEPKY MEePEKPLITUS C
ApyrvMK 6a30BbIMK CTaHUMAMU B pexxuve HT40
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STA Client - pexxum pa6oTbl Wi-Fi-moaynsi B peXume KmeHTa npu nogxkItoueHnn K yaasieHHoW CeTw.

Tabnuua 16. Hactpoiikn Network — Wireless Network (Pexum STA Client)

Mone

Connection Type
Static IP Address
Network Mask

Gateway

Use As Default Route

Use Peer DNS Server

SSID
Freq

Country

Access Mode

Password

OnucaHue

Bbi6op TMna coeguHeHus.

« Mpun BbIGOPE B HacTpolike Connection Type
nyHkta DHCP, poyTep 6yaeT nosyyaTb HAaCTPOWNKM
coeauHeHuss or DHCP-cepBepa CeTU K KOTOpOiA
noaknyaeTcs.

« Mpu BbIGOpE B HacTpoiike Connection Type
nyHkTa Static, poyTtep 6yaet paboTtatb co
CTaTUYHLIMW HACTPOVKaMUN COeMHEHMS, KOTOPbIe

yKasblBaloTcs B nyHKTax Static IP Address,
Network Mask 1 Gateway.

IP-agpec nHTepdelica poytepa
Macka ceTn uHTepceiica poytepa
LLino3 poytepa

Wcnonb3oBaTb yKa3aHHbIe HACTPOIKM Kak
MapLpyT Mo YMO/YaHUIo

BkntoueHmne/BbIK/IHOYEHNE UCMO/Ib30BAHNS
BHelwHnX DNS-cepsepoB nposaligepa

HasBaHue Wi-Fi-ceTn, K KoTopoi 6yayT
NOAKMNKUATLCS KITNEHTDI

MepekntoyeHne vyactoTbl paboTbl Wi-Fi mogyns
Kog ctpaHbl (3Ha4yeHue no ymonyaHuio - default)

Tun wudpoBaHust Nnapons fgocTyna K
cozpaBaemoli Wi-Fi-cetu

Maponb ansa goctyna kK cosgasaemoit Wi-Fi-cetn
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STA Bridge
STA Bridge - pexuvm ana 06bevHeHns 0KabHOM NPOBOAHON CeTU ¢ 6eCNPOBOAHO CETHIO.
Tabnuua 17. Hactpoiikn Network — Wireless Network (Pexum STA Bridge)

Mone OnucaHue

Wcnonb3oBark ykasaHHble HACTPOWKN Kak
Use As Default Route MapLUpyT Mo YMO4YaHu1Io

Bk/toueHne/BbIKNIOYEHME NCMONb30BaHUA
Use Peer DNS Server BHelwHux DNS-cepBepoB nposaligepa

HassaHue Wi-Fi-ceTu, K koTopoii 6yayT

SSID NOAK/YATLCA K/NEHTbI
Freq MepekntoyeHne yactoTbl paboTbl Wi-Fi mogyns
Country Kog cTpaHbl (3HayeHne no ymonyaxuio - default)

Tun wudpoBaHusi Nnapons fgocTyna K
Access Mode coznaBaemoli Wi-Fi-cetu

Password Maponb ansa goctyna kK cosgasaemoit Wi-Fi-cetn

BbIGOp /TOKa/IbHO CETU C KOTOPOIA ByaeT co3aaH
MOCT. 3anpeLleHo 1cnosb3oBaHne MHTepelicos,
Bridge With Interface KoTopble ncnonb3ytrcsa kak DHCP cepsep.

Mepep, BbiktoueHnem DHCP He 3abyabTe HacTpouTh cTaTuyeckuii IP agpec Ha yCTpoicTBe, ¢ KOTOPOro
cobupaeTechb KOHOUTyprpoBaTb poyTep.

Wnu xe HacTpolite gononHuTenbHbii VLAN B cekyun Local Networks. Byget Heobxogumo ykasathb IP
agpec uHTepdeiica, BaxHO ykasaTb afpec He nepecekarowmiics ¢ agpecamu us nyna Wi-Fi cetu.

Failover management (npoBepka COCTOSIHUSA coeUHEeHUs)

MpeanycmoTpeHa NpoBepKa COCTOSHKS COeAMHEHUS NPy NomoLLy oTipaBkn ICMP-nakeToB (NM1Hra)
yKazaHHOro agpeca.

B none Ping Address yka3sbiBaeTcs IP-agpec niv fomeHHoe UMs cepsepa /19 NpoBepku paboTbl
coeguHeHusi. MOXHO ykasaTb HeCKOsbKO IP-agpecoB nnn gomeHoB yepes ; uin yepes NPOBE/. B none
Ping Interval 3agaetcsa nepmognyHocTb 3anycka nuHra (B cekyHaax). B none Ping Attempts
yKa3blBaEeTCA KO/IMYECTBO HeyAauHbIX MOMNbITOK NOAPAL,

B MOMEHT Hauyana oTCNeX1BaHNUsA COEAUHEHUIO (MapLLPYTY) NpUcBanBaeTcs NPMOpHTET.

YnpasneHne mapupytamu Haxogutcsa B pasgene Network - Routes

e Ecnv nocne otnpasky ICMP-nakeTa Ha cepBep NocTynaeT OTBET, MapLUPYyT CHUMTaEeTCA paboTaroLwmm.
HuvKaknx AONO/THUTENbHbIX AeACTBUIA HE NPOVCXOAUT.
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e Ecnv nocne otnpasky ICMP-nakeTa Ha cepBep OTBETA He MOCTYNaeT, MonbITka cYnTaeTcA
HeyAa4yHoW, HauMHaeT oTcunTbiBaTbCA Ping Attempts. MapLupyT nepeBoguTcs B pe3epBHbIii.

o Ec/u cneaytoLas nonbiTka coeanHeHust 6yaeT yaauHoii, MapLupyTy BO3BpalLlaeTCsl UCXOAHbII
npUopuTeET.

o EC/IM KONMYeCcTBO HeyaauHbIX NOMbITOK NoApPsA AOCTUTHET 334aHHOT0, MHTepdelic GyaeTt
nepesanylleH 1 Yepes Kakoe-To BPpeMsi MapLUpyT CTapTyeT C NPUOPUTETOM MO YMOJTYAHWIO.

Failover management goctyneH B pexvme STA n STA Bridge ans tuna coeguHenns DHCP un Static (npu

3TOM JO/MKEH 6bIThb YKasaH Gateway). [1ns BKNOYEHNS PyHKLMN 0653aTeNIbHO AO/MKEH ObITb BbIGpaH
napametp Default Route.
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5.2.7. Routes

Pasgen Routes Ha Bknagke Network npegHasHauyeH gis HacTpoliku npuopmtetoB WAN-MOPTOB, PeXnmv
nX paboTbl U HACTPOWKN CTaTUYECKMX MapLUpyTOB. Ha prcyHke Huxe npeacTaBneH NpuMep HaCcTPOEK.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
paszesnoB BCE BbIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

Default routes mode

Backup A
1 i | Interface (wifi)

2| 1 . Mobile internet (sim1)
3|1 . Mobile internet (sim2)

Static routes

Target Mask Gateway Interface

Puc. 15. Bknagka Network, pasgen Routes

Default Routes Mode — pexwum pa6otsl WAN-NopToB:
+ Balance — pexum 6anaHCcupoBKu;
¢ Backup — pexum pe3epBrpoBaHus.

B pexxme Backup poytep pesepsupyeT nogkiodeHve mexay WAN-noptamu nocnefoBatesibHO U B
nopsagke, ykasaHHOM nosib3oBaresieM (CM. CUCOK nog nNyHKTOM Backup Ha pucyHke). C NoMOLLbHO
CTPEenoK 1 | MOXHO nepemellatb BbiopaHHbln WAN-nopT (Ha pucyHke «Wired Internet (WAN)») BBEpX
W1 BHN3 B 3aBUCUMOCTM OT NPUOPUTETOB NOJIb30BATENS.

B pexxume Balance poytep 6anaHcupyeT NCXOAALLMIA Tpadmk Mexay noptamu A1s yBeamyeHus
NPONYCKHOM CNOCOBHOCTN. [JaHHbIA peXUM OOCTYNEH TOMIbLKO NPU NOAK/HOHYEHUN poyTepa Yepes ABa
WAN-nopra.

Mocne Bbibopa pexrma pabotel WAN NopToB criegyeT nogpasaen HacTPonKy CTaTMYeckmx MapLupyToB,
Static Routes.
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Default routes mode

Backup

Static routes

Interface (wifi)
Mobile internet (sim1)

Mobile internet (sim2)

Mask Gateway Interface

192.168.2.5 2552552550 192.168.11 loopback w

lan
sim1

sim2
wifi

Puc. 16. HacTpoiika cTaTnyeckmx MapLupyToB

Jo6aBneHre HOBOro MapLUpyTa NPOMCXOANT MO KHOMKe + («NJ0C») B NEPBOM CTON6LEe Tabnmupl. A
yAaneHe MapLupyTa no KHOrMKe - («<MUHYC»), Takke B NePBOM CTON6LE, HO HANMPOTUB CTPOKN HEHYXXHOTO
MapLipyTa. HacTpoiikun MapLupyToB yka3aHbl B Tabnuue 5.12.

Tabnuua 18. HacTpoiikn MapLipyToB

Mone

Target

Mask

Gateway

Interface

OonucaHuve

IP-agpec unu NofceTb Ha3HAUEHUs MapLupyTa

Macka ceTtu
IP-afpec wnto3a mapLupyTa

Bbl6op nHTepdeiica, Yepes KOTopbIi byaeT paboTaTtb MapLUpyT
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5.2.8. Dynamic Routes (QUAGGA)

WHcTpymeHTOM ANns paboThl ¢ AMHAMUYECKOl MapLupyTusaumeli Ha poytepax iRZ saBnsieTcs naket
Quagga. lNogaepxmsaembie NpoTokosbl - BGP, OSPF.

Ha poyTepax iRZ cepuv R4 gnHammnyeckas mapLupytmsauus 4OCTynHa no ymonyaHuo. Ha poytepax iRZ
cepun RO 1 R2 TpebyeTcs yCTaHOBKa ONO/THUTENbHBIX NAaKeTOB.

TpebyeTcsa Bepcus npowwmsku 20.1 1 BbILLE.

HaunHas ¢ Bepcum npowmkm 20.6 ans poytepos cepun RO 1 R2 peannzoBaHa paboTa ¢ guHaMUYeCcKoi
MapLupyTM3aumnen yepes Beb-nHTepeiic. Ha ctpaHuue Network - Dynamic Routes pacrnonoxeHa
CCbl/IKa A/151 CKa4yMBaHMs apxunBa NakeToB, KOTOpPble TPebyeTcs yCTaHOBUTD.

Additional packages are required

Downloads:
guagga-0_99-v20_6.zip (RO/R2)

Puc. 17. CtpaHunua 3arpysku naketoB A5 poytepa cepum R2

Moapo6Hee 0 TOM, Kak yCTaHaBMMBaTh NakeTbl, MOXHO NpounTaTh B pasaesne Tools - Management.

BaxHo ycTaHaBnuBartb NakeTbl B TOM NOpsaiKe, B KOTOPOM OHW PacrosIoKeHbI.

Mocne ycTaHOBKM NOMb30BaTENO CTAHOBUTCA AOCTYMNeEH Be6-nHTepdeiic, B KOTOPOM NPeACcTaBieHbI
cnyx6bl BGPD — gemoH npotokona bgp, OSPF6D — gemoH npotokona OSPFv3 ans IPv6, OSPFD —
AemoH npoTtokona OSPFv2. MNMone ZEBRA npegHasHavyeHo A/1s HaCTPOWkM 6a30BOro sgpa Zebra.

[N HACTPOWKK CNyX6bl HYXKHO OTMETUTL COOTBETCTBYIOLLIEE TEKCTOBOE NO/e YeK60KCOM U 3ano/THUTh
€ro C MUCMOo/Ib30BaHNEM CUMHTaKcKca goaiina KoHgurypaumm.

MpyMep HacTPOeK NPUBELEH Ha PUCYHKE.

[nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLbl
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHeHHbIe HACTPOIKM GyayT COPOLLEHDI!
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PyKoBOACTBO N0 HaCTpoOiike poyTepos iRZ BcTpoeHHoe MO Bepcun @ INEKTPOHUKA
20.6.1

O BGPD

password zebra

1

access-list vty permit 127.0.0.0/8
access-list vty deny any

1

line vty

access-class vty

O OSPF6D

password zebra

!

access-list viy permit 127.0.0.0/8
access-list viy deny any

1

line vty

access-class vty

O OSPFD

password zebra

1

access-list vty permit 127.0.0.0/8
access-list vty deny any

1

line vty

access-class vty

O ZEBRA

password zebra

1

access-list viy permit 127.0.0.0/8
access-list vty deny any

1

line vty

access-class vy

Save

Puc. 18. MNprmep HaACTPOWKKN AMHAMUYECKOV MapLupyTu3auum no npotokonam: BGP, OSPF

39



@ ANIEKTPOHUKA

5.2.9. DNS Servers

Pa3gen DNS Servers Ha Bknagke Network npegHasHaueH gns ykasaHus agpecos DNS-cepsepos. Ha
puUcyHKe npeacTasfieH NpUMep HaCTPOeK C ABYMS agpecamMu.

[lnsi coxpaHeHus BbINO/THEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/HEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOpOLLEHbI!

DNS servers
7788838 Remove
8838 Remove

Puc. 19. Bknagka Network, pazgen DNS Servers

UT06bI 06aBUTb HOBbIN agpec Haxmute kHonky Add 1 snmwnTte IP-agpec DNS-cepsepa B
nosisuBLUeecs none. Ytobbl yAaMTb OGUH U3 apecoB, HAXXMUTE KHOMKY Remove HanpoTus noss
agpeca, KoTopblii HE0OX0AVMO YA UTb.
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Pasgen Switch Ha Bknagke Network npegHasHaveH gns ynpasneHus Ethernet-noptamu poytepa (LAN

1 WAN).

Ha pucyHke npeacTaBneH NnpMMep HacTpoiKy NopToB poyTepa iRZ cepun R4.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOIiKM ByayT cOPOLLEHbI!

PORT1

PORT2

PORT3

PORT4

Enable Speed Duplex Status
auto N4 Full W link:up speed:100baseT full-duplex
auto W Full v link:down
auto ~ Full ' link:down
auto W Full v link:down

Puc. 20. Bknagka Network, pasgen Switch

Tabnuua 19. HacTpoiikn mapLipyToB

Mone

Enable

Speed

Duplex

Status

OonucaHue
BkntoyeHne/BbIk0HEHNE paboThl nopTa

Bbi6op ckopocTu paboTbl nopTa: Auto (BbI6Op CKOPOCTK ycTpoicTBoMm), 10, 100,
1000 MéuT/c

Bbi6op pexvma paboTbl nopra:
* Full - nepegaya v nprem faHHbIX O4HOBPEMEHHO;

» Half — nepegaya v npuem JaHHbIX MO o4Yepeau.

WMHbopmauus o paboTe Kaxgoro nopra
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5.3. Pasgen VPNI/Tunnels

Moapo6Hyo NHPOPMALMIO O TYHHENSIX U X HACTOWKE MOXHO MPOYNTaTb B OTAE/TbHOM JOKYMEHTE
"PYKOBOACTBO MNMOJIb3OBATE/IAA. HacTpolika TyHHesnel Ha poyTepax iRZ" Ha caiiTe
www.radiofid.ru
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@ ANIEKTPOHUKA

5.4. Paspgen «Services»
5.4.1. DHCP

Pasgen DHCP Ha Bknagke Services npegHasHayeH a5 ynpasneHna DHCP-cepsepoM. Ha pucyHke
npeacTasneH npumep Hactpoiikn DHCP-cepBepa.

@ [lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YiITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLp
pa3fesnioB BCE BbINO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT c6pOLLEHbI!

Enable DHCP server

Local Interface Pool Start Pool Size

lan w 100 150

Static Leases

Hostname MAC Address IP
Leases
Host IP MAC Address Client ID Expiry Time
SU0000T 192 168.1.208 ef:40-f2:10:4c:h8 01:28:40-f2:10-4c:b8 2022-01-19 00:42:17

Puc. 21. Bknagka Services, pasgen DHCP

UT06bI BKNtoUnTE DHCP-CcepBep noctasbTe raniovky Hanpotus Enable DHCP Server n ykaxuTe
HacTpolikM gNs ero pa6oTsbl.
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Ta6nuua 20. Hactpoiikn DHCP

Mone OnucaHue

Bbi6op nHTepdeiica Ha koTopom byaet pabotatb DHCP-cepsep: LAN, LAN1,
Wi-Fi (koimuyecTBo NOPTOB Ha BbIGOP 3aBUCUT OT HACTPOEK JI0KaSIbHON ceTu
Local Interface poyTepa n HacTpoek Wi-Fi)

AZpec, C KOTOpPOro HaYHeTCAa AvanasoH pasgaBaeMbixX agpecos. Hanpumep, ons

yKasaHusa gnanasoHa c agpeca 192.168.1.100 (rae, Hanpymep, 192.168.1.0 —

ajpec ceTu, B KOTOPOiI paboTaeT yCTPOMCTBO) U Bbille, HEOOXOAUMO YKa3aTb
Pool Start 3HayeHue yeTBepToi cekyum (100)

Pasmep pasgasaemMoro apecHoro npoctpaHcTea. Hanpumep, npu Pool Start =
100 HeobxoaMMO pa3gatb agpeca ¢ 192.168.1.100 no 192.168.1.250 (150

Pool Size ajpecos), Torga HeobxoanuMo ykasaTtb 3HadeHue 150.
Static Leases MpuBA3ska IP-agpeca k onpeaeneHHoOMy CETEBOMY YCTPOCTBY
Hostname Vims ycTpolicTBa (Mpon3BobHO, Ha BbIGOP NO/b30BaTesNsl)

MAC-agpec, no KOTOpOMY UAeHTUhMLMpyeTCA YCTPONCTBO 1 Ha3HavaeTcs |IP-
MAC Address agpec

P IP-agpec, KoTopblli Ha3HavaeTcs npu naeHtTudunkaum MAC-agpeca

[Job6aBneHne HOBOro agpeca B nogpasaen Static Leases nponcxoguT No KHomnke + («M/ioc») B NepBoM
cTon6ue Tabnuubl. A yaaneHue agpeca rno KHomke - («<MUHYC»), Takke B NepBom cTon6Le, HO HanpoTUB
CTPOKM HEHYXHOro agpeca. OnuncaHus napaMmeTpoB yKasaHbl B TabnuLe Bbille.

Static Leases

Hostname MAC Address IP

- debian FF:FF:FF:FF:FF:FF 192.168.1.3

Puc. 22. Yka3zaHune IP-afpecoB BpyUHyHo
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Moapasaen Leases npegHasHaueH 405 NpeacTas/ieHns nHgopmaumm o BblaaHHbIX IP-agpecax
K/IMeHTam oT BCTpoeHHoro DHCP-cepBepa poyTepa, ec/in OH BK/IlOUeH. Ha pucyHke npeacTas/ieH
npumMep CTpaHULbI.

Host IP MAC Address Client ID Expiry Time

SU00007 192.168.1.208 ES:40:F2:10:4C:B8 01:28:40:f2:10:4c:b3
Puc. 23. Bknagka Tools, pasgen DHCP Leases

Tabnuuya 21. NHopmaunsa o DHCP Leases

Mone OnucaHue

Host Mma xocTa

IP BblgaHHbIN IP-aapec xocTy

MAC Address MAC-agpec faHHOro KnueHTta

Client ID M AeHTMNKALUMOHHBIA HOMEp KNeHTa

[arta n Bpems, nocsie KOTOPOro y K/IMeHTa NCTeKaeT akTyas/lbHOCTb BblAaHHOIO
Expiry Time cepsepom IP-agpeca
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5.4.2. MAC Filter

Pasgen MAC Filter Ha Bknagke Services npegHasHayvyeH A/1a yCTaHOBKU W HAaCcTpolikn hunstpa no MAC-

agpecam To/bKO A/1s1 poyTepoB ¢ mogynem Wi-Fi. Ha pucyHke npegcTaBieH npyMep HacTpoikn
dunbTpa.

@ [lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pa3fesnoB BCE BbIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

Enable MAC Filter
Filter Mode

@ Black list 7 White list
MAC list

Comment MAC

- Motebook Aser 51 00:0c:35:1a:18:11

Puc. 24. Bknagka Services, pasgen MAC Filter

UTo6bl 3aaeiicTBoBaTb OUNLTP, NOCTaBbTe rasiouky Hanpotie Enable MAC Filter. Janee Heobxoanmo

OyAeT BblbpaTh NPUHLMM, N0 KOTOPOMY ByaeT paboTaTb ounsTpaums, BbiopaB 04HO U3 3HAYEHUI B
nogpasgene Filter Mode:

* Black List — agpeca, ykasaHHble B Tabnumue MAC List 6yayT 6110KMpoBaTbCs, CO BCEMU OCTas/IbHbIMU
agpecamu pabota 6yaeT paspeLueHa;

* White List — pa6oTta c agpecamu, ykazaHHbIM1 B Tabnmue MAC List 6yaeT paspelueHa, Bce
ocTasibHble agpeca 6yayT 6/10KMpoBaThbCs.

[ob6asneHne HoBoro agpeca B Tabnuue MAC List npomcxoanT no KHOMKe + («naic») B NepBoM CToNo6Le
Tabnuubl. A yaaneHve agpeca rno KHOmMKe - («<MUHYC»), TaKkkKe B NepBOM CTON6LIE, HO HANPOTUB CTPOKM

HeHyXHoro agpeca. MAC-agpec Heobxoanmo BnvcbiBaTh B nosie MAC, a nosie Comment cnyxuTt ans
KOMMEHTapueB.
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5.4.3. Firewall

Paspgen Firewall Ha Bknagke Services npegHasHayeH A1s HaCTPOMKM MEXCETEBOrO 3KkpaHa
(chaiiponna). Hactpolikn pa3duTsl Ha nATb noarpynn: Default Actions, Zones list, Allowed forwards,
User Firewall Rules, Firewall. Ha pucyHke Hmxe npeacTtaBneH npuMep cTaH4apTHOM HACTPOKM
MEXCETEBOr0 3KpaHa.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YiITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLp
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHeHHbIe HACTPOIKM GyayT COPOLLEHBI!

Default Actions
Zones list

Allowed forwards
User Firewall Rules
Firewall

+ .
Firewall Rules

Allow-DHCP-Renew

wan —
Edit
UDP protocol ACCEPT -
_ | Allow-Ping .
wan —
Edit
ICMP protocal ACCEPT -
B Unnamed .
wan —
Edit

TCP protocol ACCEPT

Puc. 25. Bknagka Services, pasgen Firewall

Default Actions

Moarpynna HacTpoek Default Actions onpeaensieT rnobasbHble YCTaHOBKM (haiipBosia, KoTopble He
npuHagexart Kakum-nnbo KOHKPETHbIM 30HaM.

BbI60p r1106@/1bHbIX YCTAHOBOK OCYLLECTBANETCH COOTBETCTBEHHBIM BbIGOPOM B HEOOXOAMMOM NOJe.
Moneii Tpu : Input — oTBEYAET 3a AECTBUS Haf BXOAALWMM Tpadhmkom AaHHbIX; Output — oTBEeYaeT 3a

[encTBus Hag, ncxogawmm Tpadmkom AaHHblx; Forward — oTBeyaeT 3a AeliCTBUS Ha NPOXOAALLUM
yepes firewall TpacmkoM faHHBIX.

HacTpoiiku no ymon4aHuto gaHHoM cekuum NpeacTaB/ieHbl HA PUCYHKE HUXKE.
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Default Actions

Input Output Forward

REJECT v ACCEPT v REJECT v

Puc. 26. Bknagka Services, pa3gen Firewall, HacTpoliku Default Actions

Zones List

Moarpynna HacTpoek Zones List oTBeyaeT 3a pa3bueHne Ha 30Hbl, B KOTOPbIX MOXHO 06bEANHATD
nHTepdpeicbl mexay coboi 1 HasHayaTb NpaBu/ia 415 BXOAALLETO, MCXOASLLEro U nepeHanpasnsemMoro
Tpadgmka. BbI6Op HECKOBKNX MHTEPIENCOB B O4HOW 30HE OCYLLECTBASIETCA C MOMOLLbIO 3aXaToW
knaeuwwm Ctrl. lobaBneHne NpaBuna OCYLLECTBSIETCA NOCPEACTBOM KHOMKK + («M/IHOC»), a yaaneHne —
KHOMKOW - («MUHYC»). HacTpoiKn 30H NpeAcTaB/eHbl B TaGNNLE HUXE.

Tabnuua 22. HacTpoiikvi npasun A/1s 30H

Mone OnucaHue
Zone Name Ims 30HbI (MO ymonyaHuto, aAse 30Hbl — LAN 1 WAN)
Interfaces Bbi6op MHTepdelicoB poyTepa, KOTopble ByayT BXOAUTb B 30HY

Bibop geiictBus gns Bxogsawero Tpaduka: Accept — npvHuvaTthb, Reject —
Input OTKNOHATL, Drop — ot6packiBatb, Notrack — He oTcnexuBsarhb.

BbiGop aelicTBus 4515 ucxogsilero Tpadgmka: Accept — npuHuMaTh, Reject
Output — OTK/I0HATb, Drop — otT6packiBath, Notrack — He oTcrexuBaTh.

Bbibop AeiicTBust g5 nepeHanpasnsiemoro Tpagvka: Accept — npuHUMaTh,
Forward Reject — oTkNoHATL, Drop — oT6packiBath, Notrack — He oTcnexuearsb.

BktoueHne/BbIKNIOYEHNE MACKMPOBKN Tpadnka, TO eCTb paboTbl CNYXObI
Masquerade NAT
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ACCEF w

ACCEPT
REJECT

DROP
NOTRACK

Puc. 27. BapwaHT Bblbopa feincteuii Ansa tpadmka

Zones list

MTU

+ Zone name Interfaces Input Output Forward MASQ Fix

- lan :UUFhECk ACCEF w ACCEF ~ ACCEF w ] O
an
sim1
sim2 -

o

- wan lan “ REJECT ACCEF ~ REJECT w
sim1
sim2
wifi

Puc. 28. Bknagka Services, pasgen Firewall, HacTpoliku Zones List

Allowed Forwards

Moarpynna HacTpoek Allowed Forwards oTBeyaeT 3a KOHTPONb Tpadurka Mexay 30Hamu, KoTopble
co3pgatoTcs B nogrpynne Zone List.

MOXHO pa3peLunTb NepeHanpasneHne Tpadmka OT O4HOT0 NHTepdherica K Apyromy, eciv pacnpegenmntb
3T MHTepAIEliCbl B pa3/iMyHble 30Hbl. Hanpumep, B HacTpolikax Ha pucyHke B 30Hy LAN BxoasT
nHTepgoeicol LAN, a B 30Hy WAN — SIM1, SIM2. MNMpasuno «LAN - WAN>» o3Ha4yaeT, 4To Tpadiuk
nHTepgeiicos LAN (nokanbHble NOPTbI) paspeLleHo nepeHanpasisaTb Ha MHTepdeiicbl SIM-kapT. 3T0
npasunIo CO34aHo N0 YMOYaHWIo, 1 ecnu ero yopartb, To nepegaya Tpaduka oT N10KasbHbIX MOPTOB B
30HYy WAN cTaHeT HEBO3MOXHOIA.

[o6aBneHre npaBun OCYLLECTB/ISETCA NOCPEACTBOM KHOMKM + («MNJIH0C»), @ YAa/ieHne — KHOMKOA -
(«MmMHyC»). HacTpoiikn npaBun npeacTaB/eHbl B TabmLe HUXE.

Allowed forwards

Source Destination

- lan w wan ~

Puc. 29. Hactpoiikn Allowed Forwards
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Tabnuua 23. HacTpoiikv npaBu 4s1s Hanpas/ieHWuin

Mone OnucaHue

Bbi6op nHTepdieiica, KOTopbI ByaeT ABATLCS
Source WCTOYHMKOM Tpacpmka

Bbi6op MHTepdielica, KOTOpbIA ByaeT NPUEMHUKOM
Destination Tpadmka

User Firewall Rules

Moarpynna HacTpoek User Firewall Rules npegHa3HaueHa A5 BHECEHUS LiernoYek npaewa B popmare
iptables. Ha prcyHKke HWXe NpeacTaB/eH NPUMep HaCcTPOKM NpaBusa, NO3BO/ISOLLEN0 OTKPbITb AOCTYN
K web nHTepdoeiicy poytepa co ctopoHbl WAN 30HbI. [MpaBuia NULLYTCS ¢ KNaBmaTypbl B IEBOE MoJie
HacTpoek. [laHHoe nosie MOXHO YBe/MunBaTh B pasmepax, NoTsHYB 3a HVKHWIA NpaBblii yros nons.
CnpaBa OT Mo/t HACTPOEK eCTb MHIDOPMALMOHHAs Tabnnuka ykasaHusM KOTopoii cneayet
PYKOBOACTBOBATLCA MPU HANMCaHUN COBCTBEHHBIX Lienovek npasuil.

User Firewall Rules

# This file is interpreted as shell SCFiFIT. Please use follow custom chains:
# Put your custom iptables rules here, they will

# be exscuted with each firewall {re-)start. e )
- prerouting_rule for PREROUTING rules
. . - postrouting_rule for POSTROUTING rules
# Internal uci firewall chains are flushed and recreated on reload, so
# put custom rules into the root chains e.g. INPUT or FORWARD or "filter” table:
into the - ipput_rule for INPUT rules

- output_rule for OUTPUT rules

# special user chains, e.g. input_wan_rule or postrouting_lan_rule. ; :
- - - - - forward_rule for FORWARD rules

Pg

Puc. 30. Bknagka Services, pasgen Firewall, Hactpoliku User Firewall Rules

Firewall

Mopgrpynna HacTpoek Firewall oTBevaeT 3a co3gaHue npasus 418 MeXCeTeBoro akpaHa. Npasuna
3aalTcs 4519 ceTeBbIX MPOTOKO/I0B U MHTepdheiicoB. HanprMep, ykasbiBaeTcs HarnpaB/ieHne ABWKEHUS
yepes nHTepdeiickl — «wan(all:all) — (all:68)» (Bce agpeca n nopTbl OT 30HLI WAN Ha BCe OCTasIbHblE
agpeca c noptom 68), npotokon — UDP, u aelictBune — «Accept» (NnpuHMMaTh 1 obpabaTbiBaTb).

Joo6aeneHrie npaBu OCYLLECTB/ISIETCS NOCPEACTBOM KHOMKM + («MJIH0C»), @ YAa/IEHNe — KHOMKOWA -
(«MuHyC»). [Ins pefakTpoBaHNUs NpaBu UCMOMb3YeTCs KHomnka «Edit» HaNpoTYB COOTBETCTBYIOLLETNO
npasuna. ViameHeHne npuopmTeTa NpaBusl, TO eCTb NOMOXEHNE B O4YEPEAU BbINOSIHEHNWS, TAe cHa4ana
BbINOJTHAOTCSA «BEPXHME» MPaBUsa, OCYLLECTBAETCS C MOMOLLI CTPEOK 1 |
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Firewall

* Firewall Rules

Allow-DHCP-Renew
wan —

Edit
UDP protocol ACCEPT -
Allow-Ping
wan —

Edit
ICMP protocel ACCEPT M

Auto-OpenVPN-access

—

Edit
UDP protocol ACCEPT -

Auto-GRE-access

—

Edit

GRE protocol ACCEPT

Puc. 31. Hactpoliku Firewall

Mo ymonyaHuio poyTtep Bce Bxoasiwue nogkitoveHns ¢ WAN-uHTepdeiicoB 6noKMpyeT, MO3TOMY B
pasgene yxe npucytcTeyeT Asa npasuna «Allow-DHCP-Renew» 1 «Allow-Ping». lNepBoe npasunio
No3BO/IAET NosyyaTb poyTepy agpeca ot BHewHero DHCP-cepBepa, a BTOpoe M0o3BOJIAET NPOBEPATh
poyTep Ha AOCTYNHOCTb U3 BHELLHE CeT! NOCpeAcTBOM ping-3anpocos.

Mpun o6aBneHn HOBOO NpPaBusia WY PefaKTUPOBAHNK YXKe CYLLIeCTBYIOLLErO NPaBusia, HacTPOKK
OTKPbLIBAOTCA B HOBOM OKHE.

Edit firewall rule: Allow-DHCP-Renew

Name

Allow-DHCP-Renaw

Source

Zone IP Port
wan v 0.0.0.0/0
Destination
Zone IP Port
Any v 0.0.0.0/0 68
Protocol Target
udp v ACCEPT ~

Puc. 32. PegaktnpoBaHue npasuna Firewall
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Tabnuua 24. HacTpoiikn npaBus Ans MeXceTeBoro akpaHa

Mone

Name

Source

Destination

Zone

Port

Protocol

Target

OnucaHue

HasBaHuve npasuia (Mpon3BO/IbHOE UMS Ha BbIOOP Nosb30BaTesis)
Mopgpasnen, KOTopbIil OTBEYAET 3a HACTPOIKY UCTOYHUKA Tpadnka
Moapasnen, KOTopbIl OTBEYAET 3a HACTPOIiKY NpUeMHMKa Tpadmka
BbI60p 30HbI, 47151 KOTOPOI co3gaeTca NpaBwuio. Any — nitobast 30Ha

Beog avanasoHa IP-apecoB, Ha KOTOpble ByAeT pacnpocTpaHAaTCA NpaBuo.
Appeca BBogsaTcs B hopmate «0.0.0.0/0», B KOTOPOM, Hanpumep,
«192.168.0.25/150» 03Ha4aeT, YTO NPaBW/IO pacnpocTpaHsaeTcsa Ha Anana3oH
afgpecos o1 192.168.0.25 g0 192.168.0.150. Ecniv 3HayeHne He yKasbiBaTb, TO
npasuno pacnpocTpaHsieTcs Ha nboin agpec

BBog nopTa, Ha KoTopblit 6yaeT pacnpocTpaHsaTbesa NpaBuno. Ecnv 3HaveHne He
yKasblBaTb, TO NPaBW/IO PacnpocTpaHsieTcs Ha /ito6oli nopT

BbI60p NPOTOKO/A, Ha KOTOPbLIN ByAeT pacnpocTpaHsaTbLCsA NpaBuio

Bbi6op pgelicteusa gns Tpacmka: Accept — npuHumMats, Reject — oTk1oHATL, Drop
— ot6pacbiBatb, Notrack — He oTtcnexmsarb, DSCP — mapkupoBaTb Tpaduk gns
TOro YTO6bLI K HEMY MOXHO NpUMeHATL Npasuia QoS (pasaen Services —
Queues)

Mocne BbINOMHEHUST HACTPOWKM, YTOBLI COXPaHUTL BHECEHHbLIE U3MEHEHUS], HAXXMITE KHOMKY Save Changes.
UT06bI 3aKPbITb OKHO 6E3 COXPAHEHWSI U3MEHEHWIA, HAaXMUTE KHOTKy Close.
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HacTtpoiika QoS

[na pa6oTel ¢ QoS B noarpynne HacTpoek Firewall HacTpavBaeTcs HanpaseHve u npasunia
MapKMpoBKM Tpaduka. [1s 3Toro nocsie 3anosIHEHNS OCHOBHBbIX MOJEN HYXHO B pasgene Target
Bbl6paTb DSCP 1 3aTeM B BbinagatoLlem meHto ykazaTtb DSCP Mark

DSCP Mark

OnpegeneHo Tpu knacca DSCP mapkupoBku: no Bo3moxHocTtu (BE - best effort unn DSCP 0), cpoyuHas
poctaBska (EF - Expedited Forwarding), rapaHTupoBaHHas foctaBka (AF - Assured Forwarding).

[ns rapaHTMpoBaHHOI goctaBkn (AF) onpegeneHo veTbipe knacca. OHW HaunHawTes ¢ AF u aanee age
undpsl. Mepeas undpa onpegensietT AF knacc 1 NpMHUMaET 3HavyeHus oT 1 go 4. Bropas undpa
onpefensieT ypoBeHb BEPOSATHOCTM cOpoca nakeTa B npefesnax Kaxaoro kiacca v npuHMMaeT 3HaueHus
oT 1 (MUHMMasIbHas BEPOATHOCTL cobpoca) Ao 3 (MakcMmasibHas BEPOSATHOCTbL COpoca).

B foNoNHeHKe K 3TM TpeM ONpeeieHHbIM KlaccaM CyLLLEeCTBYIOT KOAbI CeniekTopa knaccos (class
selector code points), koTopble 06paTHO coBMecTUMbI € IPP (CS1-CS7 naeHTnYHbI 3Ha4eHnsam 1-7 IPP).

Tabnuua 25. Kogbl cenektopa knaccos (class selector code points) gna DSCP

Class selector name IP Precedence name
Default / CSO Routine

Cs1 Priority

Cs2 Immediate

Cs3 Flash

CS4 Flash Override

CS5 Critic/Critical

CsS6 Internetwork Control
Cs7 Network Control

[Janee B pa3gene Services — Queues HE0OX0AMMO HACTPOUTL UHTEPAIENC 1 NPaBK/Io, MO KOTOPOMY
6ynet obpabaTtbiBaTbCA NcxoasALWmii Tpadrk ¢ 3agaHHOro UHTepdeiica.

Mocne BbINOMIHEHWSA HACTPOIKU, YTOBbI COXPaHWUTb BHECEHHbIE N3MEHEHUS, HaXMUTE KHOMKy Save Changes.
UT06bI 3aKpbITb OKHO 6€3 COXpaHEeHUs1 M3MEHEHMI, HaxkmuTe kHornky Close.
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5.4.4. Port Forwarding

Pazgen Port Forwarding Ha Bk/afke Services npefHasHaueH [i/is HACTPOIKK Npo6poca NopToB Co
cTopoHbl WAN-nHTepdeiica Ha fokasbHble NopTbl poyTepa. Ha pucyHke npeacTasfieH npumep

HaCTPOWKMN.

[Jo6asnieHne npasun Npobpoca OCyLLECTBIAETCA NOCPECTBOM KHOMKY + («MJIH0C»), a yaaneHme —
KHOMKOW - («<MUHYC»).

[na coxpaHeHns BbINOMIHEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. Mpu nepexoge Ha Apyrve CTpaHuubl
pa3aenoB BCe BbINO/THEHHbIE, HO HE COXPaHEHHbIE HACTPOMKM ByayT COPOLLEHbI!

From

wan

To

lan

Src Address Src Port Protocol
TCP v Delete
Dst Address Dst Port Comment

Puc. 33. Bknagka Services, pasgen Port Forwarding

Tabnumua 26. HacTpoiikv npaeua npo6poca NopToB

Mone

From

Src Address

Src Port

Protocol

To

Dst Address

Dst Port

Comment

OnucaHue
Bbi6op 13 Kakoii 30HbI Firewall 6yaeT ocyLlecTBAsTLCS Npo6Gpoc

YkasblBaeTcsi oguH IP agpec, ¢ KOToporo 6yAeT paspelleHo NoAKIoUeHme K
JaHHOMY nopTy. Ecnu orpaHnumBaTh AOCTYN K NOPTY HEOGXOAMMOCTU HET —
nose cneayert oCTaBUTb MYCThIM

MopT NCTOUHKKA TpaduKa, KOTOPbI «NPOCNYLLMBAET» POYTEP Ha MOMbITKA
YCTaHOBKM COeMHEeHUs

Bbi6op npoTokona, Ha KoTopblil 6yAeT pacnpocTpaHaTbes npasuno: TCP, UDP,
TCP/UDP (06a npotokona) nnn ALL (npegHasHayeH gnsa opraHnsaunm DMZ
30Hbl)

Bbi6op B Kakyto 30HY Firewall 6yaeT ocyecTBnsaTbCA Npobpoc

BBog, IP-afpeca npvemHuka Tpadomka, Ha KOTopblii poyTep 6yaeT nepecbinatb
nakeTbl

MopT NpMemMHMKa Tpadgvika, Ha KOTopbIii poyTep GyAeT nepechlyiaTh NakeTbl

Mone gna kommeHTapus
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@ ANIEKTPOHUKA

Pasgen VRRP Ha Bkiagke Services npefHasHavyeH Anasi HacTpokm ceteBoro npotokona VRRP,
NPUMEHSEMbIR ANS YBeNMYeHNs 4OCTYNHOCTU MapLUpYTU3aTOPOB, BbIMOMHSAIOWMX Posib LW/IK3a No

YMO4aHUIo.

Mo cyTun, co3gaercs OAuH BUPTYaslbHbIN MapLupyTm3aTop (poyTep) Ha 6a3e HECKOMBKMX hM3NYECKNX
poyTepoB, 419 KOTOPbIX HA3HAYaeTCs OA4MH o0bWwuid IP-afpec, NCnonb3yemblid, Kak L3 Mo yMoNYaHuio
[ONS KOMMbIOTEPOB B ceTu. MpenmyLecTBo BUPTyaslbHOro MapLUpyTM3aTtopa B 60bLuell HagexXHoCTH
y3na, Befib €C/iM OfMH U3 poyTepoB BbIAAET U3 CTPOS, Y3en Ha 6a3e BUPTyalbHOr0 MapLupyTmu3aTopa
NPOAOC/IXUT PYHKUMOHMpPOBAaTb. Ha pucyHke npeacTasneH npumep HacTpolikn VRRP.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pasfesnoB BCE BLIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOpOLLEHbI!

Enable VRRP

Interface

lan

Virtual IP Address
192.168.1.200

Virtual Server 1D (1-2535)

123

Virtual MAC

Do not set v

Check Interval (sec)

30

Priority (1-255)
20

Puc. 34. Bknagka Services, pasgen VRRP

Uto6bl BKNoUMTb VRRP, nocTtaBbTe rasiouky Hanpotus Enable VRRP 1 3agaiiTe COOTBETCTBYHOLLME

HaCTPOKN.

Tabnuua 27. HacTpoiikvi npasun npobpoca nopToB

Mone

Interface

Virtual IP Address

Check Interval (sec)

Router ID

OonucaHue

Bbi6op nHTepdeiica, yepes KOTopbIn byaeT
paboTtatb VRRP. None — H14ero He ucnosib30Batb
nnn LAN — yepes lan noptbl

IP-appec, KoTopbIii 6yAeT cnosib3oBaTbCcs A
BUPTYasIbHOIO MapLupyTm3aTopa

WHTepBan BpeMEHW B CEKYHaX, Yepes KoTopblit
6yAeT NPoBepsiTbCA [OCTYNHOCTb Master-
mapLipyTusaropa

LincbpoBsoii ngeHtTudpmkaTop poytepa, sHayeHme
oT «1» A0 «255»
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Tabnuua 27. HacTpoliku npasua npobpoca nopTos

Priority

MpropuTeT BUPTYaUIbHOrO MapLIpyTU3aTopa,
KOTOpbI OTNPaBAseT NakeT, 3Ha4YeHne oT «1» Ao
«255». Uem 60nbLue undpa, TeM Bbille
npuoputet (255 — Master, 1-254 — ocTaibHble
MapLipyTusaTopsl, 0 — Beixog Master-
MapLupyTusaTopa 13 rpynnbi)
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5.4.6. Network Time Protocol

Pasgen Network Time Protocol Ha Bknagke Services npegHasHavyeH A/ HaCTPOMKM TEKYLLEro
BPEMEHW Ha ycTpoiicTee. B none Time Source (MCTOYHMK AaHHbIX O BPEMEHW) MO3BOJSET BbliOpaTh
€nNocob6 yCTaHOBKM TEKYLLETO BPEMEHM:

¢ NTP — aBTOMaTUYECKMNIA PEXMM, B KOTOPOM YCTPOICTBO ByAET nonyyatb AaHHbIE O TEKYLLEM
BpeMeHU OT BHeLLHNX cepBepoB — NTP;

¢ Manual — yCTaHOBKa BpeMeHN B Py4YHOM peXxnme, Ha OCHOBE AaHHbIX, BHECEHHbIX MOJIb30BaTE/IEM.

Ecnu B none Time Source BbiGpaH pexum Manual, To 4118 HacCTpolikv BpemMmeHn Heobxo4MMo BHECTH
JaHHble B COOTBETCTBYOLME nons: rog (none Year), mecsy, (Month), neHs (Day), yac (Hour), muHyTa
(Minute), yacoBoli nosic (Time Zone).

Ha pucyHKe HXe npeacTaBneH NpuMep HAcTPOVKM BPEMEHU B PYUYHOM PEXUME.

[Lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLb
pasfenoB BCE BbIMNO/HEHHbIE, HO HE COXPaHEHHbIe HACTPOWKM GyayT COPOLLEHBI!

Time Source

Manual v
Year Month Day Hour Minute
2021 03 02 1 53
Time Zone
GMT-12 v

Puc. 35. HacTtpolika BpeMeH/ B py4YHOM pexviMe

Ecnu B none Time Source Bbi6paH pexum NTP, To 415 HACTpoikM BpeMeHn Heobxoaumo ykasarthb |P-
ajpeca Wiv oOMeHHble nMeHa 4518 ABYX BHelWwHX NTP-cepBepoB, € KOTOpbIX OyAyT 6parbCcs AaHHble O
TeKyLLeM BpEMEHU: OCHOBHOW cepBep yka3biBaeTcs Primary NTP Server, a BTOpocTeneHHbIli cepeep —
Secondary NTP Server. 10 ymonyaHuio B 3TUX NONSAX yXe ykasaHbl cepBepa BpeMeHu, UCNo/b3yeMble
B onepauuoHHoii cucteme OpenWRT no ymonyaHuio. JonosHWTeIbHO yKa3biBaeTCs YacoBasi 30Ha B
none Time Zone, ecnun poyTep HaxXoAUTCA B OT/IMYHOM YACOBOM MOsICe OT CepPBEPOB.

Takke Ha 6a3e poyTepa MOXHO co34aTb COO6CTBEHHbI NTP-cepsep. [151 3TOro HacTpoTe NnapameTpsbl
BPEMEHW 1 NocTaBbTe rasioyuky HanpoTns Enable NTP Server. B 3ToM ciyyae K/IMEHTbI JIOKa/IbHOW CEeTu
poyTepa, 4To6bl NosyyaTb AaHHbIE O TEKYLLEM BPEMEHW OT 3TOr0 CepBepa, AO/MKHbI YKa3biBaTb B
HacTpolikax BPEMEHW B NOJe C yKazaHWeM cepeepa ajpeca 3Toro poyrepa.

Ha pucyHke HuXe npeAcTas/ieH NpMMeEpP HACTPOIKM BPEMEHN B aBTOMATMYECKOM pPeXUMe.

[nsi coxpaHeHUst BbINO/IHEHHbIX HACTPOEK UCTONb3YIiTe KHOMKY Save. Mpy nepexoae Ha Apyrue CTpaHuLbl
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHEHHbIEe HACTPOIKM GyayT COPOLLEHBI!

57



PyKoBoACTBO N0 HacTpoiike poyTepos iRZ BcTpoeHHoe MO Bepcun @ INEKTPOHUKA
20.6.1

Time Source

NTP ~
Primary NTP Server Secondary NTP Server
0.openwrt.pocl.ntp.org 1.openwrt.pool.ntp.org
Time Zone
GMT-12 -

O Enable NTP server

Save

Puc. 36. HacTpoiika BpemMeHy B aBTOMAaTUYECKOM pexume
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5.4.7. Zabbix Agent

Pasgen Zabbix Agent Ha Bknagke Services npegHasHayeH A1 HACTPOWMKMN MOHUTOPMHIa paboTsl
CepBePOB 1 CETEBOI0 060PYL0BaHMS.

Ha poyTtepax iRZ cepuit RO, R2 n R4 ans Hayana pa6otbl ¢ areHTom Zabbix TpebyeTcsl ycTaHOBUTb
Heob6xoayMble NaKeThl.

Ha poyTepe gomkHa 6biTb YCTaHOBEHA Bepcus npowwmBky 20.6 1 Bbille.

Additional packages are required

Download zabhix_agentd.ipkg for R4

Puc. 37. YctaHoBka Zabbix Agent

UTo6bl HaYaTb paboTy ¢ areHToM Zabbix, noctasbTe rasiouky Hanpotus Enable Zabbix, a 3atem
BBEAUTE COOTBETCTBYIOLLME HACTPOMKM (CM. Tabnuuy ).

[nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pa3faesnioB BCE BbINO/IHEHHbIE, HO HE COXPAHEHHbIE HACTPOliKM 6yayT c6POLLEHbI!

Ha pucyHke fanee npvBeaeH NpuMep HacTPOEK.

Enable Zabbix

Hostname

IRZ Router

Passive Checks

Server ListenPort ListenlP TLSAccept

P or Doma 10050 P Ad r Network unencrypted e
Active Checks
ServerActive ServerActivePort SourcelP TLSConnect

P or Domain P Address unencrypted v

Downloads:
Zabbix Server Template

Save

Puc. 38. HacTtpolika Zabbix Agent
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[ns ynpoleHns npoliecca HacTpoiiku Zabbix-cepBepa v go6aBneHusi crpynnupoBaHHbIX 3/1EMEHTOB
[JaHHbIX NPV CO3AaHNM Y3/0B CETU
ckavaiiTe ¢ poytepa wabnoH (Download Zabbix Template).

Tabnuua 28. HacTtpoiika Zabbix Agent

Mone

Hostname

Passive Checks

Server
ListenPort

ListenIP

TLSAccept

Active Checks

ServerActive

ServerActivePort

SourcelP

TLSConnect

OonucaHuve

YHUKasIbHOe, PEerMcTpo3aB1MCcMMOe UMS XocTa.
TpebyeTcsi A1 aKTUBHbIX MPOBEPOK 1 [O/MKHO COBMaaTh C MMEHEM y3/1a CeTH
yKa3aHHOM Ha cepBepe.

IP agpec (wnn umsa xocta) Zabbix-cepsepa.
Bxogsuwme coerHeHna 6yayT NPUHUMATLCA TOSbKO C XOCTa yKasaHHOro B 3TOM
cnucke.

ATeHT 6yaeT crylaTh 3TOT NOPT A/1s NOAKMOUEHniA ¢ cepBepa.
AreHT GyaeT cnylaTth yKasaHHbIn agpec.

Kakune npuHMmatoTcsi BXoAsLLME NOAKMHYEHUS. Vcnonb3yeTcst NacCMBHBLIMM
npoBepkamu. MOXHO ykasblBaTb HECKO/bKO 3HAUEHWiA, pasaeneHHbIX 3ansToi:

e unencrypted - npMHMMaTb NOAKOUYEHNS 6e3 LWNdpoBaHNS (MO YMOHaHMIO)
e psk - npyHMMaTb nogknyeHus ¢ TLS u pre-shared kntovem (PSK)

e cert - npyHUMaThL noAxaodeHuns ¢ TLS n ceptudpmkarom

IP agpec (unn nms xocta) Zabbix-cepeepa 15 akTUBHbIX NPOBEPOK. Ec/in
napameTp He ykasaH, akTUBHble NPOBEPKN OTK/HOUYEHbI.

MopT Zabbix-cepBepa A7 aKTUBHbLIX NPOBEPOK. EC/N NopT He yKasblBaeTcs, To
1CMNO/b3yeTcs NOPT N0 YMOMHYaHMIO.

JlokanbHbIl IP agpec Ans nexoaswmnx nogkatoueHuin.

Kak areHT fo/mkeH coeamHATbeA ¢ Zabbix-cepsepom niv npokcu. cnonb3yetcs
aKTUBHbIMU NpoBepKamn. MOXHO ykasaTb TO/IbKO OHO 3HAYeHue:

e unencrypted - nogkntoyatbca 6e3 wudgpoBaHus (N0 yMON4aHuio)
e psk - nogkntovarbes, ncnonb3ysa TLS m pre-shared kntovem (PSK)

e cert - nogknoyaTbCA, ncnonb3ys TLS n ceptudmkar

O6s3arenbHble HacTpolikmn Tonbko Hostname u Server(PassiveCheck).
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Mocne BbibOpa TUNa 3awmngpoBaHHOIO Noax4YeHns Kk Zabbix-cepBepy NosBnsATCA nNons gns
[06aBNeHNss He0BXOANMbIX CEPTUIINKATOB U KITHOUEA.

Encryption

TLSCAFile

c
g
|
)

0]
o)
]
-~

1]

(=
=
g
=
%)
-~
0

c
i
k |
0]
o)
]
-~
1]

TLSServerCertlssuer TLSServerCertSubject

Puc. 39. Hactpoliika Zabbix Agent, Encryption

Mpu BbIGope psk 3ano/HAETCS TOMBKO:

Pre-shared ko4 areHTa, ucnosb3yeTcs Ans 3awmngpoBaHHbIX COeANHEHW C
TLSPSKFile Zabbix-cepepom.

CTpoka nageHTtudpumkatop pre-shared kntoya, UCNosnb3yeTcs 4/
TLSPSKIdentity 3almndppoBaHHbIX coeanHeHuii ¢ Zabbix-cepepom.

Mpu BbIGOPE cert 3anonHsieTcA:

CepTtudonkart BepxHero yposHsi CA(K) ansa sepudpmrkauumn ceptudukara yana,

TLSCAFile - ncnonb3yetca Ans 3awmnpoBaHHbIX coegnHeHN mexay Zabbix
0653aTensLHo KOMMOHeHTamu

TLSCertFile - CepTundonkar nnm Lenoyky cepTudnkaTos, UCMNoNb3yeTca Ans

o0b6s3arensHo 3aWndpoBaHHbIX coeguHeHWI Mexay Zabbix koMnoHeHTamu.

TLSKeyFile - MpuBaTHbIA KNKOY areHTa, UCMOoNb3yeTcs A5 3alMgPOBaHHbBIX COeANHEHNI
0653aresnibHO mMexay Zabbix koMnoHeHTamu.

TLSServerCertlssuer -

ONUMOHAJIBLHO Pa3pelleHHbIii 3SMUTEHT cepTudmkarta cepaepa (MPOKCcK).
TLSServerCertSubject
- ONUMOHAaNBbHO PaspelueHHasn Tema ceptudukara cepsepa (Mpokcu).
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Paznen SNMP Ha Bkfajke Services npefHasHaueH /11 HACTPOWKM CUCTEMbI MOHUTOPUHIA 1

ynpasneHnsa poytepom rno npoTtokosy SNMP.

Ha poyTepax iRZ noggepxusaetca ase sepcun npotokona SNMP — v2¢ 1 v3.

Enahle SNMP

Port SNMP Version Community
161 v3 v public
sysName sysContact sysLocation
Username Auth passphrase Privacy passphrase
SHA AES
666 (SHA) (AES)

Downloads:

IRZ-MIB
iIRZ-Mobile-MIB
iRZ-Gpio-MIB

Puc. 40. Bknagka Services, pasgen SNMP (v3)

Permissions

read + write W

sysDescription

Security level

noauth w

Save

UT06bI BKNtoUMTL SNMP, noctaBbTe rasiodky Hanpotus Enable SNMP, a 3atem BBeguTe

COOTBETCTBYIOLLME HACTPOKN.

[nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLp

pas3fernoB BCe BbINOMHEHHbIE, HO HE COXPaHEHHbIE HACTPOWKKN ByayT cOpoLLeHbI!
Tabnuua 29. Hactpoiikn SNMP

Mone Bepcus OnucaHue

MopT, yepes KoTopbl ByaeT paboTatk npoTokon SNMP. Mo

Port v2c, v3 YMOHaHUI0 — «161»

SNMP Version v2c, v3 Bbi6op Bepcun npoTokona: vac, v3

«O6LLasn cTpoka», N0 KOTOPOW poyTep NPefoCTaBseT AaHHble

Community v2c, v3 [ON19 CUCTEMbl MOHUTOPUHra
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Tabnuua 29. HacTtpoliku SNMP

Permissions v2c, v3
sysName v2c, v3
sysContact v2c, v3
sysLocation v2c, v3
sysDescription vac, v3
Username v3

Auth Passphrase
(SHA) v3

Privacy
Passphrase (AES) v3

Security Level v3

ANIEKTPOHUKA

read - TONIbKO YTeHne (MOHUTOPUHT), read+write - MOHUTOPWHT 1
ynpasneHune GPIO

VMmsa ycTpolicTea (Ha BbIbop nosb3oBarens), Kotopoe byaet
1cnosb3oBaTbCs A1 MAEHTUMNKALMM AAaHHOIO YCTPOIiCTBa B
CMCTEME MOHUTOPUHTa

KoHTakTHble AaHHble (Ha BbIOOP NOMb30BaTeNs) B BUAE
3MEKTPOHHOrO aapeca, TeniedpoHa U Apyroro Buaa

OnncaHne MeCTOMNO/IOXEHNS yCTpolicTea (Ha BbIOOP
nosib3oBaTtesis)

OnwucaHune ycTpoiicTBa (Ha BbI6op Nosb3oBaTens)

Vima nonb3osartens 4n1a asTopusaunm npu KOHTposie poyTtepa no
npotokony SNMP

®pasza-naposib 411 WudpoBaHUa aBTopr3anmn nNpy KOHTpose
poyTtepa no npotokosly SNMP, ncnosib3yercs asiroputm
X3WwmnposaHma SHA

®pasza-naposnb A1 WnposBaHus nepegasaemMoro Tpaguka ot
poyTepa K cucteMme MOHUTOPWHra, NPu KOHTPOs1e poyTepa no
npotokony SNMP, ncnones3syerca anroputv wndposanHma AES

BbIGOP YPOBHS 3aLUMTbI Npy paboTe ¢ YCTPOCTBOM MO NPOTOKOSY
SNMP:

Noauth — aBTOpu3aLysa Ha yCTPOICTBE HE YCTAHOB/IEHA;

Auth — ycTaHoBNeHa aBTopu3aLms;

Priv — ycTaHOB/IeHa aBTOpU3aLMs U LUMGIpOBaHNE AaHHbIX Npu
nepegaye no npoToKony.

63



ANIEKTPOHUKA

BHu3y cTpaHuubl B pasgene Downloads HaxoasaTcs cebiiku Ansa ckadymsaHmus MIB-caiinos,
cofepxawux nHdopmaunio ona SNMP-meHemxepa 0 TOM, Kakme napaMmeTpbl MOXHO 3anpocuTb Unu
[06aBUTb.

YnpaBnenue GPIO npu nomowm SNMP

[ns Hayana pab6oTbl B Be6-mHTEpdheiice poyTepa (Bknagka Services, pasgenn SNMP) Hy)XHO 3ano/iHUTb
BCe HeobXxoAnMmble Nonsa 1 ycTaHoBUTL B pasgene Permissions 3HadeHue read+write.

[Janee Bca pabota no ynpasneHnto GPIO npoucxoanTt co cTopoHbl MeHemkepa SNMP (cepsep
MOHUWTOPWHIa, KOMMbIOTEp - 1060e YCTPONCTBO, C KOTOPOro NPOM3BOANTCS 3anpoc).

C nomoubto SNMP MOXHO YCTaHOBUTbL cnegyloline napametpbl pabotbl GPIO:
* HanpaeneHue: IN — paboTaeT Kak Bxog, OUT — BbIxog

e ypoBeHb Ha BbIxoge (418 OUT): 0 - low, 1 - high

* debounce (gns IN): 3Ha4eHe B MUIINCEKYHAAX

o Tpurrep (ans IN): RISE — nosieneHve HanpshxeHuns, FALL — nponaxa HanpshkeHus, BOTH — nto6oe
13 cobbITnii, NONE — co6bITUA HE OTCNIEXMBAOTCS

CobbITne, KOTOPOE NPONCXOANT Npu cpabaTtbiBaHnn Tpurrepa, No SNMP HacTpouTb Henb3s. Ero HyHo
HacTpouTb B BEG-MHTEpdielice poyTepa Bo Bknaake Tools - GPIO.
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5.4.9. DynDNS

Pasgen DynDNS Ha Bkagke Services npegHasHaveH Ans Hactpoiku DynDNS, To ecTb MeToga
aBToMaTM4eckoro o6HoBneHus 3anuceit DNS-cepsepa. [JaHHbIin MeToA NpYMeHseTCa Ans
aBTOMaTu4eckoro onpegeneHvs IP-agpeca poytepa no ero 4OMeHHOMY MMEHU, Korga poyTtepy
BblAenseTca guHammyeckuin IP-agpec. Ha pucyHke Hmxe npeacTtasneH npuMep HacTpoiku DynDNS.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YiITe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLp
pasfenoB BCE BbIMOIHEHHbIE, HO HE COXPaHeHHbIe HACTPOIKM GyayT COPOLLEHBI!

O Enable DynDNS client

Provider

custom W
Get Address From URL For Requests

eb v http:/icheckip.dyndns.com/

Username Password

asd
Update Interval (sec) Hostname

300 example.domain.com

Force Update (use with caution)

Remote URL
hitp/([USERNAME] [PASSWORD]@provider.net/update _uri?hostname=[DOMAIN]&myip=[IF]

Puc. 41. Bknagka Services, pasgen DynDNS

Yrtobbl BkNounMTe DynDNS, nocTtaBbTe rasiouky Hanpotns Enable DynDNS client n HacTpoiite
COOTBETCTBYIOLLME NapamMeTpbl.

Tabnuua 30. HacTtpoiikn DynDNS

Mone OnucaHue

Bbi6op npoBaigepa ycnyru guHammueckoro DNS.

B poyTepax iRZ npegyctaHOB/IEHbI OCHOBHbIE

HaCTPOMKM A1 HECKONBbKMX pacnpoCTpPaHeHHbIX

nposaiigepos. [19 HACTPOWKN COBCTBEHHOIO

cepsepa, BbibepuTe Custom v nponuinTe
Provider Heo6xo4VMble HACTPOIKM
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Tabnuuya 30. HacTpoliku DynDNS

Get Address From

URL For Requests

Username

Password

Hostname

Update Interval (sec)

Force Update

Remote URL

@ ANIEKTPOHUKA

[JaHHas HacTpoiika oTBevaeT 3a onpegeneHve
Ballero gnHammyeckoro IP agpeca. Mpu Bbibope
WEB poyTep 6yaeT noay4vaTb 3TW faHHble Yyepes
URL, yka3aHHble B none URL For Requests. MNpwn
Bblibope Network — B none Network Interface
HeobxoAnMo ByAeT ykasaTb UHTepgeiic poyTtepa,
aZpec KOToporo byaeT nepefasaTbCs cepBuUcy
DynDNS

Yka3biBaetca URL cepBuca onpegenexus IP
agpeca

MnMsi nonb3oBatens Ans aBTopusalmn Ha cepeepe
DynDNS

Maponb ana asTopusaumn Ha cepsepe DynDNS

ViMsi XocTa, NPUCBOEHHDI Balleli Y4ETHOI 3anmcn
B cepsuce dyndns

WHTepBan B cekyHaax, Yepes KoTopblil 6yaeT
06HOBNATLCA NHA)OPMALMA Ha cepBepe

BkiouaeT unu oTknoyaeT 06HOBNEHME AaHHbIX
Ha cepBuce B criydae ecnu IP agpec poytepa He
MeHAeTCcA

Ctpoka URL-agpeca c napametpamu
nogxntodyeHuns k cepsepy DynDNS

B none Provider yka3biBaeTcs npoBaigep ycnyrn gnHammyeckoro DNS. B poyTepax iRZ ecTb
BO3MOXHOCTb MCNO/Ib30BaTb CBOV COBCTBEHHbIN cepBUC AnHaMmMyeckoro DNS nnm Heckonbko
npeaycTaHoBNEHHbIX PacrnpoCTPaHeHHbIX CEPBUCA, CM. PUCYHOK HUXKeE.

Provider

custom

dyndns.org
changeip.com
zoneedit.com
free_editdns.net
freedns.afraid.org
dnsmax.com
thatip.com

he.net
dnsdynamic.org
dnsexit.com
ovh.com
dnsomatic.com
3322.0rg
namecheap.com
easydns.com
ddns.com.br
mythic-beasts.com
spdns.de
duiadns.net

Puc. 42. Cepsepa DNS
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5.4.10. Crontabs

Pazgen Crontabs Ha Bknagke Services npegHasHayeH A/ HaCTPOIKMN BbINOMIHEHNS KOMaH[, Mo
pacnucaHuio. J1s 3Toro JoCTaTouHO A06aBUTh UHCTPYKLMIO, YKa3aTb BPeMs U camy KoMaHy.

Jlob6aBneHne NHCTPYKLUMM OCYLLECTBNSETCSA NOCPEACTBOM KHOMKM + («M/IHOC»), @ yAa/IeHNe — KHOMKOW -
(«MuHyc»). OTMeTKa B cTonbue Enable no3BosniseT Bk/IUaTh, UM OTKOYATb BbINOMHEHNE NHCTPYKLNM
6e3 ee yganeHus. Bpems ykasbiBaetcs B nonsx: Minute (MvHyTa, oT «0» go «59»), Hour (4ac, ot «0»
[0 «23»), Day (feHb, oT «1» g0 «31»), Month (Mecau, oT «1» o «12»), Weekday (neHb Hegenu, ot
«0» 00 «7», rae BOCKpeceHne — ato Nn6o «0», MBo «7»), a caMa KomaHaa yKkasblBaeTcsi B none
Command.

Ha pucyHke HuXe npeAcTas/ieH NpuMmep nons 415 3anosiHeHusl. B Nosix BpeMeHU MOXHO yKa3aTb 3HaK
«*», KOTOPbI/ 03HAYaeT BECb AManasoH 3HaYeHuii 4aHHOro nons.

[nsi coxpaHeHUs! BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrie CTpaHuLb

pasfenoB BCE BbIMNOIHEHHbIE, HO HE COXPaHEHHbIe HACTPOIKM GyayT COPOLLEHBI!

* Enable Minute Hour Day Month Weekday Command

- 1 * * * * reboot

Puc. 43. Bknagka Services, pasgen Crontabs
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5.4.11. SMS

Pazgen SMS Ha Bknafike Services npefHasHayeH A1 HACTPOKM BbINO/THEHUS KOMaHS, ynpas/ieHus
poyTepom yepe3 SMS-coobLeHuns. s aToro 4ocTatouHo f06aBUTb UHCTPYKUUIO, YKa3aTb KOMaHAy,
npuaymaTtb ¥ yKasatb [/ KOMaHbl K/T'04eBOE C/I0BO, W, MPY XeslaHUM OrPaHnynTb JOCTYM K
ynpaB/ieHNo poyTepom, HoMep (Unn Homepa) MobUILHOro TenedoHa, C KOTOPOro OHa MOXET ObITb
oTnpasneHa.

Jlob6aBneHvne NHCTPYKLMM OCYLLECTBNIAETCA NOCPEACTBOM KHOMKM + («M/IH0C»), a yAasieHne — KHOMKOW -
(«MuHyc»). OTMeTKa B cTonbue Enable no3BonseT Bk/IOYaTh, UK OTKOYATL BbINOMHEHNE NHCTPYKLUMK
6e3 ee yganeHus. KomaHga, kotopas 6yaeT BbINO/HATLCA yKkasblBaeTcs B nosie Command. B kavectse
KOMaHZbl MOXHO MCMO/b30BaTb CAMOMMUCHBIA CKPUNT, PACNONIOXEHHbIV B S3HEProHe3aBUCUMON NamsATH
poyTepa. [lna Takux CKpUNTOB OTBEAEH OTAENbHbIN pasfen B haiisioBoil cucteme poytepa — /opt.
CKpunT MOXXHO NOMECTUTL B pasfes Yepes KOHCOMb poyTepa uiv rno npotokony SCP. CKkpunTbl MOTYT
6bITb HanvcaHbl Ha sA3blke Python Bepcun 2.7 nnn Ha s13bike kKomaHaHoro nHtepnpetaropa (shell). Ana
CKPWMNTOB U KOMaHA, He0bX0AMMO YKa3sblBaTb UX MOJHbIV MYTb, K&K 3TO CAENAHO Ha PUCYHKE.

B none Message yka3blBaeTcs koueBas ppasa, kotopas byaer cogepxarbcs B SMS-coobLeHun ans
BbINOMIHEHMS KOMaHAbl U3 nons Command. 370 caenaHo a5 yao6CcTea, YTobbl He HabupaTb Ha
TenedoHe HaCTOALLYI A/IMHHYIO KOMaHZy, BMECTO 3TOr0 MOXHO OTNpPaBATh KOPOTKME K/THoUeEBble
(opa3bl. COOTBETCTBEHHO, K/l0UEBbIE dopasbl NpUAYyMbIBAET NOSb30BaTE/lb HA COGCTBEHHOE
YCMOTpPEHNE.

B none B cTon6ue From ykasbiBaetcs TesiepOHHbIN HOMep (€C/iM HOMEPOB HECKO/bKO, OHU
pasfenstoTcs npobenamun) B MexayHapoaHoM dpopmate (Hanpumep, ans Poccumn ato «+7[Kopg,
oneparopaj[HoMep]»), C KOTOPOro MOXHO BbINOMHATL KOMaHAy 13 nonsa Command. Ecnn gaHHoe none
OCTaBUTb NYCTbIM, TO KOMaHAa Npw NpaBuIbHOM K/THOYEBOM C/10Be OYAET BbINONHATLCA N0 SMS,
npuwegLwei ¢ 1oboro Homepa. Ha pyucyHke npeacTas/ieH npuMep nosein ANs 3anofHeHns.

s coxpaHeHus BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLp
pas/fenoB BCE BbIMOIHEHHbIE, HO HE COXPaHeHHbIe HAaCTPOIKM ByayT COPOLLEHbI!

[ns AByXmMoAy/bHbIX POYTEPOB Ha CTpaHuLEe 0TobpaxaeTcs 6/10K ynpaBeHnst NPMopUTETOM Moaynei
ansa ornpaskn SMS Priority of sending sms. GSM-mogynn 0603Ha4eHbl kak Modem 1 (GSM 1) un
Modem 2 (GSM 2). MproputeT HacTpamBaeTcs Npyv NOMOLM CTPENoK "BBepX" 1 "BHKU3",
pacnosiIOKeHHbIX PAAOM C KaX40W CTPOYKONA.

[na otnpaskn NCNosb3yeTcs MOAY/ b C BbICLLMM NPUOPUTETOM. Npn HEBO3MOXHOCTK OTnpaskn SMS
yepes Hero coobLLeHre OTNpaBnsaeTcs Yepes Moy b C MEHbLUMM NPUOPUTETOM.
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Ecnu kpaTko onucaTtb NpMBeAEHHbIE BbiLLE LWark, To 4718 BbINO/IHEHUSI KOMaH/bl, NOSTly4YeHHOR no SMS
HEeobXoAnMO:

1. 3aiiguTe B pasaen Services — SMS Ha poyTepe, rae A0/KHA BbINO/IHUTLCSA KOMaHa;

2. Cospgaiite MHCTpYKUuMto (Mosie AO/MKHO BbITb aKTUBHO), B KOTOPOI B nosie Command ykaxuTe
KomaHgay, B none Message ykakute npuayMaHHyo Kno4veByto hpasy (Mpu xenaHum orpaHnymTb
[OCTYN K ynpasneHnio poyTepomM, YKaxute Homep MobunsHoro tenedoHa B none From, ¢ KOTOporo
MOXeT OblTb OTNPaBfeHa KOMaHaa);

3. CoxpaHuTe HaCTPOIiKW, HaxXaB Ha KHOMKY Save, BHU3Yy CTpaHULbl;

4. OTnpaBbTe Ha TenedoHHbIli Homep SIM-kapTbl poyTepa SMS-co06LIeHNE, CoAepXaLlee KUEBYHO
hpasy u3 nons Message (ecnu none From 3anosiHEHO, TO COOOLLLEHNE HEOOXOAUMO OTNPaB/ATb OT
HOMepa, KOTOPbIA TaM yKasaH);

5. Ecnv Bce wwaru BbiNosIHeHbl BEPHO, Ha poyTepe BbINOMHUTLCSA KoMaHaa 13 nonss Command, Toi
CTPOKM, B KOTOPOI4 K/toUueBble dopasbl U3 nosist Message U SMS-coo6LUEHNS COBMNAAALOT.

Priority of sending sms
1 i | Modem 1

2|7 . Modem 2

Commands over SMS

* Enable  Message Command From
- O reboot Ishin/reboot
- O A0-97% hello lbin/falze +79211002234 +79211002233

Puc. 44. Bknagka Services, pasgen SMS
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5.4.12. Serial ports

Pazgen Serial Ports Ha Bknagke Services npegHasHadeH a/s HacTpoliki paboTbl poyTepa ¢ nopTamu
RS232, n RS485.

B poytepax iRZ pa6ota no ctaHgapTy RS232/RS485 orpaHmumBaeTcs NPUEMOM AaHHbIX MO JIMHUKN RX 1
nepegadyeii AaHHbIX Mo AnHUK TX. MPUHAB faHHbIE MO IMHUM RX poyTep UHKancyMpyeT NosyYeHHble
JaHHble B IP-nakeT, 1 B COOTBETCTBUM C HACTPOMKaMU OTCbINIAET UX Ha YAaneHHbIl XocT. I Hao6opoT,
nonyuvB IP-nakeT, Ha yka3aHHbI B HACTPOIKax NopT, poyTep pacnakosbiBaeT IP-nakeT 1 nepenaeT ero
no /IMHUK TX Ha NOAK/HOYEHHOE YCTPONCTBO.

PoyTep MOXHO HACTpPOUTL Ha cleayloLine pexrumMbl paboThbl:

Server

PoyTep XAOeT BXxogAalero noakntoyeHns Ha yKa3aHHbII7I nopT, yCTaHaB/MBaeTCA coegnHeHne n
HauynHaeTcAa nepenavya AaHHbIX;

Client
PoyTep ycTtaHaBnnBaeT coefiMHeHUe No yKasaHHoMY IP-agpecy v nopTy, 1 HaYMHaeT nepefadvy AaHHbIX.
Server/Client Modbus TCP to RTU (o115 cepuii R2 n R4)

MpoTokon Modbus TCP npegHasHayeH ans pabotsl B ceTu Ethernet. Mpotokon Modbus RTU
MCNonb3yeT nocrnefoBaTesnibHble MHTepdeiickl (RS-232, RS-485) 1 umeet pexum nepegayn RTU.

Korga poyTtep nonyyaet 3anpoc Modbus TCP, oH npeo6pasyeT nakeT B Modbus RTU 1 nocblnaet ero no
nocneposatenibHOMY UHTepdeiicy. Korga poytep nonyyaet oTBeT OT ycTpolictea Modbus RTU, oH
npeo6pasyeTt ero B nakeT Modbus TCP n oTnpasnsieT nakeT no Ethernet.

Mpw B3anmopelicTBMN ogHO ycTpoiicTBo Modbus Bcerga saBnsierca Begywmm (Master), a BTopoe —
BegoMbIM (Slave). Modbus Master Bcerga otnpasnsieT 3anpoc, MHALMMPYS 0OMEH AaHHbIMM, a
ycTpoiictBo Modbus Slave oTnpaBnsieT oTeeT. MNpy 3TOM poyTep He BbICTYMAET HU B POSiE BEAYLLETO, HU
B posnie Begomoro. OH NpocTo nepefaéT gaHHble. Posin BeyLLero 1 Be4OMOr0 BbINOHSAOT
HernocpeLCcTBEHHO OKOHEYHbIE YCTPOCTBa

PoyTep BbINOMHAET hyHKLMIO Npeobpa3oBaHust MPOMbILLIEHHbIX NpoTokonosB Modbus RTU B npoTokos
Modbus TCP 1 o6paTHO, TO eCTb BbICTyNaeT B pO/n WH03a, obecnevmBas Npo3padHblii kaHan
nepegayn AaHHbIX Mexay yCcTpolicTBamu.

Pexumbl Server MODBUS TCP to RTU u Client MODBUS TCP to RTU Bbl6upatoTcs KOMOGUHaLmeit
cooTBeTcTBYOLWMX pexrmoB Local Proto 1 Remote Proto. Boibopom pexnma Server/Client
BbIOMPAETCA KTO yCTaHaB/IMBAET CECCUI0, YTO NO3BO/ISAET B TOM YMc/ie camum ycTaHasnmeaTe Modbus
TCP to RTU coeguHeHune K ygasiéHHOMY Y31y.

NTRIP Client

Mpotokon NTRIP (Networked Transport of RTCM via Internet Protocol) npoTokon npegHasHayeHHbI
cneunasnibHO 418 nepefayn CnyTHUKOBLIX AaHHbIX Yepes VIHTepHeT. OCHOBaH Ha NPOTOKONe nepefaym
rMNepTeKcToBbIX (Dalinos.

B npotokon NTRIP BXogsT crneaytolmMe cocTaBHble YacTu: cepBep, Belarenb (KacTep) U KNNeHT. VX
B3avMOZencTBMe NPonCXoamnT cneayowmum obpasom:
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* NTRIP-cepBep nogknoyaeTcs K UICTOYHMKY Nonpasok (6a3oBas CTaHLMs) U HanpasnseT NoToK
KoppekTupytoLeii nHpopmaunm NTRIP-kacTepy. [1ns COeAnHEHUS C KACTEPOM CepBeEP CoobLaeT
TOUKY [0CTYyna, Yepes KOTopyo ByAeT NpoucxoanTb 0OGMEH nonpaskamu, 1 Naposb OT Hee.

 [MonpaBku NOCTYNatoT Ha YKa3aHHy TOUKy AOCTyna kacTepa.

¢ PoBep (nogswxHbI npuemHnk) obpawtaetcs k NTRIP-kiMeHTy 3a nonpaBkamu, a KIneHT
ob6pawaetca Ha NTRIP-kacTep, ykasbiBas ero IP-agpec, nopT, To4ky AocTyna (CNnMcoK Todek
[ocTtyna), 10r1H U Naponeb.

o [py ycnewwHoM NOAK/IHUYEHNUMN KNMEHTA K KacTepy NPONCXoauT nepeaada nonpasok ¢ 6a30Boii
CTaHLMW Ha poBEp Ha OCHOBaHWU YKa3aHHOWM TOUKM A0CTyna.

UT06bI BKOUNTL NOPT, HAXKMUTE HanpoTMB Hero Edit, noctaBkTe ranoyky Enable Port via TCP n
YKaXXWTe HacCTpolikv Ans ero pabotbl (M. Tabnuuy).

Port Settings: rs232

Enable Port via TCP

Network Mode Remote Host Port
Client v 172.105.86.76 2101
Local Proto Remote Proto
SERIAL hd RFC2217 hd
Baudrate Data Bits Parity Stop Bits
9600 v &8 v none v 1 v

Remote Port control

None A
Remote Baudrate Remote Data Bits Remote Parity Remote Stop Bits
9600 v 8 v none v 1 v
Banner
Accumulation Attempts Accumulation Interval (ms)
3 100
Peer Timeout (sec) Reconnect Delay (sec)
60 80

Close Apply Changes

Puc. 45. Bknagka Services, pasgen Serial Ports, npyumep HacTpoek nopta RS232

@ [nsi coxpaHeHUs! BbINO/THEHHbIX HACTPOEK UCTO/b3YiTe KHOMKY Save. MNpu nepexoe Ha Apyrve CTpaHuLp
pa3fenoB BCE BbINO/HEHHbIE, HO HE COXPAHEHHbIE HACTPOIiKM ByayT CHpOLLEHbI!
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Tabnuua 31. HacTpoiikn Port via TCP

C — knneHT, S — cepeep, N — NTRIP Client

Mone

Network Mode

Remote Host

Port

Local Proto

Remote Proto
Baudrate

Data Bits

Parity

Stop Bits

Banner

Accumulation
Attempts

Accumulation
Interval (ms)

Peer Timeout
(sec)

Reconnect
Delay (sec)

Pexum

C,S,N

OnucaHve
Pexum paboTtbl nopta: C — knneHT, S — cepep, N — NTRIP Client

IP-agpec cepBepa, kK KOTOpOMY ByAeT NOAKNKYATLCA YCTPONCTBO A1
nepegayn AaHHbIX

MopT, yepes KOTopbIA ByAeT OCYLLECTBASATLCS Nepeaada gaHHbIX

MpoToKON B3aMMOAEeCTBUSA AN nokanbHoro nHtepdelica: SERIAL -
ncnonb3yeTcs kak nocnegosaTenbHblii noptT, MODBUS RTU -
ucnonb3yertcs kak Modbus RTU nHTepdelic

MpoTOKO/ B3aMMOAENCTBUS C yAa/IEHHBIM UHTEPCENCOM:
*« RAW (cokeT, NpoCTO OTAAET Te AaHHble, KOTopble Noay4yns)

e RFC2217 - ucnonb3syetcsa Ana nepegadn gaHHbIX C BO3MOXHOCTbLIO
ynpasneHusa nocsegosaTefibHbIM NOPTOM

« MODBUS TCP - ucnons3ayetcs kak Modbus TCP nHTepcelic

CKOpOCTb Nnepeaaun AaHHbIX Hepes noprt, 604
KonmuecTBo 6MT 6/10Ka, UCNO/b3YeMbIX MK nepeaayde AaHHbIX

PexMm KOHTpona YeTHOCTH 6UT B NepeaaBaembix 6510kax: None — 6e3
nposepkn, Odd — npoBepka Ha HeYeTHOCTb, Even — npoBepka Ha
YEeTHOCTb

KonnuecTtBo cTon-6UT 6110Ka, UCNo/b3yeMble 18 onpeaeneHns KoHua
6roka

Coob6LueHne (Ha BbIGOP Nosib3oBatens), KOTopoe ByAeT oTobpaxaTbCs
npu paboTe ¢ NOPTOM

KonnyecTBo MHTEPBa/IOB OXMAAHUS, MOC/IE KOTOPLIX HAKOM/IEHHbIE
JaHHble 6yayT oTnpaB/eHbI

Bpems nHTepBasia oxugaHusi, B Mc, Npyu NoyYeHUN AaHHbIX

Bpemsi oxuaaHnsi oTBeTa OT YAA/IEHHOIO y3Na, B CeKyHaax, npu
YCTaHOBKEe COeAVHEHUs N nepes, OTNpaBKoi JaHHbIX

Bpewms 3aepxkn nocrie HeyaauHoli NonbITKM NOAK/IOUEHNS K CepBEpY, B
ceKyHaax, nocne KoToporo 6yAeT coBeplleHa eLle ofHa NnonbITka
NoAK/IOUEHUs K cepBepy
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20.6.1

[ns pa6oTbl B pexume NTRIP Client He06X0AMMO cKayaTb U YCTaHOBUTb AONOMHUTE bHbIN NaKeT.

Port Settings: rs232

Enable Port via TCP

Network Mode Remote Host Paort
NTRIP Client w localhost 10000
Baudrate Data Bits Parity Stop Bits
9600 w 8 w none w 1 w

Additional packages are required

Downloads:
ntripclient.ipk for R2

Close Apply Changes

L 4

Puc. 46. Bknagka Services, pasgen Serial Ports, NTRIP pack

W 3anoniHNTbL JONOMHUTENbHbIE HaCTpOVIKI/I.

Port Settings: rs232

Enable Port via TCP

Network Mode Remote Host Port

NTRIP Client v 172.105.86.76 2101
Baudrate Data Bits Parity Stop Bits

9600 A a8 v none ~ 1 ~
Mode Mountpoint NMEA String

auto v
Serial Protocol Init UDP UDP Port Bitrate

NONE v NO ~ NO ~
User Password Proxy host Proxy port

IP or domain name 2101

Close Apply Changes

Puc. 47. Bknagka Services, pasgen Serial Ports, NTRIP Client
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Tabnuua 32. Hactpoiikn ans NTRIP Client

Mone

Mode
Mountpoint
NMEA String
Serial Protocol

Init UDP

UDP Port
Bitrate
User
Password
Proxy host

Proxy port

Pexxum OnucaHue

Pexum ¢hopmaTta 3anpoca gaHHbIX:

e auto - aBTOMaTNYeckKoe onpeneneHve (No ymosnyaHuio)
e ntripl - NTRIP Version 1.0 Caster

¢ http - NTRIP Version 2.0 Caster in TCP/IP mode

e rtsp - NTRIP Version 2.0 Caster in RTSP/RTP mode

e udp - NTRIP Version 2.0 Caster in UDP mode

N

N Touka gocTtyna uiv Tabnvua UCTOYHMKOB MNonNpaBok

N NMEA cTpoka, KoTopast COAEPXUT HaBUrauuoHHY MHdopMaLmio
N MpoTokon, ucnosnb3yemblii Npy nepegade AaHHbIX

N OTnpaBka HavasibHoro UDP nakeTa g/1s 06paboTku goaiepBoiom

Homep nokanibHoro UDP nopTta, Ucnosib3yemMoro 4/ BXo4sLero
N coefiHeHunsa

N BbIBOA, COO6LLEHNS CO 3HAYEHNEM TEKYLLEro butpeinta B CUCTEMHBIN Nor
N Vima nonb3osartens

N Maponb

N IP-agpec npokcn-cepsepa

N IMopT npokcu-cepesepa
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5.4.13. Application Layer Gateway

Paspgen Application Layer Gateway (ALG) Ha Bknagke Services npegHasHayeH a/1s HacTpoliku paboThbl
poyTepa co crieayoLMm npoTokonamu, Tpedywwmumm ALG:

. FTP
« PPTP
. SIP

« SNMP
. TFTP

« H323

« RTSP

[ns pa6oTbl yHKLMOHAA HEOGXOAMMO YCTAaHOBUTb HYXHbIiA MPOTOKO/T BO BK/IHOYEHHOE COCTOSIHME U
HacTpouTb NPOGPOC COOTBETCTBYIOLLENO NopTa Ha BkNaake Port Forwarding.

Application Layer Gateway

O FTP
- PPTP
1 SIP
1 SNMP
- TFTP
[ H323

[ RTSP

Puc. 48. Bknagka Services, pasgen Application Layer Gateway
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5.4.14. Queues

Pazgen Services — Queues npegHasHayeH 415 HaCTPOViK/A NpaBus, No KOTOpbIM ByaeT
obpabaTtbiBaTbCA NCXOAALLMI MAPKMPOBaHHbI TpadurK ¢ 3a4aHHOro HTepdeica.

Interface Name Queue Type

siml v Fair v Delete

sim2
wan49

wifi
tunnel Add m

Puc. 49. Hactpoiikn Services — Queues

Tabnuua 33. HacTpoiikvu npaBun gna pabotsl ¢ QoS

Mone OnucaHue
Interface Name VHTepdelic, Tpadmk ¢ KoToporo 6yaet obpabartbiBaTbCsl
Queue Type MexaHn3M, B COOTBETCTBUM C KOTOPbIM ByAeT obpabaTbiBaTbcs Tpaguk

Ha gaHHbIi MOMEHT peasin3oBaHo ABa MEXaHn3Ma:
Priority

Tpadvk packnagpiBaeTcs B HECKOMbKO OYepeeit CornacHo CBOEMY Knaccy — NpUopuTeTy (Hanprmep,
BE, AF1-4, EF, CS6-7). Anroputm nepebupaeT ofHy ovepepb 3a ApYroi.

CHavasia OH NpomnycKaeT Bce MakeTbl U3 CamMoil NPUOPUTETHOI oYepeam, NOTOM U3 MeHee, NOTOM U3
MeHee. U Tak no kpyry.

AJ'IFOpI/ITM He HaYMHaeT U3biMaTb NakKeTbl HU3KOIO NPUOPUTETA, NOKa He NMyCTa BbICOKONpMopuTteTHas
ouepesp.

Ecnv B MOMEHT 06pa6oTKM HU3KOMPUOPUTETHLIX NaKeTOB NPUXOANUT NakeT B 6osee
BbICOKOMPYOPUTETHYIO ouepe/b, a/ITOPUTM NEPEKIOYAOTCA Ha HEE 1 TOSIbKO OMYCTOLLMUB €&,
BO3BpALLLAETCS K APYTUM.

Fair
MexaHu3m Fair n3BnekaeT OgMHaKOBbI 06bEM JaHHbIX U3 KXKAO0N ovepean no nopsiaky.

Mopsapnok chopmmpoBaHnsa ovepean BktovaeT Fair Queuing n cxemy CoDel AQM (akTuBHOe ynpas/sieHve
ouepenbio C ynpasseMoin 3a4epXkKoit). AropuUTM UCNONb3yeT CTOXaCcTUYECKYH0 MOAENb A/1S
Knaccudmkaumm BXoAsALWMX NakeToB B pa3/iNyHble NOTOKN. Kaxablii Takoi NOTOK ynpas/sieTcs
(popMMpOBaHNEM O4epeamn C KOHTPOMpyemol 3aaepxkoii (CoDel).
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5.5. Pasgen «Tools»
5.5.1. Access
Pasgen Access Ha Bknagke Tools npegHasHayeH Ans HacTPolikn AoCTyna ynpasfieHns poyTepoM.

Mo ymonyaHmio Ha ycTpoiicTBe Beb-nHTepdheiic 4ocTyneH Tonbko no HTTP.

Bcero gocTynHbl TpU BapuaHTa nosyvyeHus Aoctyna kK poytepy. 415 Bbibopa 04HOro 13 BapuaHToB
HY>KHO NOCTaBUTb rafloyKy HanpoOTUB COOTBETCTBYHOLLIETO NMYHKTA U B HUXKHEM MOS1e BBECTU MOPT
(M3HaYasIbHO yKa3aHbl 3HaYeHWA Mo YMOMYaHWI0):

¢ Enable HTTP — gocTyn K poyTepy yepe3 Be6-UHTepgoeiic;

¢ Enable HTTPS — gocTyn k poyTepy 4epe3 Beb-uHTephenc ¢ 3awuToin yepes ceptudmkar;
¢ Enable Telnet — gocTyn Kk poytepy no npoTokony telnet;

* Enable SSH — gocTtyn k poyTepy no npotokony SSH.

YTo6bI BK/OUMTbL aBTOPM3aLMI0 Ha YCTPOCTBE Yepes cepBep aBTopusaunn TACACS+(cnpaBenmBo
TOMbKO ANS poyTepoB cepumn R4), noctaebTe rasiouky Hanpotue Enable TACACS+ for SSH. Ha pucyHke
npefcTaB/ieH NPUMEP HACTPOWMKKU JOCTyna K yCTPOMCTBY.

UTo6bl NoakvaTbes K web nHtepdeicy poytepa yepes 3almiléHHblii npotokon HTTPS, Heobxoanmo
3arpy3uTb Ha poyTep CBOV CepTMdMKaT 1 YaCTHBbIN KoY. [1s X 3arpysku NCMonb3yrHTes
cooTtBeTcTBEHHO nons Public Key u Private Key.

Ecnv octaBuTb MO MyCTbIMW Ha YCTPOWCTBE ByAET CreHepupoBaH caMonoAnucaHblii cepTudmkar, npu
3TOM MCNONb3yeMblii BaMK 6pay3ep MOXET YBEAOMUTL O HEBO3MOXHOCTMW MPOBEPUTL CEPTUAIMKAT.

[na coxpaHeHns BbINOMIHEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. Mpu nepexoge Ha Apyrve CTpaHuupbl
pas3fenoB BCE BbIMOMIHEHHbIE, HO HE COXPaHEHHbIE HACTPOWKKM ByayT copoLleHb!
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PykoBoACTBO N0 HaCTpoOiike poyTepos iRZ BcTpoeHHoe MO Bepcun @ 3NEKTPOHUKA
20.6.1

WEB Access
Enable HTTP

80

Enable HTTPS Public Key Private Key

443 Upload QEEET - Upload QEeEENE -

Terminal
Enable Telnet

23

Enable SSH

22

Puc. 50. Bknagka Tools, pasgen Access
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5.5.2. iIRZ Link Client

Paspgen iRZ Link Client Ha Bknagke Tools npegHasHauyeH A1s HaCTPOMKN NOAK/IYEHMSA poyTepa K
cucteme ynpaeneHus Link.

Enable iIRZ Link client

Server Port Protocol
link.irz.net 11000 vl w
Force Update Information (sec.) Keepalive Interval (sec.) _
600 60

Use Encryption

Cipher Key (AES256)

Puc. 51. Bknagka Tools, pasgen iRZ Link Client

OTmeTka B cTpoke Enable no3BosisieT BkAoYaTh, Uav oTKAOYATb AaHHY0 ocHacTKy. Mone Server
Heob6xoAVMO AJ151 yKasaHusl agpeca Win AoOMeHHoro nMeHn cepeepa Link. B none Port ykasbiBaeTcs
nopT Yyepes KOTopbIi paboTaeT cepBep AaHHOro cepsuca. MNone Protocol Heobxoammo ans Bbibopa
npotokona eB3avmogeiicteus ¢ Link/Link2 (v1 - coBmectum c Link n He coBmecTum ¢ Link2, v2 -
coBmMecTuM c Link2 1 orpaHunyeHo coBmectum c Link). B none Force Update Information (sec.)
yKasblBaeTcs BpeMs yepes KoTopoe byaeT ob6HOBNeHa nHhopmMauus 0 poyTepe Ha cepeepe, a B nosne
Keepalive Interval (sec.) - Bpems Yyepes KoTopoe poyTep OyaeT OTnpasnATb MHopMaLMo Ha cepBep
YTO OH Ha CBSI3U.

MocTtaBuB ranouky B nose Use Encryption MOXHO 3alinmpoBats faHHble nepefaBaemMble Mexay
poyTepom u cepsepom. [1ns aToro Heobxoammo byaet B nose Cipher Key (AES256) ykasaTtb K4
LwncppoBaHus, creHepnpoBaHHbIi Mo anroputmy AES 256.

@ [nsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCTOMb3YiTe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pa3fesnoB BCE BbINO/HEHHbIE, HO HE COXPaHEHHbIE HACTPOIikM 6yayT c6pOoLLEHbI!
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5.5.3. Password

Pazgen Password Ha Bknagke Tools npegHasHaveH A8 U3SMEHEHMS Naponsa 415 AOCTyna K yCTPOACTBY.
Maponb MeHsIeTCA Kak A1a gocTyna no Be6-nHTepdelicy, Tak n no Telnet n SSH.

[ns n3ameHeHns napons:
1. BBeguTe cTapblil naposb AoCTyna K ycTpoicTay B none Old Password;
2. BBeguTe HOBbIV naponb B nosie New Password,;
3. BBeguTe HOBbI Naponb ewe pas B none Confirm Password;
4. Haxkmunte KHOMKy Save, BHU3Y CTPaHULbI.

Ha pucyHke Hixe npeacTasneH npuMep nonei ans 3anonHeHusl.

Old Password
New Password

Confirm Password

Puc. 52. Bknagka Tools, pasgen Password
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5.5.4. Hosthame

Pazgen Hostname Ha Bknagke Tools npefHasHaveH 4518 N3MEHEHWS Ha3BaHNs YCTPOCTBA, KOTOpoe
oTobpaxaeTcs B Be6-mHTepdheiice.

[ns ycTaHOBKU WM U3MEHEHMWS HA3BaHWS:
1. Beegute HoBOe Ha3BaHue B nose Unit Name;
2. Haxxmute kHonky Save, BHWU3Y CTpaHuWLUbI.

Ha pucyHke Hixe npeacTaBneH npuMep nonei ans 3anofHeHus.

Hostname

iIRZ-Router

Unit Name (Description)

Puc. 53. Bknagka Tools, pasgen Unit Name
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5.5.5. Temperature (TonbKo ans poytepos cepun R2)

Pazgen Temperature npegHasHaueH A5 paboTbl C NOAKNYAaEMbIMU AATUMKaMy TemMnepatypbl. 4ns

TOro YTO6bI BKMAKOYMTL 3TY ONLUMIO, HEOOXOAMMO NOCTaBUTL raslouky HanpotTue Read Temperature
Sensors 1 HaxaTtb KHOMky Save.

Read Temperature Sensors
Poll interval
60

Temperature Limit Value

60

Save

Puc. 54. Bknagka Tools, pasgen Temperature

Tabnuua 34. Hactpoiikn Tools - Temperature

Mone En. U3m. OnucaHue

WHTepBau1 onpoca garyvkos. ONpoc gaTunka MOXeT 3aHMMarb
napy cekyHf, N03ToMy peKoMeHAyeTCs npu KosimyecTse JaTinmkoB
6onee 5 yctaHaBnuBaTb MHTEpPBaS onpoca He MeHbLue 10 cek, A1

Poll interval cek 15 paTumnkoB — He meHbLe 20 cek.
Temperature MpefensHoe 3HayYeHre TeMnepaTypsbl. Micnonb3yeTca A1 3anycka
Limit Value °C Nos1b30BaTe/IbCKNX CKPUMTOB.

MopgknioyeHne gaTunkoB Temneparypsbl (Hanpumep, DS18B20) k nHTepdieiicy RS232 poyTtepoB iRZ cepun R2
OCYLLECTB/ISIETCA C MOMOLLbI0 NpeobpasoBatens nHTepdiericoB 1-Wire/RS232 npoussoacTea iRZ.
MogaknyeHne BHELLHUX YCTPOWCTB K Npeobpa3oBaTtesito OCYLLECTBSETCA Yepes KNEMMHYIO KOIOAKY, B

COOTBETCTBUM C MHCTPYKLMEN Ha npeobpasoBaTe/ib. Of4HOBPEMEHHO BO3MOXHO nogkntoyeHre go 30
[ATUYNKOB.
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5.5.6. Send SMS

Pasgen Send SMS Ha Bknagke Tools npegHasHadeH ansa oTnpaBkn SMS-CO06LEHNS Ha yKa3aHHbI
Homep. SMS-coobLeHne OTNPaBSETCS Yepes akTUBHYHO SIM-kapTy, KOTopast ICMONb3YyeTCcs B poyTepe.
[ns AByXmMoAynbHbIX poyTepoB NpeaycMoTpeH Bbibop GSM-Moayns, npy NOMOLLM KOTOpPOro 6yaeT
OTMpaB/ieHO COO6LLEHNE.

[ns oTnpasku cooblueHus (B poyTepe AomkHa 6bITb ycTaHoBeHa SIM-kapTa ¢ akTUBHOW YCnyrom v
HeobxoAVMbIM 6anaHCOM CpPefCcTB, & CaMo YCTPOWCTBO AO/MKHO HAXOAUTLCA B 30HE NOKPbLITUSA
oneparopa, npegocTtasusLlero SIM-kapTy):

1. BBeante Homep MO6ULHOro TeniedpoHa B MexayHapogHom dhopmare (418 Poccun aTo «+7[Kog,
oneparopa][Homep]») B none Recipient Phone Number;

2. Beegute coobuieHmne B none Message;

3. B none Modem to send ykaxute moaynb, Npy NOMOLLM KOTOPOTro AO/MKHO ObITb OTNpaBneHo SMS
(ToNbKO 4718 ABYXMOAY/bHBLIX POYTEPOB);

4, HaxxmuTe KHOMKy Send, BHWU3Yy CTPaHMLIbI.

Ha pucyHke npeacTtae/ieH npyMep nosen ans 3anonHeHus.

Message

Recipient Phone Number Modem to send

AUTO W

Puc. 55. Bknagka Tools, pasgen Send SMS
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5.5.7. Ping

Pazgen Ping Ha Bknaake Tools npefHasHaueH 71 NPOBEPKM COeAMHEHUS C YAaNeHHbIM Y3/T0M C
MOMOLLbI0 YTUANTLI ping.

UT06bI NPOBEPUTL COEANHEHNE:
1. Beegute IP-agpec yaaneHHoro y3na B none Host;
2. BeeguTte konunyectso ICMP-nakeToB, KOTOpbIE HY)XHO OTNPaBuTb Npu NpoBepke B nosne Count;
3. YkaxunTte pasmep ICMP-naketa B none Datagram Size;

4. HaxxmuTe kHonky Ping, BHW3Yy CTpaHuLbl, U B [NIaBHOM OKHE MocepeyHe sKpaHa NosiBUTCS pe3ynbTtar
NPOBEPKM.

Ha pucyHke npeactaeneH npumep noneii Ans 3anofiHeHus.

Host Count Datagram Size

192.165.2.1 ) 56

PING 192.166.2.1 (192.168.2.1): 56 data bytes

— 192.168.2.1 ping statistics —
4 packets transmitted, 0 packets received, 100% packet loss

Puc. 56. Bknagka Tools, pasgen Ping
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PyKoBoACTBO N0 HacTpoiike poyTepos iRZ BcTpoeHHoe MO Bepcun @ INEKTPOHUKA
20.6.1

5.5.8. System Log

Pazgen System Log Ha Bk/ajke Tools npegHasHaueH A1 paboTbl C CUCTEMHBIM XYPHa/IOM
yCTpolicTBa. [JaHHble U3 CUCTEMHOTO XypHa/ia yCTPOCTBA MOXHO NepecklsiaTe No NPoToKosy Syslog Ha
yAaneHHbIin agpec, Ans 3Toro:

1. MocTaBbTe rasioyky HanpoTns Enable Remote Logging;

2. YkaxuTe yganeHHolii IP-agpec B none Remote Host, a nopt B none Remote Port;

3. BbibepuTe B none Protocol npoTokos, no koTopomy 6yayT nepecbiiarbes faHHbIE;

4. B none Log Prefix MoXHO yka3aTb npedimKc, KOTOpbIA ByaeT 406aBNSTLCS K 3anMCaM;

5. HaxmuTe kHoMKy Save, BHM3Y 6r10Ka.

Enable remote logging
Remote Host Remote Port Protocol Log Prefix

[P Address or Domain | 514 udp v

Save

Tue Mar 2 12:36:01 2021 kemn.info kemel: [ 3752 846786] option 1-1.2:1.2: GSM modem (1-port) converter detected -~
Tue Mar 2 12:36:01 2021 kemn.info kemel: [ 3752 847164] usb 1-1.2: GSM modem (1-port) converter now attached to

ttyUSE7

Tue Mar 2 12:36:01 2021 kern.info kemel: [ 3752 84827 3] option 1-1.2:1.3: GSM modem (1-port) converter detected

Tue Mar 2 12:36:01 2021 kemn.info kemel: [ 3752.848680] usk 1-1.2: GSM modem (1-port) converter now attached fo

ttylUSBS

Tue Mar 2 12:36:01 2021 kem.info kemel: [ 3752.868977] gmi_wwan 1-1.2:1.4: cdc-wdm0: USB WDM device

Tue Mar 2 12:36:01 2021 kem.info kemel: [ 3752.870701] gmi_wwan 1-1.2:1.4 wwan1: register 'gmi_wwan’ at usb-
101c0000.ehci-1.2, WWAN/QMI device, 86:d2:57:f8:af.61

Tue Mar 2 12:36:02 2021 user.notice modem2: QUECTEL EC25 [GNSS] init to /dew/ttyGNSS2

Tue Mar 2 12:36:03 2021 kem.wam kemel: [ 3755.060827] iee280211 phy0: n2800_config_txpower_rt6352: Warmning -

ignoring EEPROM HT40 power delta: -2

Tue Mar 2 12:36:07 2021 user notice modem2: QUECTEL EC25 [AUX] init to /devitty MODEM2_AUX

Tue Mar 2 12:36:07 2021 kern.warn kernel: [ 3759.060766] i=ee80211 phy0: 2800 _config_txpower rt6352: Warning -

ignoring EEPROM HT40 power delta: -2

Tue Mar 2 12:36:08 2021 user notice modem2: QUECTEL EC25 [AT-CMD] AT+CFUN=1 [0]

Tue Mar 2 12:36:08 2021 usernotice modem2: QUECTEL EC25 [AT-CMD] AT+CGATT=0 [2]

Tue Mar 2 12:36:08 2021 user.notice modem2: QUECTEL EC25 [MAIN] init to /dev/ityUSES

Tue Mar 2 12:36:08 2021 usernotice modem2: QUECTEL EC25 [EC25EUGARDEBADEMAG] init

Tue Mar 2 12:36:10 2021 daemen.notice netifd: Interface 'sim2’ is setting up now

Tue Mar 2 12:36:10 2021 user.notice mobile-sim2[4833]: selecting the gmi technelegy for connect

Tue Mar 2 12:36:11 2021 kern.wam kemnel: [ 3763.060398] ieeeB0211 phy0: t2800_config_txpower_rt6352: Waming -

ignoring EEPROM HT40 power delta: -2

Tue Mar 2 12:36:15 2021 kem.wam kemel: [ 3767.060281] iee280211 phy0: n2800_config_txpower_rt6352: Warmning - -
ignoring EEPROM HT40 power delta: -2

Puc. 57. Bknagka Tools, pasgen System Log
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5.5.9. GPIO

@ ANIEKTPOHUKA

Pasgen GPIO Ha Bknazgke Tools npegHasHayeH 415 HACTPONKM BXOL0B/BbIXOA0B 0O6LLEro Ha3HaYeHus
(GPIO) poyTepa, ecnim oHN y HEro ecTb. KomyecTBo AOCTYMNHbIX AN HacTpoiikn GPIO 3aBucuT ot

BO3MOXHOCTE yCTpoicTBa.

[lnsi coxpaHeHUs BbINO/THEHHbIX HACTPOEK UCMO/b3YITe KHOMKY Save. MNpu nepexofe Ha Apyrve CTpaHuLb
pa3fesnoB BCE BbIMO/IHEHHbLIE, HO HE COXPAHEHHbIE HACTPOliKM ByayT cOPOLLEHbI!

General Purpose 1/10

® Terminal block

Direction
GPI_1 IN

Command

Command

Direction
GPI_2 IN

Direction
GPO_1 ouT

Direction
GPO_2 ouT

Direction
10_1 IN

Phone Number

Phone number

Direction
10_2 IN

O Power Socket RPS1-2

Value

HIGH

Value

HIGH

Value

LOW

Value

LOW

Value

LOW

Value

LOW

Trigger
RISE

Trigger

NONE

Trigger
FALL

Notification text

Text

Trigger

BOTH

<

Debounce (ms)

100

Debounce (ms)

100

Debounce (ms)

100

Debounce (ms)

100

Puc. 58. Bknagka Tools, pasgen GPIO

Action

Command v

Action

SMS v
Action

None v

Save

Pusnyeckme xapakrepuctukn u ymncso noptos GPIO an1a KOHKPETHOro poyTepa MOXHO y3HaTb B

PYKOBOACTBE MNOJ/1b30BATESIA U caiite nponssoanTens.
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MopasaTb HanpshkeHne Ha Bxod GPIO MOXHO TONbKO nocrie BK/IIOUEHUA poyTepa. HecobnogeHne gaHHoro
TpeboBaHVA BEAET K BbIXOAY poyTepa 13 CTPOs 1 JIMLLEHWIO BNagenbLa npasa Ha rapaHTuitHoe

o6cnyXnBaHue.

Ha Bxoa GPIO Henb3a nogasath HanpsxeHue npesbilatoLlee HanpsXxeHve nuTaHnsa poyrepa.

B cnyvae ecnv Kk GPIO He nogknitoyeH pe3nctop 10 KOM - Henb3a fonycKaTb pasHOCTU HamnpsKeHUa nutaHns
poyTepa 1 HanpsxeHus, nogasaemoro Ha Bxog GPIO. Ecnu pesuctop B 10 KOM ycTaHOB/EH, TO pa3HOCTb
HanpsKeHUs NUTaHMA poyTepa n HanpsXxeHus, nogasaemoro Ha Bxog GPIO, gonyckaercs.

HacTtpolikn noptoB GPIO npeacTtasneHbl B Tabnuue H1Xe.

Ta6nuua 35. Hactpoiikn noptoB GPIO

Mone
I0_1, GPI_2, GPO _4 ...

Direction

Value

Trigger

Debounce (ms)

Action

Command

Phone Number

Notification text

OnucaHue
MmeHa Bxo0B/BbIXOA0B
Bbi6op HanpasneHus pabotbl: IN — paboTaeT kak Bxog, OUT — BbIxoz,

YpoBeHb BbIXOAHOTO curHana (Tosibko ans sbixogos): HIGH — Bbicokoe
HanpshkeHne, LOW — H13koe

CobbITre Ha nopty (Tpurrep): RISE — nosiBneHne HanpsxeHns Ha nopry,
FALL — nponaxa HanpshxeHusi Ha nopty, BOTH — nto6oe 13 cobbITuid,
NONE — co6bITMA He OTC/IeXMBatoTCA

HuBenupyet noxHole Cpa6aTbIBaHI/IF| N3-3a 3/IEKTPOMarHMTHbIX HaBOAOK,
n3mepaeTca B MUIJIMCEKYHOAxX

CobbITre, KOTOpoe NponcXoauT Npu cpabaTbiBaHUK TpUrrepa (TobKo Ans
IN): None — Huyero He npoucxoant, Command — BbINOMHAETCA 3a4aHHas
KomaHga, SMS — otnpasnsercad SMS Ha ykasaHHbIil Homep

Mone gnsa ykasaHus komaHgp! (4ns Action - Command)

Mone ons ykasaHusi Homepa TenedoHa, Ha KOTOpbIA AO/MHKHO ObITb
oTnpasneHo SMS (g9 Action - SMS)

TekcT SMS (ansa Action - SMS)
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Mpw BBOAE KOMaHAb! B nosie Command MOXHO MCNO/1b30BaThb NEPEMEHHbIE, NPeACcTaB/IEHHbIE B
Tabnuue Huxe.

Tabnvua 36. Cnncok nepemeHHbIx an1a nonsd Command

Mone OnucaHue

%%GP10%% nvsa GPIO, Hanpumep 10_2

%%VALUE%% YpOBeHb HanpsXeHusa Ha nopty, 1 nan 0

%%TRIGGER%% Tpurrep, No KOTopomy cpaboTano cobbiTne, RISE/FALL/BOTH

AMTENbHOCTb M3MeHeHUsi cocTossiHus GPIO, npeBbiweHne KOTOpoii BeAg&T K
%%DEBOUNCE%% cpabaTtbiBaHuO CObbLITUSA

%% TIMESTAMP%% BpeMs B hopmarte timestamp ¢ MOMeHTa 3anycka yCcTpoicTaa
%%SERIAL%% CEpPUIAHbIA HOMEp YCTpOoCTBa
%%DATE%% Aarta 1 BpeMsi Ha yCTpoicTee

Mpumep KomaHAbI:
send-sms "79xxxxxxxxx" "gpio %%GP10%% value is %%VALUE%%"

Mpw cpabaTbiBaHUW TpUITEpa Ha ykasaHHblii HoMep TenedioHa 6yaeT oTnpaBaeHo COO6LLEHNE O TOM,
yTo onpefeneHHbIi nopT GPIO nepekntounncsa B onpegeneHHoe cocTosHne. Kakoli UMEHHO nopT - 370
nepemeHHas %%GP10%% , B kakoe MMEHHO COCTOsAHME - 3TO nepemeHHasd %% VALUE%%

YnpaeneHue GPIO npu nomowwm SNMP

HauuHasn ¢ Bepcun npowwmskn 20.6 goctynHo ynpasneHne GPIO no npotokony SNMP. Ana
MCMNO/Ib30BaHMS JaHHOW (DYHKLMUN HY)XXHO BHECTW COOTBETCTBYHLLME HACTPOIiKM B pa3gene Services -
SNMP. bonee nogpobHas MHpopmauns HaxoguTcs B pasgene YnpasneHve GPIO npu nomowm SNMP.,

5.5.10. YnpaBnsieMblii 610K po3eTok RPS1-2

[nsa ynpasneHns 6nokom po3etok RPS1-2 npu nomowum GPIO B nHTepdielice npesycMOTpeH NyHKT
Power Socket RPS1-2
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General Purpose 1/0

O Terminal block

Direction
GPI_1 IN
Status
SOCKET1 ON
(10_6)
Status
SOCKET 2 ON
(10_7)

® Power Socket RPS1-2

Value Trigger
HIGH NONE

Default Turn ON
ON v ON

Default Turn ON
ON v ON

Debounce (ms)

100

Turn OFF

OFF

Turn OFF

OFF

Puc. 59. Bknagka Tools, pasgen GPIO, Power Socket RPS1-2

3HaueHus nosnen npeacTaB/eHbl B TabnLe HUXe.

@ ANIEKTPOHUKA

Toggle OFF/ON

Toggle

Toggle OFF/ON

Toggle

Save

Tabnuua 37. Hactpoiikn GPIO ans pabotbl ¢ YnpasnsembliM 6/10KkoM po3eTok RPS1-2

Mone OnucaHue

Status TekyLee cOCTOAHME PO3ETKU

CocTosiH/e, B KOTOPOM PO3EeTKa A0/HKHA HAX0AMTLCSA MO YMOSIYaHUIO Npu

Default BKJ/IIOYEHUM poyTepa
Turn ON BkntounTb po3eTky (Npu aTom nosne Status Takke noMmeHsietTcs Ha ON)
Turn OFF BbIk/10unTL po3eTky (Npy aToM nosie Status Takke nomeHseTca Ha OFF)

BbIKNOUNTB 1 BKIOYMTL PO3ETKY (415 T.H. “nepesarpysku no nutaHuw"

Toggle OFF/ON NOAKMHOYEHHOTO K PO3ETKE YCTPOICTBA)
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5.5.11. Wi-Fi Clients

Pasgen Wi-Fi Clients Ha Bknagke Tools npegHasHayeH ans npegcraBneHmsa nHcopmaumm o
noAaknoyeHHbIX Wi-Fi-knneHTax, ecnm ycTpoiicTBo nogaepxmeaeT paboty ¢ Wi-Fi. Ha pucyHke
npeacTaB/ieH NPUMepP CTpaHuLbI.

Client RX Bytes RX Packets TX Bytes TX Packets Signal (dBm)

e6:8d:8cieaB5:f5 33471445 211747 1465698 6717 32
Puc. 60. Bknagka Tools, pasgen Wi-Fi Clients (poytep ¢ Wi-Fi-mogynem)

Tabnuua 38. NIHopmauusa o Wi-Fi-knmeHTax

Mone OnucaHue

Client MAC-agpec NoAaKAYEHHOIO KMeHTa

RX bytes KonuuecTBo NpUHATBLIX KIMEHTOM GaliT

RX packets KonnuecTBo NpUHATBIX KNIMEHTOM NaKkeToB

TX bytes KonnyecTtBo OTnNpaB/ieHHbIX KTMEHTOM 6anT

TX packets KonnuyecTtso oTnpas/ieHHbIX KMEHTOM NakeTos

Signal (dBm) YpoBeHb curHana g/1s nogkalyeHHOro KaMeHTa B geumbenax

Ecnu poyTep He nogaepxmeaeTt paboty ¢ Wi-Fi, To B okHe ByaeT BbIBOAUTLCA cooblyeHune: This router
does not support this function.
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5.5.12. Reboot

Pazgen Reboot Ha Bknaake Tools npeagHasHadeH ans nepesarpyskn ycTpoiicTea unm cépoca B
3aBO/ICKME HACTPOViKM. Ha pucyHKe npeAcTaBneH NpuMep CTpaHuULbl.

UTo6bI Nepesarpy3nTb YCTPOINCTBO, HaXXKMUTE KHOMKY Reboot.

UT06bI C6POCUTL YCTPONCTBO B COCTOSIHME 3aBO/CKUX HACTPOEK, MOCTaBLTe rasfiouky Hanpotus Perform
factory reset n HaxmuTe kHonky Reboot.

) Perform factory reset

Reboot process will take about 60 seconds to complete.

Puc. 61. Bknagka Tools, pasgen Reboot
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5.5.13. Management

B faHHOM pasfene nosib3oBaTesito NPeOCTaB/ISETCH BO3MOXHOCTb COXPAHEHMUSI BCEX CAEMNAHHBIX
HacTpoek B ¢halifl, BocCTaHOBNEHWE 3 (halifia, BO3MOXHOCTb YCTAHOBWUTbL AOMO/THUTE/bHbIA
NPOrpamMMHbIii NakeT UK OGHOBUTL BEPCUIO MPOLUMBKA poyTepa. MNMpumMep CTpaHuLbl NPUBEAEH Ha
PUCYHKe.

System Report

Restore Settings Backup Settings

oo

Install Package
Upload

Update Firmware

[ Perform factory reset

Puc. 62. Bknagka Tools, pasgen Management

MonyueHue penopTt-chaiina.

HaxmuTe kHomKy Generate Report n poyTep NpeaioknT BaM COXPaHUTb TEKTOBBIN ¢oaiisl, B KOTOPOM
cobpaHbl norn paboTbl poyTepa 1 ero HacTpoku. [laHHbli haiin yaobeH AN AMarHOCTUKM Pas/iMyHbIX
npo6sem B HacTpoiikax poytepa. CocefHAS KHONKa NPeAsIoKUT BaMm cpasy Hanucartb NUCbMO B
TEXHUYECKYI0 NOAAEPXKKY MO BO3HMKLLUM BOMPOCaM.

CoxpaHeHue HacTpPOeK YyCTPoCTBA.

HaxmuTe kHonky Download B nogpasaene Backup Settings v coxpaHuTe nonyyeHHblli daiin B
KoMmnbioTepe. [na yao6cTea nonb3osareneli k uMeHn daiina fobasnsercsa cepuitHblii Homep
YCTpOWCTBA 1 BEPCUS MPOLLUMBKM.

3arpyska coxpaHeHHbIX HACTPOEK YCTpoWCTBa.

HaxmuTe kHonky Upload B nogpasaene Restore Settings 1 BbiGepute paHee COXpaHeHHbIl haiin ¢
HacTpolikamun. Ec/in Bepcusl COXpaHeHHbIX HACTPOEK He COBMNagaeT C Bepcreid NPOLLNBKN,
YCTaHOB/EHHO B AaHHbIA MOMEHT Ha poyTepe, HACTPOkM ByayT NPUMEHEHbI, HO NO/Ib30BaTe b
nony4nT yBeLoM/IEHNE O TOM UTO MOJSIHasA PaboTOCNOCOOHOCTL BCEX HACTPOEK HA 3TOW Bepcun
NPOLUMBKM HE rapaHTupyeTcs.
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Restoring settings in progress.

This backup is for firmware
version 20.7. Full compatibility
is non-guaranteed.

Puc. 63. Bknagka Tools, pazgen Management, 3arpy3ka COXpaHeHHbIX HaCTPOeK

CoxpaHsieMble HacCTPOKM NHAMBUAYaIbHBI 4151 KaXXA0ro poyTepa! Mpu NpYMEHEHUN COXPaHEHHbIX HACTPOEK
OT OAHOr0 YCTPOICTBA A/151 APYTNX YCTPOWCTB OHU NPUMEHSIKOTCS NOMTHOCTLIO (BK/IKOYas Takue
HAMBUAYaNbHbIE NapamMeTPbl MCXOAHOTO yCcTpoiicTBa kak MAC-agpeca, SSID Wi-Fi n npoyee).

YcTtaHOBKa AONO/IHUTENbHBIX NMAKETOB Ha YCTPOIICTBO.
HaxmuTe kHonky Upload B nogpasaene Install Package, 4to6bl BbiopaTh halisi-nakeT, a 3aTem
HaxmuTe KHonky Install, 4To6b! CNOL30BaTb NAKET B YCTPONCTBE.

OGHoOBEeHWe BHyTpeHHero MO (npowurBKu) ycTpoiicTBa.

HaxmuTe kHonky Upload B nogpasgene Update Firmware, 4to6bl BbIOpaTh dhaidnn ¢ NpoWwmBKOA. UTo6bI
MCMosb30BaTh BbIGPaHHBINA halin B yCTPONCTBE HaxmMuTe kHonky Update. YTo6bl npy o6HOBAEHUN
MPOLUUBKM COPOCUTL HACTPOWKM YCTPOIACTBA B 3aBOACKME, NOCTaBbTE Nepes 06GHOB/IEHNEM FaslouKy
HanpoTtus Perform factory reset.

OTK/NOYEHME NUTaHNA poyTepa B MOMEHT OGHOB/IEHMS NPOLLUMBKM UK COpOCa K 3aBOACKMM HaCTpOliKam
MOXET NPMBECTU K NOTepe paboToCNOCO6GHOCTM YCTPOCTBRA.
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KOHTaKTbI

HoBble Bepcum NPOLIMBOK, [OKYMEHTaLMW U CONYTCTBYHOLLENO NPOrpaMMHOro 06ecneYeHnst MOXHO
nosyYnTb, 06PATMBLUMCH MO CAeAyOWMUM KOHTaKTam:

CaHkT-lNMeTepoypr

canT komnaHun B VIHTepHeTe www.radiofid.ru
Ten. B CaHkT-lMeTepbypre +7 (812) 318 18 19
e-mail support@radiofid.ru
Telegram @irzhelpbot

Haluu cneumanucTbl Bcerda roToBbl OTBETUTL Ha BCe Balluu BOMpOChI, NOMOYb B YCTaHOBKE, HACTPOIKe U
yCTpaHeHU Npo6/IeMHbIX CUTyaLuit Npu aKkcnyaTauun 060pyaoBaHus.

B cnyyae BO3HMKHOBEHWS! MPOG/IEMHOM CUTyaLmK, NPy 0GPaLLEHNI B TEXHUYECKYIO MOAAEPXKY, crefyeT
yKasblBaTb BEPCUI0 NPOrpamMMHOro o6ecneyeHns, Ucnosib3yemMoro B poyTtepe. Tak Xe pekoMeHAyeTcs K
MUCbMY MPVKPENUTL XYpPHasIbl 3amycka Npo6/ieMHbIX CEPBUCOB, CHUMKM 3KPaAHOB HACTPOEK 1 Nobyio
[pYTyto nosie3Hyto nHchopmaumo. Yem 6osblie MHopmauumn 6yaeT NpegocTaBieHo COTPYAHUKY
TEXHUYECKO NoAaep kKM, TEM BbICTPEE OH CMOXET Pa306paThCs B C/IOKMBLUIENCA CUTyaUum.

Mepep o6palLeHNEM B TEXHUUECKYHO NOAAEPKKY HACTOSATENIbHO PEKOMEHAYETCS 0GHOBUTbL NMPOrpamMMHoe
o6ecneyeHre poyTepa Ao akTyaslbHoW Bepcuu.

HapyLlueHune ycnoswuii akcnyataummn (HeHag/iexallee UCnosb3oBaHne poyTepa) NUWaeT Bagenbua
YCTPOICTBa NpaBa Ha rapaHTUnHOe 06C/TyXnBaHue.
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7. MpunoxeHue 1

CuHrtakcuc IP-agpeca

IP-anpec onuceiBaeT agpec y3na B IP-ceTu u cocTouT 13 4x yacteii (OKTeTOB). OKTET HE MOXET ObITb
6onblue yncna 254. NocnegHuini OKTET HE MOXET ObITb HY/IEM.

lMpumep: 80.70.224.2

CuHtakcuc IP-agpeca cetun

IP-agpec ceT onucbiBaeT BCe aipecHOe NPOCTPaHCTBO IP-ceTn. CoCcTonT U3 4x YacTei (OKTETOB) U
Macku nogcetn. OKTeT He MOXeT ObITb 60/bLUe yncna 254, Macka noaceTn He 6osblue yucna 32.

lMpumep 1:90.30.173.60/28

lMpumep 2: 125.24.55.219 255.255.255.0

CuHTaKCcMC MacKu noaceTu

Macka noaceTy COCTOUT U3 4X OKTETOB, KaXAblli U3 KOTOPbIX HE MOXET ObITb 60/1bLLE Yncia 255.
lMpumep: 255.255.255.0

CunHtakcuc MAC-agpeca

MAC-agpec cocTouT 13 6 yacTeid, kakaasi 3 KOTOPbIX HE MOXET MMETb 3HaveHne 6onee FF
(wecTHapLaTepnyHas cuctema cuncneHmns).

lMpumep: 00:FF:BD:69:07:4A
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