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Introduction

The NPort 5100 and NPort 5110-T are advanced, 1-port RS-232/422/485 serial device servers that make it
easy to network-enable serial devices.

The following topics are covered in this chapter:

a

a
a
a

Overview
Package Checklist
Product Features

Product Specifications
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Overview

NPort 5100 series device servers are designed to make your industrial serial devices Internet ready instantly,
and are well-suited for POS security market applications. The compact size of NPort 5100 device servers makes
them the ideal choice for connecting your RS-232/422/485 serial devices, such as card readers and payment
terminals, to an IP-based Ethernet LAN, making it possible for your software to access serial devices located
anywhere on a local LAN, or the Internet.

The NPort 5100 supports several operation modes, including TCP Server, TCP Client, UDP Server/Client, Pair
Connection, and Ethernet Modem, ensuring the compatibility of network software that uses a standard network
APl (Winsock, BSD Sockets). In addition, the NPort’s Real COM/TTY drivers allow you to set up your COM/TTY
port software to work over a TCP/IP network in no time. This excellent feature preserves your software
investment and lets you enjoy the benefits of networking your serial devices instantly.

NPort 5100 device servers support automatic IP configuration protocols (DHCP, BOOTP) and manual
configuration via the handy web browser console. Both methods ensure quick and effective installation. And
with the NPort 5100’s Windows utility, installation is very straightforward, since all system parameters can be
stored and then copied to other device servers simultaneously.

Package Checklist

The NPort 5100 Series products are shipped with the following items:

Standard Accessories
e 1 NPort 5100 serial device server
e Quick installation guide

e Documentation and software CD

Optional Accessories

¢ DK-35A: DIN-Rail Mounting Kit (35 mm)

NOTE: Notify your sales representative if any of the above items is missing or damaged.

Product Features

The NPort 5100 has the following features:

e Low cost, credit card size

e Makes your serial devices Internet ready

e Easy wall and DIN rail mounting

e Real COM/TTY drivers for Windows and Linux

e Fixed TTY driver for SCO OpenServer, SCO Unixware 7, SCO Unixware 2.1

e Versatile socket operation modes: TCP Server, TCP Client, UDP, and Ethernet Modem
e Pair Connection mode for connecting two serial devices over a network without a PC
e Easy-to-use Windows utility for mass installation

e Auto-detecting 10/100 Mbps Ethernet

e Built-in 15 KV ESD protection for all serial signals

e Supports SNMP MIB-II for network management

e Configuration via web/Telnet/serial console

e Configuration utility automatically finds NPort devices on the network

e Supports Reverse Telnet mode

e Displays uptime on the Overview web page of NPort Configurator

1-2
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Product Specifications

Ethernet Interface

Number of Ports: 1

Speed: 10/100 Mbps, auto MDI/MDIX
Connector: 8-pin RJ45

Magnetic Isolation Protection: 1.5 KV built-in

Serial Interface

Number of Ports: 1

Serial Standards:

NPort 5110: RS-232

NPort 5130: RS-422/485

NPort 5150: RS-232/422/485

Connector: DB9 male

Serial Line Protection: 15 KV ESD protection for all signals

RS-485 Data Direction Control: ADDC® (automatic data direction control)
Pull High/Low Resistor for RS-485: 1 KQ, 150 KQ

Serial Communication Parameters

Data Bits: 5, 6, 7, 8

Stop Bits: 1, 1.5, 2

Parity: None, Even, Odd, Space, Mark

Flow Control: RTS/CTS and DTR/DSR (RS-232 only), XON/XOFF
Baudrate:

NPort 5110: 110 bps to 230.4 Kbps

NPort 5130/5150: 50 bps to 921.6 Kbps

Serial Signals

RS-232: TxD, RxD, RTS, CTS, DTR, DSR, DCD, GND
RS-422: Tx+, Tx-, Rx+, Rx-, GND

RS-485-4w: Tx+, Tx-, Rx+, Rx-, GND
RS-485-2w: Data+, Data-, GND

Software

Network Protocols: ICMP, IP, TCP, UDP, DHCP, BOOTP, Telnet, DNS, SNMP V1, HTTP, SMTP
Configuration Options: Web Console, Serial Console (NPort 5110/5150 only), Telnet Console, Windows
Utility

Windows Real COM Drivers: Windows 95/98/ME/NT/2000, Windows XP/2003/Vista/2008/7/8 x86/x64,
2012 x64, Embedded CE 5.0/6.0, XP Embedded

Fixed TTY Drivers: SCO Unix, SCO OpenServer, UnixWare 7, UnixWare 2.1, SVR 4.2, QNX 4.25, QNX 6,
Solaris 10, FreeBSD, AIX 5.x, HP-UX 11i

Linux Real TTY Drivers: Linux kernel 2.4.x, 2.6.x, 3.x

Physical Characteristics

Housing: Metal

Weight: 340 g

Dimensions:

Without ears: 52 x 80 x 22 mm (2.05 x 3.15 x 0.87 in)
With ears: 75.2 x 80 x 22 mm (2.96 x 3.15 x 0.87 in)

Environmental Limits

Operating Temperature:

Standard Models: O to 55°C (32 to 131°F)

Wide Temp. Models: -40 to 75°C (-40 to 167°F)

Storage Temperature: -20 to 75°C (-4 to 167°F)
Ambient Relative Humidity: 5 to 95% (non-condensing)

1-3
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Power Requirements

Input Voltage: 12 to 48 VDC

Power Consumption:

NPort 5110: 128.7 mA @ 12V, 72 mA @ 24 V
NPort 5130/5150: 200 mA @ 12 V, 106 mA @ 24 V

Standards and Certifications

Safety: UL 60950-1, EN 60950-1

EMC: CE, FCC

EMI: EN 55022 Class A, FCC Part 15 Subpart B Class A
EMS: EN 55024

Reliability

Automatic Reboot Trigger: Built-in WDT (watchdog timer)
MTBF (mean time between failures):

NPort 5110: 279,122 hrs

NPort 5130: 246,505 hrs

NPort 5150: 246,034 hrs

Warranty
Warranty Period: 5 years
Details: See www.moxa.com/warranty

1-4
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Getting Started

This chapter includes information about installing the NPort 5100.

The following topics are covered in this chapter:

O Panel Layout of the NPort 5100 Series

O Connecting the Hardware

YV V VY V

Connecting the Power

Connecting to the Network

Connecting to a Serial Device

LED Indicators

Adjustable Pull High/Low Resistor for the RS-485 Port
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Panel Layout of the NPort 5100 Series

Rear Panel View

._ —
(o] .
Q) ‘ RJ45 10/100M Ethernet port

Reset button
Power input ©—@&—®

Top Panel View
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Front Panel View
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| Stick-on pad

— Male DB9 serial port

NOTE: The layouts of the NPort 5130 and NPort 5150 are the same as for the NPort 5110.

Connecting the Hardware

This section describes how to connect the the NPort 5100 to serial devices for first time testing purposes. We

cover Connecting to the Network, Connecting to a Serial Device, and LED Indicators.

Connecting the Power

Connect the 12 to 48 VDC power cord with the NPort 5100’s power input. If the power is properly supplied, the

“Ready” LED will show a solid red color until the system is ready, at which time the “Ready” LED will change to

a green color.

Connecting to the Network

Connect one end of the Ethernet cable to the NPort 5100’s 10/100M Ethernet port and the other end of the
cable to the Ethernet network. The NPort 5100 will indicate a valid connection to the Ethernet in the following

ways:

e The Ethernet LED maintains a solid green color when connected to a 100 Mbps Ethernet network.

e The Ethernet LED maintains a solid orange color when connected to a 10 Mbps Ethernet network.

e The Ethernet LED will flash when Ethernet packets are being transmitted or received.

2-2
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Connecting to a Serial Device

Connect the serial data cable between the NPort 5100 and the serial device. The NPort 5100’s serial port uses
the RS-232/422/485 interface to transmit data. The port uses a standard male DB9 pin assignment. Refer to
Appendix A to see the signal definitions for the port.

LED Indicators

NPort 5100 has 3 LED indicators, as described in the following table.

LED Name LED Color LED Function
Ready Red Steady on:  Power is on and NPort 5100 is booting up.
Blinking: Indicates an IP conflict, or DHCP or BOOTP server did not
respond properly.
Green Steady on: Power is on and NPort 5100 is functioning normally.
Blinking: The device server has been located by Administrator’s

Location function.

Off Power is off, or power error condition exists.
Link Orange The device is connected to a 10 Mbps Ethernet connection.
Green The device is connected to a 100 Mbps Ethernet connection.
Off Ethernet cable is disconnected, or has a short.
TX/Rx Orange Serial port is receiving data.
Green Serial port is transmitting data.
Off No data is being transmitted or received through the serial port.

Adjustable Pull High/Low Resistor for the RS-485 Port

In some critical environments, you may need to add termination resistors to prevent the reflection of serial
signals. When using termination resistors, it is important to set the pull high/low resistors correctly so that the
electrical signal is not corrupted. Since a particular pull high/low resistor value cannot fit all environments, the
NPort 5150/5130 uses jumpers to set the pull high/low resistor values for each serial port.

To set a termination resistor to 150 kQ, make sure that the two jumpers (JP3 and JP4) assigned to the
serial port are not shorted by jumper caps. This is the default setting.

To set a termination resistor to 1 kQ, make sure that the two jumpers (JP3 and JP4) assigned to the serial
port are shorted by jumper caps.

ATTENTION

Do not use the 1 kQ setting on the NPort 5150 when using the RS-232 interface. Doing so will degrade the
RS-232 signals and shorten the maximum allowed communication distance.
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NPort 5150/5130 Jumpers
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Initial IP Address Configuration

When setting up your NPort 5100 for the first time, you should first configure the IP address. This chapter
introduces the method to configure the device server’s IP address. For more details about network settings, see
the Network Settings section from Chapter 5, Web Console Configuration.

The following topics are covered in this chapter:

Initializing the NPort 5100’s IP Address
Factory Default IP Address

NPort Administration Suite

ARP

Telnet Console

Serial Console (19200, n, 8, 1)

QaoaaaoaaQ



NPort 5100 Series Initial 1P Address Configuration

Initializing the NPort 5100’s IP Address

1. Determine whether your NPort 5100 needs to use a Static IP or Dynamic IP (either DHCP or BOOTP
application).

2. If the NPort 5100 is used in a Static IP environment, you can use NPort 5100 Administration Suite,
ARP, Web Console, Telnet Console, or Serial Console to configure the new IP address.

3. Ifthe NPort 5100 is used in a Dynamic IP environment, you can use NPort 5100 Administration suite,
Web Console, Telnet Console, or Serial Console to configure the NPort 5100 to get an IP address
dynamically with DHCP, DHCP/B OOTP, or BOOTP.

ATTENTION

Consult your network administrator on how to reserve a fixed IP address for your NPort 5100 in the MAC-IP
mapping table when using a DHCP Server or BOOTP Server. In most applications, you should assign a fixed IP
address to your NPort 5100.

Factory Default IP Address

NPort 5100 products are configured with the following default private IP address:
Default IP address: 192.168.127.254

(IP addresses of the form 192.168.xxx.xxx are referred to as private IP addresses, since it is not possible to
access a device configured with a private IP address directly from a public network. For example, you would not
be able to ping such a device from an outside Internet connection. NPort 5100 applications that require sending
data over a public network, such as the Internet, require setting up the server with a valid public IP address,
which can be leased from a local ISP.)

NPort Administration Suite

NPort Administration Suite consists of useful utility programs that are used to configure and manage your NPort
5100s.

See Chapter 5 for details on how to install NPort Administration Suite, and how to use this suite of
useful utilities to set up IP addresses and configure your NPort 5100 serial device servers.

ARP

You can make use of the ARP (Address Resolution Protocol) command to set up an IP address for your NPort
5100. The ARP command tells your computer to associate the NPort 5100’s MAC address with the intended IP
address. You must then use Telnet to access the NPort 5100, at which point the device server’s IP address will
be reconfigured.

ATTENTION

In order to use this setup method, both your computer and the NPort 5100 must be connected to the same
LAN. Or, you may use a cross-over Ethernet cable to connect the NPort 5100 directly to your computer’s
Ethernet card. Your NPort 5100 must be configured with the factory default IP address—192.168.127.254—

before executing the ARP command, as described below.
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Take the following steps to use ARP to configure the IP address:

1. Obtain a valid IP address for your NPort 5100 from your network administrator.
2. Obtain the NPort 5100’s MAC address from the label on its bottom panel.

3. Execute the ‘arp -s’ command from your computer’s MS-DOS prompt by typing:
arp —s 192.168.200.100 00-90-E8-xX-XxXX-XX

This is where 192.168.200.100 is the new IP address and 00-90-E8-xx-xx-xx is the MAC address for your
NPort 5100 (be sure to use the numbers determined in steps 1 and 2).

4. Next, execute a special Telnet command by typing:
telnet 192.168.200.100 6000

After issuing this command, a Connect failed message will appear, as shown here. After the NPort 5100
reboots, its IP address should be updated to the new address, and you can reconnect using either Telnet,
Web, or Administrator to check that the update was successful.

Connect failed 1]

e Could not open a connection to 192,168.200.100

Telnet Console

Depending on how your computer and network are configured, you may find it convenient to use network
access to set up your NPort 5100’s IP address. This can be done using the Telnet.
1. From the Windows desktop, click Start and then select Run.

2. Type telnet 192.168.127.254 (use the correct IP address if different from the default) in the Open text
input box, and then click OK.

Run BB

Tupe the name of a program, folder, document, or Intemet
resource, and Windows will open it far you.

Open [telnet 132.168.127.254 =l

0K I Cancel | Browse. .. I

3. When the Telnet window opens, if you are prompted to input the Console password, input the password
and then press Enter. Note that this page will only appear if the NPort 5100 is password protected.

o Telnet 192.168.127.254

Model name : HPort 51189

MAC address : BB:98:E8:04:85:48
Serial No. : 48548

Firmware version @ 1.8

Please keyin your passwowrd:
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4. Type 2 to select Network settings, and then press Enter.

<< Main Menu >>
(1) Baszic zettings

gl

Metwork settings
Serial settings
Operating settings
Acceszihle IP zettings
Auto warning settings
Monitor

Ping

Change password

Load factory default
Uiew zettings
SavesRestart

Quit

Key in your selection: 2

5. Type 1 to select IP address and then press Enter.

<< Main Menu—>Hetwork settings
1>

<o

IP address

Hetmask

Gateway

IP configuration

DNS server 1
server 2

community name
contact

location

IP report to IP

IP report to TCP port
IP report period
settings

to main menu

Key in your selection: 1_

6. Use the Backspace key to erase the current IP address, type in the new IP address, and then press Enter.

<<{ Main Menu->Metwork settings >>

1>
2>
3>
(4>
(4]
(6>
<
(8>
9>
Cal
<h>
{ch
<d>
Cud
m)
(g

IP address

Netmask

Gateway

IP configuration

DNS server 1

DNS server 2

SNMP

SHNMP community

SNMP contact

SNMP location

Auto IP report to IP
Auto IP report to TCP port
Auto IP report period
View settings

Back to main menu
Quit

Key in your selection: 1
IP address: 192.168.127.253

7. Press any key to continue.

<{ Main Menu->Netw

(>

IP addr

name

Auto : . to IP

Auto 3 to TCP port
A port period

Uie 5

Back to main me

Quit

Key in your =
IP addre:

set IP

dd
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8. Type m and then press Enter to return to the main menu.

<<{ Main Menu->MNetwork settings >>

1>
2>
3>
(4>
5>
(6>
<
(B>
2>
Cal
(>
{ch
<d>
(vl
<m>
(g

IP address

Netmask

Gateway

IP configuration

DNS server 1

DNS server 2

SNMP

SNMF community name
SNMF contact

SNMF location

Auto IP veport to IP
Auto IP report to TCP
Auto IP report period
Uiew settings

Back to main menu
Quit

Key in your selection: m

port

9. Type s and then press Enter to Save/Restart the system.

<< Main Menu >>

>
2>
3>
(4>
(D]
(6>
<
(8>
2>
Cal
Cud
(s)
(g

Basic settings
Metwork settings
Serial settings
Operating settings
Accessihle IP settings
Auto warning settings
Monitor

Ping

Change password

Load factory default
View settings

Save /Restart

Quit

Key in your selection: s

10. Type y and then press Enter to save the new IP address and restart the NPort 5100.

{yd
<n>

Yes
Mo

Key in your selection: vy,

Serial Console (19200, n, 8, 1)

You may use the RS-232/422/485 console port to set up the IP address for NPort 5100. We suggest using

PComm Terminal Emulator, which is available free of charge as part of the PComm Lite program suite (found

on the Software CD that comes with the product), to carry out the installation procedure, although other similar

utilities may also be used.

Before you start to configure the NPort 5100 via serial console, turn off the power and connect the serial cable

from NPort 5100 to your computer’s serial port.

Connect NPort 5100’s serial port 1 directly to your computer’s male RS-232/422/485 serial port.

From the Windows desktop, click Start - Programs = PComm Lite - Terminal Emulator.

When the PComm Terminal Emulator window opens, first click on the Port Manager menu item and

select Open, or simply click on the Open icon.

4 PComm Terminal Emulator

Profle PotManager Help

a))u@ o[

fonl

}y“llul.l

T
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4. The Property window opens automatically. From the Communication Parameter page, select the
appropriate COM port for the connection, COML1 in this example, and 19200 for Baud Rate, 8 for Data
Bits, None for Parity, and 1 for Stop Bits.

FProperty E3

Communication Parameter |Teml1d| File Transfer | Capturing |

— COM Options
Pots: — [comi -]
Baud Rate : 19200 -
D ata Bits : |3 -[
Padity : None hd
Stop Bits : |-| vl
—FlowE?rlml— Dutput State
I~ [ATs/Ts DTR & ON (" OFF
™ =0OM/0FF RTS & ON " OFF

[ ok ] Cancal |

5. From the Property window’s Terminal page, select ANSI or VT100 for Terminal Type and then click OK.

If you select Dumb Terminal as the terminal type, some of the console functions—especially the “Monitor”
function—may not work properly.

6. Press the “ = ” key continuously and then power on the NPort 5100.

]

7. NPort 5100 will receive the “ = ” string continuously and then auto switch from data mode to console mode.

8. Input the password when prompted. Note that this page will only appear when the NPort 5100 has been set
up for password protection.

5 COM2,19200,None, 8,1, ¥ T100

r; odel name = NBort 5110
2C sddress - 00:-830:-EB:04:05:48
DTR |Serisl MNo. : 40548

fR‘FS Firmware wversiocn : 1.0

Elezsse keyin your passwc:d:l
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9. Start configuring the IP address

for the rest of the IP settings.

Model name = NPort 5110
MAC address : 00:90:EB:04:05:48
Serial No. - 40548

Firmware wversicom : 1.0

<< Main mwenu »>>

(1)
(2)
(3)
(4)
(3}
(gl
{7)
(8)
(9)
(a)
(w)
(=)
(q)

Besic settings
Network settings
Serizel settings
Cperating settings
Leocessikble IE settings
Zutoc werning settings
Monitor

Eing

Change password

Ioad factory default
View settings
Save/Restart

quit

Eey in your selecticn: I

under Network Settings. Refer to step 4 in the Telnet Console section
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Choosing the Proper Operation Mode

In this chapter, we describe the various NPort 5100 operation modes, which include Real COM Mode, which
uses a driver installed on the host computer, and operation modes that rely on TCP/IP socket programming
concepts. After choosing the proper operation mode in this chapter, refer to Chapter 5 for detailed
configuration parameter definitions.

The following topics are covered in this chapter:

Overview

Real COM Mode

TCP Server Mode

TCP Client Mode

UDP Mode

Pair Connection Mode
Ethernet Modem Mode

Reverse Telnet Mode

Qaoaoaaogoooaa

Disabled Mode



NPort 5100 Series Choosing the Proper Operation Mode

Overview

NPort 5100 serial device servers network-enable traditional RS-232/422/485 devices, in which a serial device
server is a tiny computer equipped with a CPU, real-time OS, and TCP/IP protocols that can bi-directionally
translate data between the serial and Ethernet formats. Your computer can access, manage, and configure
remote facilities and equipment over the Internet from anywhere in the world.

Traditional SCADA and data collection systems rely on serial ports (RS-232/422/485) to collect data from
various kinds of instruments. Since NPort 5100 Serial Device Servers network-enable instruments equipped
with an RS-232/422/485 communication port, your SCADA and data collection system will be able to access all
instruments connected to a standard TCP/IP network, regardless of whether the devices are used locally or at

a remote site.

The NPort 5100 is an external IP-based network device that allows you to expand the number of serial ports for
a host computer on demand. As long as your host computer supports the TCP/IP protocol, you won’t be limited
by the host computer’s bus limitation (such as ISA or PCI), or lack of drivers for various operating systems.

In addition to providing socket access, the NPort 5100 also comes with a Real COM/TTY driver that transmits
all serial signals intact. This means that your existing COM/TTY-based software can be preserved, without
needing to invest in additional software.

Three different Socket Modes are available: TCP Server, TCP Client, and UDP Server/Client. The main
difference between the TCP and UDP protocols is that TCP guarantees delivery of data by requiring the recipient
to send an acknowledgement to the sender. UDP does not require this type of verification, making it possible
to offer speedier delivery. UDP also allows data to be unicast to only one IP address, or multicast to groups of
IP addresses.

Real COM Mode

The NPort 5100 comes equipped with COM drivers that work Real COM Mode

with Windows 95/98/ME/NT/2000/XP systems, and also TTY —

drivers for Linux systems. The driver establishes a transparent - MR Pt
=

TCP/IP
Ethernet

connection between host and serial device by mapping the
IP:Port of the NPort 5100’s serial port to a local COM/TTY port
on the host computer. Real COM Mode also supports up to 4

simultaneous connections, so that multiple hosts can collect

data from the same serial device at the same time.
Driver Mode

RS-232

Fir——
Device )

ATTENTION

The driver used for Real COM Mode is bundled with NPort Administrator. The driver is installed on your
computer automatically when you install NPort 5100 Administration Suite.

One of the major conveniences of using Real COM Mode is that Real COM Mode allows users to continue using
RS-232/422/485 serial communications software that was written for pure serial communications applications.
The driver intercepts data sent to the host's COM port, packs it into a TCP/IP packet, and then redirects it
through the host’s Ethernet card. At the other end of the connection, the NPort 5100 accepts the Ethernet
frame, unpacks the TCP/IP packet, and then sends it transparently sends it to the appropriate serial device
attached to one of the NPort 5100’s serial ports.
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ATTENTION

Real COM Mode allows several hosts to have access control to the same NPort 5100. The driver that comes with

your NPort 5100 controls host access to attached serial devices by checking the host’s IP address. Refer to the

Accessible IP Settings section of Chapter 5 for more details.

TCP

TCP

Server Mode

In TCP Server Mode, NPort 5100 is configured with a unique
IP:Port combination on a TCP/IP network. In this case, NPort
5100 waits passively to be contacted by the host computer.
After the host computer establishes a connection with the
serial device, it can then proceed with data transmission. TCP
Server mode also supports up to 4 simultaneous connections,
so that multiple hosts can collect data from the same serial
device—at the same time.

As illustrated in the figure, data transmission proceeds as
follows:

The host requests a connection from the NPort 5100
configured for TCP Server Mode.

Once the connection is established, data can be transmitted in
both directions—from the host to the NPort 5100, and from the
NPort 5100 to the host.

Client Mode

In TCP Client Mode, the NPort 5100 can actively establish a
TCP connection with a pre-determined host computer when
serial data arrives.

After the data has been transferred, the NPort 5100 can
disconnect automatically from the host computer by using
the TCP alive check time or Inactivity time settings. Refer to
Chapter 5 for detailed configuration instructions.

As illustrated in the figure, data transmission proceeds as
follows:

The NPort 5100 configured for TCP Client Mode requests a
connection from the host.

Once the connection is established, data can be transmitted
in both directions—from the host to the NPort 5100, and
from the NPort 5100 to the host.

4-3

TCPﬁServer Mode

TCP Server

@Request a
connection
@Proceed with

data transmission

RS-232

ey
Device )

TCPﬁCIient Mode

L

TCP/IP
\Ethernet

@

TCP Client

ORequest a
connection

@Proceed with
data transmission

RS-232

Device )
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UDP Mode

Compared to TCP communication, UDP is faster and more
efficient. In UDP mode, you can unicast or multicast data

from the serial device to one or multiple host computers, and
Directly proceed with
data transmission

(no connection required)

the serial device can also receive data from one or multiple
host computers, making this mode ideal for message display
applications.

Pair Connection Mode

Pair Connection Mode employs two NPort 5100 in tandem, and can be used to remove the 15-meter distance
limitation imposed by the RS-232/422/485 interface. One NPort 5100 is connected from its RS-232/422/485
port to the COM port of a PC or other type of computer, such as hand-held PDAs that have a serial port, and the
serial device is connected to the RS-232/422/485 port of the other NPort 5100. The two NPort 5100 are then
connected to each other with a cross-over Ethernet cable, both are connected to the same LAN, or in a more
advanced setup, they communicate with each other over a WAN (i.e., through one or more routers). Pair
Connection Mode transparently transfers both data and modem control signals (although it cannot transmit the
DCD signal) between the two NPorts.

Ethernet Modem Mode

Ethernet Modem Mode is designed for use with legacy operating systems, such as MS-DOS, that do not support
TCP/IP Ethernet. By connecting one of NPort 5100’s serial ports to the MS-DOS computer’s serial port, it is
possible to use legacy software originally designed to transmit data via modem, but now transmit the data over
the Ethernet.
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Reverse Telnet Mode

Reverse Telnet
mode

—

Windows NT

~ NPort 5110

~
T@/,)\\
f \\\

~Sh

Router

Console management is commonly used by connecting to Console/AUX or COM ports of routers, switches, and
UPS units. Rtelnet works the same as TCP Server mode in that only one TCP port is listened to after booting up.
The system then waits for a host on the network to initiate a connection. The difference is that the TCP Server
mode does not provide the conversion function provided by Telnet. If the connected devices need to use the

CR/LF conversion function when controlling, then users must choose Rtelnet mode.

Disabled Mode

When the Operation Mode for a particular port is set to Disabled, that port will be disabled.
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Web Console Configuration

The Web Console is the most user-friendly method available to configure the NPort 5100. In this chapter, we
introduce the Web Console function groups and function definitions.

The following topics are covered in this chapter:

O Opening Your Browser
O Basic Settings

» Web/Telnet Console
O Network Settings

» SNMP Settings

» IP Address Report
O Serial Settings

» Serial Parameters
O Operating Settings
Real COM Mode
TCP Server Mode
TCP Client Mode
UDP Mode
Pair Connection Mode
Ethernet Modem Mode

Reverse Telnet Mode

VvV V V ¥V V V VY V

Disabled Mode
O Accessible IP Settings
O Auto Warning Settings
» Auto warning: Email and SNMP trap
» Event Type
O Monitor
» Monitor Line
» Monitor Async
» Monitor Async-Settings
O Change Password

0 Load Factory Default
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Opening Your Browser

1. Open your browser with the cookie function enabled. (To enable your browser for cookies, right click on

your desktop Internet Explorer icon, select Properties, click on the Security tab, and then select the three
Enable options as shown in the figure below.)

Internet Options

General Security |Cuntent| Connections | Prugramsl Advanced |

Select & Web content zane ta specify its security settings.

O @

Local intranet  Trusted sikes  Restricted
sites

SitEs...

Internet

This zone contains all Web sites you
haven't placed in other zones

—Security level For this zone
Mave the slider to set the security level For this zone.
- I - Medium
- Safe browsing and still Functional
- Prompts before downloading potentially unsafe content
- Unsigned Activex contrals will not be downloaded
- Appropriake For most Internet sites

Custom Level... | Defiault Leve! |

2|

[ |

Cancel | Apply

Security Settings

Settings:

21x

18] Conkies

O Disable
& Enable
O Prompt

O Lisable

(& Enable

O Prompt

@ Downloads

@ File download
) Disable
{®) Enable

[ T
4

@ Allow cookies that are stared on wour computer

@ Allow per-session cookies (nok stored)

4]

il

| of

—Reset custom settings

Reset to: IMedium

d Reset |

=1

Cancel |

2. Type 192.168.127.254 in the Address input box (use the correct IP address if different from the default),
and then press Enter.

3. Input the password if prompted. The password will be transmitted with MD5 encryption over the Ethernet.

Note that you will not be prompted to enter the password if the NPort 5100 is not currently password
protected.

Input Password - Microsoft Internet Explorer

File Edit View Favorites Tools Help

GBack » = - (D at | Qsearch [GelFavorites £ #History ||%v ¢

I
I
I

address |@ htbp: ({192, 168,127,254

Input password

Password : I"‘“"“"“““"“Mk

ATTENTION

If you use other web browsers, remember to Enable the functions to “allow cookies that are stored on your

computer” or “allow per-session cookies.”

NPort 5100 uses cookies only for “password” transmission.

ATTENTION

Refer to Chapter 3, Initial IP Address Configuration, to see how to configure the IP address. Examples shown
in this chapter use the Factory Default IP address (192.168.127.254).
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4. The NPort 5100 homepage will open next. On this page, you can see a brief description of the Web Console’s
nine function groups.

. -
‘= Main Meny Welcome to NPort's web console ! w
L1 Overview
{1 Basic Settings [Model Name [MPort 5110
11 Metwork Settings [mac addrass |o0:90:E8:00: 001 18
(] Serial settings ‘59”3‘ o |19
¥ Operating Settings [Firmware varsian [2.0
1 accessible 1P Settings [5ystem Uptims | cays, ooh:Dom 09

H{] auto Warning Settings
B ] Monitar
{1 Change Password

(1 Load Factory Default Sarver name, real time clock, time server IP address, and YWeh console, Telnet console Enable, Disable
{1 Save/Restart function.

NRart's web console pravide ths following funstion groups.

Basic Settings

Network Settings
IP address, netmask, default gateway, static IP or dynamic IP, DNS, SMVIP, IR location report.

Serial Settings
Baud rate, start bits, data bits, stop bits, flow control, UART FIFO,

Operating Settings
Cperation mode, TCP alive check, inactivity, delimiters, force transmit timeout.

Accessible IP Settings
"Accessible IP or Accessible IP group”. Disable to accept all IP's connection,

Auto Warning Settings

=l
] one T [temee

ATTENTION

If you can’t remember the password, the ONLY way to start configuring the NPort 5100 is to load factory
defaults by using the Reset button located near the NPort 5100’s RJ45 Ethernet port.

Remember to use NPort Administrator to export the configuration file when you have finished the
configuration. After using the Reset button to load factory defaults, your configuration can be easily reloaded
into the NPort 5100 by using the NPort Administrator Import function. Refer to Chapter 6 for more details about
using the Export and Import functions.

ATTENTION

If your NPort 5100 application requires using password protection, you must enable the cookie function in your
browser. If the cookie function is disabled, you will not be allowed to enter the Web Console Screen.

Basic Settings

3 Main Menu Basic Setting

I Overview .
+1_1 Basic Settings Server name MNPS110_18

1 Network Settings Settings
1 serial Settings weh console [ #Enable Coisable

#_] Operating Settings
1 Accessible 1P Settings
#{_] Auto Warning Settings
#{_1 Monitor

o= Submit
+J Change Password _u__rn_J

Telnet consale @ Enable € Disable

Reset button protect * No C Yes

Server name

Setting Factory Default Necessity
1 to 39 characters NP[model name]_[Serial No.] Optional

This option is useful for specifying the location or application of different NPort 5100s.
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Web/Telnet Console

The “Disable” option for “Web Console” and “Telnet Console” is included for security reasons. In some cases,
you may want to disable one or both of these console utilities as an extra precaution to prevent unauthorized
users from accessing your NPort 5100. The factory default for both Web console and Telnet console is Enable.

Web console

Setting Factory Default Necessity

Enable or Disable Enable Required

Telnet console

Setting Factory Default Necessity
Enable or Disable Enable Required
ATTENTION

If you disable both the “Web console” and “Telnet console,” you can still use NPort Administrator to configure
NPort 5100 device servers either locally or remotely over the network. Refer to Chapter 6 for more details.

Reset button protect

Setting Factory Default Necessity

No or Yes None Optional

NOTE: Select the Yes option to allow limited use of the Reset Button. In this case, the Reset Button can be used
for only 60 seconds. l.e., 60 sec. after booting up, the Reset Button will be disabled automatically.

Network Settings

MOXANA

‘2 Main Menu Network Settings
-1 Overview
(] Basic Settings |tP address | 192168127254
“{1 Network Settings |Netmask | 255.255.255.0
#{] Serial Settings |Gateway | 19168 35 254
#{_] Operating Settings - _
|IP configuration | Static -

“{1 Accessible IP Settings
F{_] Auto Warning Settings |DNS server 1 |
#{] Monitor |DNS server 2 |
-1 Change Password |
“{1 Load Factory Default

SNMP Setting

|SNMP |'-9-'Enab|e \__/Disable
-1 Save/Restart

|Community name | puklic

|Contact |

|L0cation |

| IP Address report
|Auto report to IP |

|Auto report to UDP port |4CCQ

|Auto report period | 5  seconds

You must assign a valid IP address to the NPort 5100 before it will work in your network environment. Your

network system administrator should provide you with an IP address and related settings for your network. The
IP address must be unique within the network (otherwise, the NPort 5100 will not have a valid connection to the
network). First time users can refer to Chapter 3, Initial IP Address Configuration, for more information.
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You can choose from four possible IP Configuration modes—Static, DHCP, DHCP/BOOTP, and BOOTP—

located under the web console screen’s IP configuration drop-down box.

IP configuration

Method Function Definition

Static User defined IP address, Netmask, Gateway.

DHCP DHCP Server assigned IP address, Netmask, Gateway, DNS, and Time Server

DHCP/BOOTP DHCP Server assigned IP address, Netmask, Gateway, DNS, and Time Server, or
BOOTP Server assigned IP address (if the DHCP Server does not respond)

BOOTP BOOTP Server assigns IP address

IP address

Setting Factory Default Necessity

E.g., 192.168.1.1 (IP |192.168.127.254 Required

addresses of the form

X.X.X.0 and Xx.x.x.255

are invalid.)

An IP address is a number assigned to a network device (such as a computer) as a permanent address on the
network. Computers use the IP address to identify and talk to each other over the network. Choose a proper IP
address which is unique and valid in your network environment.

Netmask
Setting Factory Default Necessity
E.g., 255.255.255.0 255.255.255.0 Required

A subnet mask represents all of the network hosts at one geographic location, in one building, or on the same
local area network. When a packet is sent out over the network, the NPort 5100 will use the subnet mask to
check whether the desired TCP/IP host specified in the packet is on the local network segment. If the address
is on the same network segment as the NPort 5100, a connection is established directly from the NPort 5100.
Otherwise, the connection is established through the given default gateway.

Gateway
Setting Factory Default Necessity
E.g., 192.168.1.1 None Optional

A gateway is a network gateway that acts as an entrance to another network. Usually, the computers that
control traffic within the network or at the local Internet service provider are gateway nodes. NPort 5100 needs
to know the IP address of the default gateway computer in order to communicate with the hosts outside the
local network environment. For correct gateway IP address information, consult the network administrator.

IP configuration

Setting Factory Default Necessity

Static, DHCP, Static Required
DHCP/BOOTP, BOOTP

ATTENTION

In Dynamic IP environments, the firmware will retry 3 times every 30 seconds until network settings are
assigned by the DHCP or BOOTP server. The Timeout for each try increases from 1 second, to 3 seconds, to 5
seconds.

If the DHCP/BOOTP Server is unavailable, the firmware will use the default IP address (192.168.127.254),
Netmask, and Gateway for IP settings.
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DNS server 1 / DNS server 2

Setting Factory Default Necessity

E.g., 192.168.1.1 None Optional
(IP addresses of the
form x.x.x.0 and
X.X.X.255 are invalid.)

When the user wants to visit a particular website, the computer asks a Domain Name System (DNS) server for
the website’s correct IP address, and then the computer uses the response to connect to the web server. DNS
is the way that Internet domain names are identified and translated into IP addresses. A domain name is an
alphanumeric name, such as moxa.com, that it is usually easier to remember. A DNS server is a host that
translates this kind of text-based domain name into the numeric IP address used to establish a TCP/IP
connection.

In order to use NPort 5100’s DNS feature, you need to configure the DNS server. Doing so allows NPort 5100
to use a host’s domain name to access the host. NPort 5100 provides DNS server 1 and DNS server 2
configuration items to configure the IP address of the DNS server. DNS Server 2 is included for use when DNS
sever 1 is unavailable.

NPort 5100 plays the role of DNS client, in the sense that the NPort 5100 will actively query the DNS server for
the IP address associated with a particular domain name. NPort 5100 functions that support domain name are
Time server, Destination IP Address in TCP Client mode, Mail Server, SNMP trap server, and Auto
report to IP.

SNMP Settings

Community name

Setting Factory Default Necessity

1 to 39 characters public Optional

A community name is a plain-text password mechanism that is used to weakly authenticate queries to agents
of managed network devices.

Contact
Setting Factory Default Necessity
1 to 39 characters None Optional

(E.g., Support,
886-89191230 #300)

The SNMP contact information usually includes an emergency contact name and telephone or pager number.

Location

Setting Factory Default Necessity
1 to 39 characters None Optional
(E.g., Floor 1, office 2)

Specify the location string for SNMP agents such as NPort 5100. This string is usually set to the street address
where the NPort 5100 is physically located.

IP Address Report

When NPort 5100 products are used in a dynamic IP environment, users must spend more time with IP
management tasks. For example, if NPort 5100 works as a server (TCP or UDP), then the host, which acts as
a client, must know the IP address of the server. If the DHCP server assigns a new IP address to NPort 5100,
the host must have some way of determining NPort 5100’s new IP address.
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NPort 5100 products help out by periodically reporting their IP address to the IP location server, in case the
dynamic IP has changed. The parameters shown below are used to configure the Auto IP report function. There
are two ways to develop an “Auto IP report Server” to receive NPort 5100’s Auto IP report.

Use Device Server Administrator’s IP Address Report function.

“Auto IP report protocol”, which can automatically receive the Auto IP report on a regular basis, is also available
to help you develop your own software. Refer to Appendix E for the “Auto IP report protocol”.

Auto report to IP

Setting Factory Default Necessity

E.g., 192.168.1.1 or URL None Optional
(IP addresses of the form
X.X.X.0 and x.x.Xx.255 are

invalid.)

Reports generated by the Auto report function will be automatically sent to this IP address.

Auto report to UDP port

Setting Factory Default Necessity

E.g., 4001 4002 Optional

Auto report period

Setting Factory Default Necessity

Time interval (in seconds) 10 Optional

Serial Settings

Click Serial Settings, located under Main Menu, to display serial port settings for port 1.

(3 Main Menu Serial Settings

- overview

(1 Basic Settings ) Serial Sﬁttlng_s - )

] Metwork Settings [Alias Baud rate |Data bits  |Stop bits ‘Paritv [FIFQ Flow ctrl  |Interface
B3 Sarial Settings Port 1| 115200 |8 [1 [None [Enable  RTs/CTS [Rs-z32 |
. (Pt

To modify serial settings for a particular port, click either Port 1 under Serial Settings, located under Main
Menu on the left side of the browser window.

(3 Main Menu Serial Settings
~(_1 Overview
(1 Basic Settings | Port=01
-1 Network Settings Port alias
=4 Serial Settings Serial Parameters
O Port1 Baud rate [115200 =]
& ; :
t__l Operat.mg Settmg.s e lE‘
~{ Accessible IP Settings
# (] Auto Warning Settings  Stop bits 1 ]'
¥ Monitor Parity [Nane =]
) e P Flow contral [FTs/CTS =]
(1 Load Factory Default e 5 o
S f i Enable Disable
Interface RS-232 Only
Submit |
Port alias
Setting Factory Default Necessity
1 to 15 characters None Optional
(E.g., PLC-No.1)
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“Port alias” is included to allow easy identification of the serial devices that are connected to NPort 5100’s serial

port.

Serial Parameters

ATTENTION

Check the serial communication parameters in your Serial Device’s user’s manual. You should set up NPort

5100'’s serial parameters with the same communication parameters used by your serial devices.

Baudrate

Setting

Factory Default

Necessity

110 bps to 230.4 Kbps
(NPort 5110)

110 bps to 921.6 Kbps
(NPort 5150/5130)

115.2 Kbps

Required

Data bits

Setting

Factory Default

Necessity

56,7,8

8

Required

When the user sets Data bits to 5 bits, the Stop bits setting will automatically change to 1.5 bits.

Stop bits

Setting Factory Default Necessity
1,1.5,2 1 Required
Stop bits will be set to 1.5 when Data bits is set to 5 bits.

Parity

Setting Factory Default Necessity
None, Even, Odd, None Required
Space, Mark

Flow control

Setting Factory Default Necessity
None, RTS/CTS, RTS/CTS Required
DTR/DSR, Xon/Xoff

FIFO

Setting Factory Default Necessity
Enable, Disable Enable Required

NPort 5100’s serial ports provide a 16-byte FIFO both in the Tx and Rx directions. To prevent data loss during

communication, disable the FIFO setting when your serial device does not have a FIFO.

Interface
Setting Factory Default Necessity
RS-232/422/485 only | RS-232/422/485 only Required
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Operating Settings

MICOXA

4 Main Menu Operating Settings
1 Overview
(3 Basic Settings Operating Settings

i : Packing
| Network Settings Port Operating mode

| length
Serial Sett i

: {'_‘| erial Settings b [0 (Disable) 0 (Disable) |po Nothing 0
=3 Operating Settings

£ Port 1 TCP alive check time: 7
(il

i Max connection: 1
" Accessible IP Settings

D Auto Warning Settings

# (] Monitor

1 Change Passward

| Delimiter 1 Delimiter 2 ‘ Delimiter process Force transmit

1 Real COM Mode

Click Operating Settings, located under Main Menu, to display the operating settings for both of NPort
5100'’s serial ports.

Real COM Mode

-3 Main Menu Operating Settings
3 Overview
{1 Basic Settings Port=01
() Metwork Settings Operation mode | Peal COM Mode =
rfl‘-—-' Serial Settings TCP alive check time '|7_(g - 99 min)
=y Operating Settings
| Max connection |-
| ~J Port1
() Accessible IP Settings  [19nore jammed IP & No © ves
M1 Auto Warning Saettings  |Allow driver control & pNo © Ves
#3 Manicor Data Packing
{1 Change Password Packing length IU—(EI - 1024)
] Load Factory Default . N
(] save/Restart Pellm\ter 1 | _U .(.Hex) " Enable
Delimiter 2 0 (Hex) [ Enable
Delimiter process |Do Nothing =]
Force transmit |U (0 - 65535 ms)

TCP alive check time

Setting Factory Default Necessity

0 to 99 min 7 min Optional

0 min: TCP connection is not closed due to an idle TCP connection.

1 to 99 min: NPort 5100 automatically closes the TCP connection if there is no TCP activity for the given time.
After the connection is closed, the NPort 5100 starts listening for another Real COM driver connection from
another host.

Max connection

Setting Factory Default Necessity

1,2,3,4 1 Required

Max connection is usually used when the user needs to receive data from different hosts simultaneously. The
factory defaultis 1. In this case, only one specific host can access this port of the NPort 5100, and the Real COM
driver on that host will have full control over the port.

Max. Connection 1:
Allows only 1 host’s Real COM driver to open the specific NPort 5100 serial port.

Max Connection 2 to 4:
Allows 2 to 4 host’s Real COM drivers to open the specific NPort 5100 serial port, at the same time. When
multiple hosts’ Real COM drivers open the serial port at the same time, the COM driver only provides a pure
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data tunnel without control ability. That is, this serial port parameter will use the firmware’s settings, not
depend on your application program (AP).

Application software that is based on the COM driver will receive a driver response of “success” when the
software uses any of the Win32 API functions. The firmware will only send the data back to the driver on the
host.

Data will be sent first-in-first-out when data comes into the NPort 5100 from the Ethernet interface.

ATTENTION

When Max connection is set to 2, 3, or 4, this means that the NPort 5100 will be using a “multi connection
application” (i.e., 2, 3, or 4 hosts are allowed access to the port at the same time). When using a multi
connection application, the NPort 5100 will use the serial communication parameters set in the console. All of
the hosts connected to that port must use the same serial settings. If one of the hosts opens the COM port with
parameters that are different from the NPort 5100’s console setting, data communication may not work

properly.

Ignore jammed IP

Setting Factory Default Necessity

No or Yes No Optional

Previously, when Max connections > 1, and the serial device is transmitting data, if any one of the connected
hosts is not responding, it will wait until the data has been transmitted successfully before transmitting the
second group of data to all hosts. Currently, if you select Yes for “Ignore jammed IP,” the host that is not
responding will be ignored, but the data will still be transmitted to the other hosts.

Allow driver control

Setting Factory Default Necessity

No or Yes No Optional

If “max connection” is greater than 1, NPort will ignore driver control commands from all connected hosts.
However, if you set “Allow driver control” to YES, control commands will be accepted. Note that since NPort
5100 may get configuration changes from multiple hosts, the most recent command received will take
precedence.

Packing length

Setting Factory Default Necessity

0 to 1024 0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If the data
length (in bytes) matches the configured value, the data will be forced out. The data length can be configured
for O to 1024 bytes. Set to O if you do not need to limit the length.

Delimiter 1

Setting Factory Default Necessity
00 to FF (hex) None Optional
Delimiter 2

Setting Factory Default Necessity
00 to FF (hex) None Optional

Once the NPort 5100 receives both delimiters through its serial port, it immediately packs all data currently in

its buffer and sends it to the NPort 5100’s Ethernet port.
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ATTENTION

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the serial
data received is greater than 1 KB, the NPort 5100 will automatically pack the data and send it to the Ethernet.
However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left blank and
Delimiter 2 is enabled, the delimiter function will not work properly.

Delimiter process

Setting Factory Default Necessity
Do nothing, Delimiter + | Do Nothing Optional
1, Delimiter + 2, Strip

Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for Delimiter +1), or
an additional 2 bytes (for Delimiter +2) of data is received after receiving the Delimiter.

[Strip Delimiter]: When the Delimiter is received, the Delimiter is deleted (i.e., stripped), and the remaining
data is transmitted.

[Do nothing]: The data will be transmitted when the Delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort 5100’s TCP/IP protocol software to try to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during which NPort 5100 fetches the serial data from its internal buffer.
If data is incoming through the serial port, NPort 5100 stores the data in the internal buffer. NPort 5100
transmits data stored in the buffer via TCP/IP, but only if the internal buffer is full or if the Force transmit time
interval reaches the time specified under Force transmit timeout.

The optimal Force transmit timeout depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200 bps, 8
data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send a character is 10 bits,
and the time required to transfer one character is

(10 (bits) / 1200 (bits/s)) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force transmit timeout to be larger than 8.3 ms, so in this case, it must be greater
than or equal to 10 ms.

If the user wants to send a series of characters in the same packet, the serial device attached to NPort 5100
should send that series of characters during a time interval less than the Force transmit timeout for NPort 5100,
and the total length of data must be less than or equal to NPort 5100’s internal buffer size. The serial
communication buffer size for NPort 5100 is 1 KB per port.
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TCP Server Mode

=y Main Menu Operating Settings
1 QOverview
{1 Basic Settings (HOFEURY
1 Network Settings Operation mode | TCP Server Mode =l
#{] Serial Settings TCP alive check time 7 (0- 99 min)
= Operating Settings .
07 Port 1 Inactivity time 0 (0 - 65535 ms)
(1 Accessibls IP Settings  |Max connection [Tl
) Auto Warning Settings  |1gnore jammed 1P & No © ves
1 Monitor Allow driver contral Mo © ves
(1 Change Password Data Packing
-1 Load Factory Default o o
1 Save/Restart S £ (DS0Z)
Delimiter 1 0 (Hex) [” Enable
Delimiter 2 0 (Hex) " Enable
Delimiter process Do Nothing  =| (Processed only when Packing length is 0)
Force transmit 0 (0 - 65535 ms)
TCP Server Mode
Local TCP port 4001
Command port |QEE
TCP alive check time
Setting Factory Default Necessity
0 to 99 min 7 min Optional

0 min: TCP connection is not closed due to an idle TCP connection.

1 to 99 min: The NPort 5100 automatically closes the TCP connection if there is no TCP activity for the given
time. After the connection is closed, the NPort 5100 starts listening for another host’s TCP connection.

Inactivity time

Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional

0 ms: TCP connection is not closed due to an idle serial line.

0-65535 ms: The NPort 5100 automatically closes the TCP connection if there is no serial data activity for the
given time. After the connection is closed, the NPort 5100 starts listening for another host’s TCP connection.

This parameter defines the maintenance status as Closed or Listen for the TCP connection. The connection is
closed if there is no incoming or outgoing data through the serial port during the specific Inactivity time.

If the Inactivity time is set to O, the current TCP connection is kept active until a connection close request is
received. Although Inactivity time is disabled, the NPort 5100 will check the connection status between the
NPort 5100 and remote host by sending “keep alive” packets periodically. If the remote host does not respond
to the packet, NPort 5100 assumes that the connection was closed down unintentionally. NPort 5100 will then
force the existing TCP connection to close.

ATTENTION

The Inactivity time should at least be set larger than that of Force transmit timeout. To prevent the unintended
loss of data due to the session being disconnected, it is highly recommended that this value is set large enough
so that the intended data transfer is completed.

Max connection

Setting Factory Default Necessity

1,2,3,4 1 Required
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Max connection is usually used when the user needs to receive data from different hosts simultaneously. The
factory default only allows 1 connection at a time.

Max. connection 1:
NPort only allows 1 host to open the TCP connection to the specific serial port.

Max connection 2 to 4:

Allows 2 to 4 host’s TCP connection request to open this NPort 5100 serial port, at the same time. When
multiple hosts establish a TCP connection to the specific serial port at the same time, NPort 5100 will duplicate
the serial data and transmit to all of the hosts. Ethernet data is sent on a first-in-first-out basis to the serial port
when data comes into NPort 5100 from the Ethernet interface.

Ignore jammed IP

Setting Factory Default Necessity

No or Yes No Optional

Previously, when Max connections > 1, and the serial device is transmitting data, if any one of the connected
hosts is not responding, it will wait until the data has been transmitted successfully before transmitting the
second group of data to all hosts. Currently, if you select Yes for “Ignore jammed IP,” the host that is not
responding will be ignored, but the data will still be transmitted to the other hosts.

Allow driver control

Setting Factory Default Necessity

No or Yes No Optional

If “max connection” is greater than 1, the NPort will ignore driver control commands from all connected hosts.
However, if you set “Allow driver control” to YES, control commands will be accepted. Note that since the NPort
5100 may get configuration changes from multiple hosts, the most recent command received will take
precedence.

Packing length

Setting Factory Default Necessity

0 to 1024 0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If the data
length (in bytes) matches the configured value, the data will be forced out. The data length can be configured
for O to 1024 bytes. Set to O if you do not need to limit the length.

Delimiter 1

Setting Factory Default Necessity
00 to FF None Optional
Delimiter 2

Setting Factory Default Necessity
00 to FF None Optional

Once the NPort 5100 receives both delimiters through its serial port, it immediately packs all data currently in
its buffer and sends it out the NPort 5100’s Ethernet port.

ATTENTION

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the serial
data received is greater than 1 KB, the NPort 5100 will automatically pack the data and send it to the Ethernet.
However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left blank and
Delimiter 2 is enabled, the delimiter function will not work properly.
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Delimiter process

Setting Factory Default Necessity

Do nothing Do Nothing Optional
Delimiter + 1,
Delimiter + 2

Strip Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for Delimiter +1), or
an additional 2 bytes (for Delimiter +2) of data is received after receiving the Delimiter.

[Strip Delimiter]: When the Delimiter is received, the Delimiter is deleted (i.e., stripped), and the remaining
data is transmitted.

[Do nothing]: The data will be transmitted when the Delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0O ms Optional

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort 5100’s TCP/IP protocol software to try to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during which NPort 5100 fetches the serial data from its internal buffer.
If data is incoming through the serial port, NPort 5100 stores the data in the internal buffer. NPort 5100
transmits data stored in the buffer via TCP/IP, but only if the internal buffer is full or if the Force transmit time
interval reaches the time specified under Force transmit timeout.

The optimal Force transmit timeout depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200 bps, 8
data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send a character is 10 bits,
and the time required to transfer one character is

(10 (bits) / 1200 (bits/s)) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force transmit timeout to be larger than 8.3 ms, so in this case, it must be greater
than or equal to 10 ms.

If the user wants to send a series of characters in the same packet, the serial device attached to NPort 5100
should send that series of characters during a time interval less than the Force transmit timeout for NPort 5100,
and the total length of data must be less than or equal to NPort 5100’s internal buffer size. The serial
communication buffer size for NPort 5100 is 1 KB per port.

Local TCP port

Setting Factory Default Necessity

1 to 65535 4001 Required

The “Local TCP port” is the TCP port that NPort 5100 uses to listen to connections, and that other devices must
use to contact NPort 5100. To avoid conflicts with well known TCP ports, the default is set to 4001.

Command port

Setting Factory Default Necessity

1 to 65535 966 Optional

The “Command port” is a listen TCP port for IP-Serial Lib commands from the host. In order to prevent a TCP
port conflict with other applications, the user can set the Command port to another port if needed. IP-Serial Lib
will automatically check the Command Port on NPort 5100 so that the user does not need to configure the
program.
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TCP Client Mode

|3 Main Menu Operating Settings

1 Overview

1 Basic Settings Port=01

(1 Network Settings Operation made |TCPCI\ent Made ;I

#{] Serial Settings TCP alive check time 7 (0 - 99 min)

=3 Operating Settings I_

:_'IpPurt lg g Inactivity time I 0 (D - 65535 ms)

11 Accessible IP Settings | [1gnore jammed 1P #'No € Yes ——

i:l Auto Warning Settings : Data I_’._-]ckin_g

‘T'Ll Monitor Packing length 0 (0 - 1024)

{1 Change Password

Delimiter 1 0 Hex) I Enzble

(] Load Factory Default LHeE)

“(1 save/Restart Delimiter 2 0 (Hex) I Enable
Delimiter process [DoNothing ] ¢processed anly when Packing length is 0)
Force transmit 0 (D - 65535 ms)

TCP Client Mode

[pestination 1P Address

.Dastinatmn IP address 1 | :|4DD1

Destination IP address 2 | ;|4DD1

Destination IP address 3 | ;|4I]I]1

Destination IP address 4 | :|4DD1

Designated Local Port 1 W {0 - 65535, 0 represents assigned automatically.)
Designated Local Port 2 [s012 | (o - 65535)

Designated Local Port 3 |5013 {0 - 65535)

Designated Local Port 4 W {D - 65535)

Connection control |Stanup,‘N0ne j (Connect an/Disconnect by)

Submit

TCP alive check time

Setting Factory Default Necessity

0 to 99 min 7 min Optional

0 min: TCP connection is not closed due to an idle TCP connection.
1 to 99 min: NPort 5100 automatically closes the TCP connection if there is no TCP activity for the given time.

Inactivity time

Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional

0 ms: TCP connection is not closed due to an idle serial line.

0-65535 ms: NPort 5100 automatically closes the TCP connection if there is no serial data activity for the given

time.

This parameter defines the maintenance status as Closed or Listen for the TCP connection. The connection is
closed if there is no incoming or outgoing data through the serial port during the specific Inactivity time.

If the Inactivity time is set to O, the current TCP connection is kept active until a connection close request is
received. Although Inactivity time is disabled, the NPort 5100 will check the connection status between the
NPort 5100 and remote host by sending “keep alive” packets periodically. If the remote host does not respond
to the packet, NPort 5100 assumes that the connection was closed down unintentionally. NPort 5100 will then
force the existing TCP connection to close.

ATTENTION

The Inactivity time should at least be set larger than that of Force transmit timeout. To prevent the unintended
loss of data due to the session being disconnected, it is highly recommended that this value is set large enough
so that the intended data transfer is completed.
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ATTENTION

Inactivity time is ONLY active when “TCP connect on” is set to “Any character.”

Ignore jammed IP

Setting

Factory Default

Necessity

No or Yes

No

Optional

Previously, when Max connections > 1, and the serial device is transmitting data, if any one of the connected

hosts is not responding, it will wait until the data has been transmitted successfully before transmitting the

second group of data to all hosts. Currently, if you select Yes for “Ignore jammed IP,” the host that is not

responding will be ignored, but the data will still be transmitted to the other hosts.

Packing length

Setting

Factory Default

Necessity

0 to 1024

0]

Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If the data

length (in bytes) matches the configured value, the data will be forced out. The data length can be configured
for O to 1024 bytes. Set to O if you do not need to limit the length.

Delimiter 1

Setting Factory Default Necessity
00 to FF (hex) None Optional
Delimiter 2

Setting Factory Default Necessity
00 to FF (hex) None Optional

Once the NPort 5100 receives both delimiters through its serial port, it immediately packs all data currently in
its buffer and sends it to the NPort 5100’s Ethernet port.

ATTENTION

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the serial
data received is greater than 1 KB, the NPort 5100 will automatically pack the data and send it to the Ethernet.
However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left blank and
Delimiter 2 is enabled, the delimiter function will not work properly.

Delimiter process

Setting Factory Default Necessity

Do nothing, Delimiter + | Do Nothing
1, Delimiter + 2, Strip
Delimiter

Optional

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for Delimiter +1), or
an additional 2 bytes (for Delimiter +2) of data is received after receiving the Delimiter.

[Strip Delimiter]: When the Delimiter is received, the Delimiter is deleted (i.e., stripped), and the remaining
data is transmitted.

[Do nothing]: The data will be transmitted when the Delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0Oms Optional

0: Disable the force transmit timeout.
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1 to 65535: Forces the NPort 5100’s TCP/IP protocol software to try to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during which NPort 5100 fetches the serial data from its internal buffer.
If data is incoming through the serial port, NPort 5100 stores the data in the internal buffer. NPort 5100
transmits data stored in the buffer via TCP/IP, but only if the internal buffer is full or if the Force transmit time
interval reaches the time specified under Force transmit timeout.

The optimal Force transmit timeout depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200 bps, 8
data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send a character is 10 bits,
and the time required to transfer one character is

(10 (bits) / 1200 (bits/s)) * 1000 (ms/s) = 8.3 ms.

Therefore, you should set Force transmit timeout to be larger than 8.3 ms, so in this case, it must be greater
than or equal to 10 ms.

If the user wants to send a series of characters in the same packet, the serial device attached to NPort 5100
should send that series of characters during a time interval less than the Force transmit timeout for NPort 5100,
and the total length of data must be less than or equal to NPort 5100’s internal buffer size. The serial
communication buffer size for NPort 5100 is 1 KB per port.

Destination IP address 1

Setting Factory Default Necessity
IP address or Domain | None Required
Name

(E.g., 192.168.1.1)

Allows NPort 5100 to connect actively to the remote host whose IP address is set by this parameter.

Destination IP address 2/3/74

Setting Factory Default Necessity
IP address or Domain | None Required
Name

(E.g., 192.168.1.1)

Allows the NPort 5100 to connect actively to the remote host whose IP address is set by this parameter.

ATTENTION

Up to 4 connections can be established between the NPort 5100 and hosts. The connection speed or throughput
may be low if one of the four connections is slow, since the 1 slow connection will slow down the other 3
connections.

ATTENTION

The “Destination IP address” parameter can use both IP address and Domain Name. For some applications, the
user may need to send the data actively to the remote destination domain name.

Designated Local Port 1/2/3/74

Setting Factory Default Necessity

TCP Port No. 5011 (Port 1) Required
5012 (Port 2)
5013 (Port 3)
5014 (Port 4)




NPort 5100 Series

Web Console Configuration

Connection control

Setting

Factory Default Necessity

Startup/None, Any
Character/None,

Any
Character/Inactivity
Time,

DSR ON/DSR OFF, DSR
ON/None,

DCD ON/DCD OFF, DCD
ON/None

Startup/None Required

The meaning of each of the above settings is given in the table below. In general, both the Connect condition
and Disconnect condition are given.

Connect/Disconnect

Description

Startup/None
(default)

A TCP connection will be established on startup, and will remain active indefinitely.

Any Character/None

A TCP connection will be established when any character is received from the serial
interface, and will remain active indefinitely.

Any Character/
Inactivity Time

A TCP connection will be established when any character is received from the serial
interface, and will be disconnected when the Inactivity time out is reached.

DSR On/DSR Off

A TCP connection will be established when a DSR “On” signal is received, and will
be disconnected when a DSR “Off” signal is received.

DSR On/None

A TCP connection will be established when a DSR “On” signal is received, and will
remain active indefinitely.

DCD On/DCD Off

A TCP connection will be established when a DCD “On” signal is received, and will
be disconnected when a DCD “Off” signal is received.

DCD On/None

A TCP connection will be established when a DCD “On” signal is received, and will

remain active indefinitely.

UDP Mode

1 Overview

3 Main Menu Operating Settings

(1 Rasic Settings

Port=01

1 Network Settings

Operation mode ‘I UDP Mode j

®{] serial Settings

Data Packing

EJ Operating Settings Packing length ‘D (0 - 1024)
¢ Port1
1z : . Delimiter 1 ‘D
] Accessible IP Settings i) WS-
B Auto Warning Settings  |Delimiter 2 ‘ 0 (Hex) " Enable
Ii‘fl P Delimiter process ‘l DoNothing =] (Processed only when Packing length is 0)
] Change Passwaord = : 5 |D
. T i -
] Load Factory Default oree transm ‘ ) - G v
~ UDP Mode
1 Save/Restart
‘ Begin End Port
Destination IP address 1 | [ : Javo7
Destination [P address 2 ‘I I : |4Dﬂ1
Destination IP address 3 ‘l | : |4DG1
Destination IP address 4 ‘[ I : I4UU1

Local Listen port “4001

Submit
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Packing length

Setting Factory Default Necessity

0 to 1024 0 Optional

Default = 0, The Delimiter Process will be followed, regardless of the length of the data packet. If the data
length (in bytes) matches the configured value, the data will be forced out. The data length can be configured
for O to 1024 bytes. Set to O if you do not need to limit the length.

Delimiter 1

Setting Factory Default Necessity

00 to FF None Optional

Delimiter 2

Setting Factory Default Necessity

00 to FF None Optional

Once the NPort 5100 receives both delimiters through its serial port, it immediately packs all data currently in
its buffer and sends it out the NPort 5100’s Ethernet port.

ATTENTION

Delimiter 2 is optional. If left blank, then Delimiter 1 alone trips clearing of the buffer. If the size of the serial
data received is greater than 1 KB, the NPort 5100 will automatically pack the data and send it to the Ethernet.
However, to use the delimiter function, you must at least enable Delimiter 1. If Delimiter 1 is left blank and
Delimiter 2 is enabled, the delimiter function will not work properly.

Delimiter process

Setting Factory Default Necessity

Do nothing, Delimiter + | Do Nothing Optional
1, Delimiter + 2

Strip Delimiter

[Delimiter + 1] or [Delimiter + 2]: The data will be transmitted when an additional byte (for Delimiter +1), or
an additional 2 bytes (for Delimiter +2) of data is received after receiving the Delimiter.

[Strip Delimiter]: When the Delimiter is received, the Delimiter is deleted (i.e., stripped), and the remaining
data is transmitted.

[Do nothing]: The data will be transmitted when the Delimiter is received.

Force transmit

Setting Factory Default Necessity

0 to 65535 ms 0 ms Optional

0: Disable the force transmit timeout.

1 to 65535: Forces the NPort 5100’s TCP/IP protocol software to try to pack serial data received during the
specified time into the same data frame.

This parameter defines the time interval during which NPort 5100 fetches the serial data from its internal buffer.
If data is incoming through the serial port, NPort 5100 stores the data in the internal buffer. NPort 5100
transmits data stored in the buffer via TCP/IP, but only if the internal buffer is full or if the Force transmit time
interval reaches the time specified under Force transmit timeout.

The optimal Force transmit timeout depends on your application, but it must be at least larger than one
character interval within the specified baudrate. For example, assume that the serial port is set to 1200 bps, 8
data bits, 1 stop bit, and no parity. In this case, the total number of bits needed to send a character is 10 bits,
and the time required to transfer one character is

(10 (bits) / 1200 (bits/s)) * 1000 (ms/s) = 8.3 ms.
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Therefore, you should set Force transmit timeout to be larger than 8.3 ms, so in this case, it must be greater
than or equal to 10 ms.

If the user wants to send a series of characters in the same packet, the serial device attached to NPort 5100
should send that series of characters during a time interval less than the Force transmit timeout for NPort 5100,
and the total length of data must be less than or equal to NPort 5100’s internal buffer size. The serial
communication buffer size for NPort 5100 is 1 KB per port.

Destination IP address 1

Setting Factory Default Necessity
IP address range Begin: Empty Required
E.g., Begin: 192.168.1.1 End: Empty

End: 192.168.1.10 Port: 4001

Destination IP address 2/3/74

Setting Factory Default Necessity
IP address range Begin: Empty Optional
E.g., Begin: 192.168.1.11 End: Empty

End: 192.168.1.20 Port: 4001

Local listen port

Setting Factory Default Necessity

1 to 65535 4001 Required

The UDP port that NPort 5100 listens to, and that other devices must use to contact NPort 5100. To avoid
conflicts with well known UDP ports, the default is set to 4001.

Pair Connection Mode

Pair Connection Mode employs two NPort 5100 device servers in tandem, and can be used to remove the
15-meter distance limitation imposed by the RS-232/422/485 interface. One NPort 5100 is connected from its
RS-232/422/485 port to the COM port of a PC or other type of computer, such as hand-held PDAs that have a
serial port, and the serial device is connected to the RS-232/422/485 port of the other NPort 5100. The two
NPort 5100 device servers are then connected to each other with a cross-over Ethernet cable, both are
connected to the same LAN, or in a more advanced setup, they communicate with each other over a WAN (i.e.,
through one or more routers). Pair Connection Mode transparently transfers both data and modem control
signals (although it cannot transmit the DCD signal) between the two NPorts.

Pair Connection Master Mode

When using Pair Connection Mode, you must select Pair Connection Master Mode for the Operation mode of
one of the NPort 5100 device servers. In effect, this NPort 5100 will be acting as a TCP client.

- Main Menu Operating Settings
O Overview
(J Basic Settings ‘ Port=1
1 Network Settings I . - -
BCY Serisl Settirigs !Operatlon mode ‘ Fair Conmection Master Modej
=i Operating Settings ‘TCP alive check time [ (0 - 99 min)
3 Port 1
£ Port 2 ‘Destination IP address [192-168-1-“ <4001
1 Accessible IP Settings |~ Apply the above settings to all serial ports
=1 Auto Waming Setting:
=1 Monitor 5
1 Change Password S
TCP alive check time
Setting Factory Default Necessity
0 to 99 min 7 min Required

5-20
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0 min: TCP connection is not closed due to an idle TCP connection.

1 to 99 min: The NPort 5100 closes the TCP connection automatically if there is no TCP activity for the given
time.

Destination IP address

Setting Factory Default Necessity
IP address or Domain | blank Optional
Name

(E.g., 192.168.1.1)

TCP port No. 4001 Required

The Pair Connection “Master” will contact the network host that has this IP address. Data will be transmitted
through the port No. (4001 by default). Note that you must configure the same TCP port No. for the device
server acting as the Pair Connection “Slave.”

Pair Connection Slave Mode

When using Pair Connection Mode, you must select Pair Connection Slave Mode for the Operation mode of
one of the NPort 5100 device servers. In effect, this NPort 5100 will be acting as a TCP server.

MOX A

= Main Menu Operating Settings
1 Qverview
1 Basic Settings
(1 Network Settings s ]

m) S Soien |0peration mode H Pair Conmection Slave Mode j

= Operating Settings  [TCP alive check time ‘7 (0 - 99 min)
3 Port 1
e Local TCP port [eaor

(1 Accessible IP Settings | I~ Apply the above settings to all serial ports
#1 Auto Warning Setting:

# 1 Monitor =
Submit
(3 Change Password ﬂ]

TCP alive check time

Port=1

Setting Factory Default Necessity

0 to 99 min 7 min Required

0 min: TCP connection is not closed due to an idle TCP connection.

1 to 99 min: The NPort 5100 closes the TCP connection automatically if there is no TCP activity for the given
time.

Local TCP port

Setting Factory Default Necessity
TCP port No. (e.g., 4001 Required
4001)

This Port No. must be the same port No. that you set up for the Pair Connection “Master” device server.

5-21
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Ethernet Modem Mode

‘2 Main Menu Operating Settings

1 Overview
1 Basic Settings . =
1 Network Settings |0perati0n mode !IEthematModem Made _:]
® (] Serial Settings [TcP alive check time [ (o- 99 min
43 Operating Settings

C1 pert |Laca| TCP Port |I4[]Ul

1 Accessible IP Settings :
¥ ] Auto Warning Settings Submit

L R

[ Port=01

Dial-in

NPort 5100 listens for a TCP/IP connection request from the remote Ethernet modem or host. NPort 5100’s
response depends on the ATSO value, as outlined below.

ATSO0=0 (default):

NPort 5100 will temporarily accept the TCP connection and then send the “RING” signal out through the serial
port. The serial controller must reply with “ATA” within 2.5 seconds to accept the connection request, after
which NPort 5100 enters data mode. If no “ATA” command is received, NPort 5100 will disconnect after sending
three “RING” signals.

ATSO=1:

NPort 5100 will accept the TCP connection immediately and then send the “CONNECT <baud>" command to
the serial port, in which <baud> represents the baudrate of NPort 5100’s serial port. After that, NPort 5100
immediately enters data mode.

Dial-out

NPort 5100 accepts the AT command “ATD <IP>:<TCP port>" from the serial port and then requests a TCP
connection from the remote Ethernet Modem or PC. This is where <IP> is the IP address of the remote Ethernet
modem or PC, and <TCP port=> is the TCP port number of the remote Ethernet modem or PC. Once the remote
unit accepts this TCP connection, NPort 5100 will send out the “CONNECT <baud=>" signal via the serial port and
then enter data mode.

Disconnection request from local site

When NPort 5100s is in data mode, the user can drive the DTR signal to OFF, or send “+++” from the local
serial port to NPort 5100. NPort 5100 will enter command mode and return “NO CARRIER” via the serial port,
and then input “ATH” to shut down the TCP connection after 1 second.

NOTE

The “+++” command cannot be divided. The “+” character can be changed in register S2, and the guard time,
which prefixes and suffixes the “+++" in order to protect the raw data, can be changed in register S12.

Disconnection request from remote site

After the TCP connection has been shut down by the remote Ethernet modem or PC, NPort 5100 will send the
“NO CARRIER” signal via the serial port and then return to command mode.
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AT Commands

NPort 5100 supports the following common AT commands used with a typical modem:

No. |AT command Description Remarks
ATA Answer manually
ATD <IP>:<Port> Dial up the IP address: Port No.
ATE ATEO=Echo OFF
ATE1=Echo ON (default)
4 ATH ATHO=0n-hook (default)
ATH1=0ff-hook
5 ATI, ATIO, ATI1, ATI2 Modem version reply “OK” only
6 ATL Speaker volume option reply “OK” only
7 ATM Speaker control option reply “OK” only
8 ATO On line command
9 ATP, ATT Set Pulse/Tone Dialing mode reply “OK” only
10 ATQO, ATQ1 Quiet command (default=ATQO)
11 ATSr=n Change the contents of S register See “S registers”
12 ATSr? Read the contents of S register See “S registers”
13 ATV Result code type
ATVO for digit code
ATV1 for text code
0=0K
1=connect (default)
2=ring
3=No carrier
4=error
14 ATZ Reset (disconnect, enter command mode and
restore the flash settings)
15 AT&C Serial port DCD control AT&CO=DCD always on
AT&C1=DTE detects connection by DCD on/off
(default)
16 AT&D Serial port DTR control AT&DO=recognize DTE
always ready AT&D1, AT&D2=reply DTE when DTR
On (default)
17 AT&F Restore manufacturer’s settings
18 AT&G Select guard time reply “OK” only
19 AT&R Serial port RTS option command reply “OK” only
20 AT&S Serial port DSR control reply “OK” only
21 AT&V View settings
22 AT&W Write current settings to flash for next boot up

S Registers

No. |S Register |Description & default value Remarks

1 SO Ring to auto-answer (default=0)

2 Si1 Ring counter (always=0) no action applied
3 S2 Escape code character (default=43 ASCII “+”

4 S3 Return character (default=13 ASCII)

5 S4 Line feed character (default=10 ASCII)

6 S5 Backspace character (default= 8 ASCII)

7 S6 Wait time for dial tone (always=2, unit=sec) no action applied
8 S7 Wait time for carrier (default=3, unit=sec)

5-23



NPort 5100 Series Web Console Configuration

9 S8 Pause time for dial delay (always=2, unit=sec) no action applied
10 S9 Carrier detect response time (always=6, unit 1/10 sec) no action applied
11 S10 Delay for hang up after carrier no action applied

(always=14, unit 1/10 sec)

12 S11 DTMF duration and spacing (always=100 ms) no action applied

13 S12 Escape code guard time
(default=50, unit 1/50 sec)
to control the idle time for “+++"

TCP alive check time

Setting Factory Default Necessity

0 to 99 min 7 min Required

0 min: TCP connection is not closed due to an idle TCP connection.
1 to 99 min: NPort 5100 closes the TCP connection automatically if there is no TCP activity for the given time.

Local TCP port

Setting Factory Default Necessity

1 to 65535 4001 Required

The TCP port that other devices must use to contact this device. To avoid conflicts with standard TCP ports, the
default is set to 4001.

Reverse Telnet Mode

(3 Main Menu Operating Settings
L1 Querview
1 Basic Settings

O Network Setti Port=1
1 etw ol etings )
& ) G St ‘Operatlon mode ||RsversaTalnEtMode 3
sy Oppegaﬁng Settings ' TCP alive check time ||7_(0 - 99 min)
i Azl
e Tnactivity time b (0- 65535 ms)
L1 Accessible IP Settings || ocal TCP port 400 |
¥ 1 Auto Warning Setting:
B Monitor Map <CR-LF> [cRiF=

(0 Change Password I~ Apply the above settings to all serial ports
~_1 Load Factory Default

(1 Save/Restart Submit

TCP alive check time

Setting Factory Default Necessity

0 to 99 min 7 min Optional

0 min: TCP connection is not closed due to an idle TCP connection.
1 to 99 min: NPort 5100 automatically closes the TCP connection if there is no TCP activity for the given time.

Inactivity time

Setting Factory Default Necessity

0 to 65535 ms 0 Optional

Idle time setting for auto-disconnection. O min. means it will never disconnect.

Local TCP port

Setting Factory Default Necessity
1 to 65535 4001 Required

Each of NPort 5100’s serial ports is mapped to a TCP port. To avoid conflicts with common TCP port numbers,
set port numbers to 4001 for port 1, 4002 for port 2, etc.

5-24




NPort 5100 Series

Web Console Configuration

Map <CR-LF>

Setting

Factory Default

Necessity

CR, LF, or CR-LF

CR-LF

Required

If data received through NPort 5100’s Ethernet port is sent using the “enter” command, the data will be
transmitted out the serial port with an added

1. “carriage return + line feed” if you select the <CR-LF> option

(i.e., the cursor will jump to the next line, and return to the first character of the line)

2. *“carriage return” if you select the <CR> option

(i.e., the cursor will return to the first character of the line)

3. “line feed” if you select the <LF> option.

(i.e., the cursor will jump to the next line, but not move horizontally)

Disabled Mode

MO/

Operating Settings

3 Main Menu
- Overview

1 Basic Settings
(1 Network Settings
] Serial Settings
=y Operating Settings
| 0 Port 1

Q Port 2

EOperation mode

Port=1

\| Disabled

il'AppIy the above settings to all serial ports

(1 Accessible IP Settings

Subrit

||

When Operation mode is set to Disabled, that particular port will be disabled. Check the “Apply the above

settings to all serial ports” to apply this setting to the other port.

Accessible IP Settings

MO/

) Main Menu

1 Overview
{1 Basic Settings

(1 Network Settings
B{ ] Serial Settings
#{_] Operating Settings
(] Accessible IP Settings
#{_] Auto Warning Settings
H{] Monitor

(1 Change Passwaord

] Load Factory Default
(1 Save/Restart

Accessible IP Settings

" Enable the accessible IP list { "Disable” will allow all IP's connection request.)
Active the rule

No.

IP Address

=
r — [
r [ | [
=
- — EE—
’-
r
L]
= | | [
=

The NPort 5100 uses an IP address based filtering method to control access to itself.

Accessible IP Settings allows you to add or block remote host IP addresses to prevent unauthorized access.
Access to NPort 5100 is controlled by IP address. That is, if a host’s IP address is in the accessible IP table, then

the host will be allowed to access the NPort 5100. You can allow one of the following cases by setting the

parameter.

e Only one host with a specific IP address can access the NPort 5100
Enter “IP address/255.255.255.255” (e.g., “192.168.1.1/255.255.255.255").

e Hosts on a specific subnet can access the NPort 5100
Enter “IP address/255.255.255.0” (e.g., “192.168.1.0/255.255.255.0").
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e Any host can access the NPort 5100
Disable this function by un-checking the “Enable the accessible IP list” checkbox. Refer to the following
table for more configuration examples.

Allowable Hosts Input format

Any host Disable

192.168.1.120 192.168.1.120 / 255.255.255.255
192.168.1.1 to 192.168.1.254 192.168.1.0 / 255.255.255.0
192.168.0.1 to 192.168.255.254 192.168.0.0 / 255.255.0.0
192.168.1.1 to 192.168.1.126 192.168.1.0 / 255.255.255.128
192.168.1.129 to 192.168.1.254 192.168.1.128 / 255.255.255.128

Auto Warning Settings

Auto warning: Email and SNMP trap

MO/
3 Main Menu Auto warning: Email and SNMP trap
1 Overview
CI Basic Settings | Mail server
1 Network Settings |Mai| server [

e i i )
It denalaeenos ™ My server requires authentication

#{_] Operating Settings

L . s User name

-1 Accessible IP Seftings

=4 Auto Warning Settings Password

- Email 3nd SNMP T30 | o, £-mail address [NPS110_18@NP5110
| (] Event Type -

# (] Monitor |Efma|I address 1 [

: {1 change Password |E*mail address 2
“ (1 Load Factory Default
{1 save/Restart

I
|E-mai| address 3 |
I

|Efmail address 4

[ SNMP trap server

SNMP trap server IP or i I
domain name

Mail Server

Mail server

Setting Factory Default Necessity
IP Address or Domain | None Optional
Name

User name

Setting Factory Default Necessity
1 to 15 characters None Optional
Password

Setting Factory Default Necessity
1 to 15 characters None Optional

From E-mail address

Setting Factory Default Necessity

1 to 63 characters None Optional

5-26




NPort 5100 Series Web Console Configuration

E-mail address 1/72/3/4

Setting Factory Default Necessity
1 to 63 characters None Optional
ATTENTION

Consult your Network Administrator or ISP for the proper mail server settings. The Auto warning function may
not work properly if it is not configured correctly. NPort 5100 SMTP AUTH supports LOGIN, PLAIN, CRAM-MD5
(RFC 2554).

SNMP Trap Server

SNMP trap server IP or domain name

Setting Factory Default Necessity
IP address or Domain | None Optional
Name

Event Type

4 Main Menu Event Type
1 Overview
‘] Basic Settings Cold start [ mail C7rep
{1 Network Settings Warm start I~ mMail I Trap
®{ ] Serial Settings Authentication failure | ™ mail [F7rap

-ﬂ1__| CEEFE T IP address changed | T mail
{1 Accessible IP Settings I .
=+ Auto Warning Settings parsordichangsd ™ mail
1 E-mail and SNMP Trap DCD changed
-] Event Type Port |Mail [Trap
] Monitor Port 1 | mail | Trap
{1 change Password DSR changed .
‘] Load Factory Default _F’Dl’t |Mail fTrap
1 Save/Restart Port 1 | mail I Trap

Submit

Cold start

This refers to starting the system from power off (contrast this with warm start). When performing a cold start,
NPort 5100 will automatically issue an Auto warning message by e-mail, or send an SNMP trap after booting up.

Warm start

This refers to restarting the computer without turning the power off. When performing a warm start, NPort
5100 will automatically send an e-mail, or send an SNMP trap after rebooting.

Authentication failure

The user inputs a wrong password from the Console or Administrator. When authentication failure occurs, the
NPort will immediately send an e-mail or send an SNMP trap.

IP address changed

The user has changed NPort 5100’s IP address. When the IP address changes, NPort 5100 will send an e-mail
with the new IP address before NPort 5100 reboots. If the NPort 5100 is unable to send an e-mail message to
the mail server within 15 seconds, NPort 5100 will reboot anyway, and abort the e-mail auto warning.
Password changed

The user has changed NPort 5100’s password. When the password changes, NPort 5100 will send an e-mail
with the password changed notice before NPort 5100 reboots. If the NPort 5100 is unable to send an e-mail
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message to the mail server within 15 seconds, NPort 5100 will reboot anyway, and abort the e-mail auto
warning.

DCD changed

The DCD (Data Carrier Detect) signal has changed, also indicating that the modem connection status has
changed. For example, a DCD change to high also means “Connected” between local modem and remote
modem. If the DCD signal changes to low, it also means that the connection line is down.

When the DCD changes, the NPort 5110/5150 will immediately send an e-mail or send an SNMP trap.

DSR changed

The DSR (Data Set Ready) signal has changed, also indicating that the data communication equipment’s power
is off. For example, a DSR change to high also means that the DCE is powered ON. If the DSR signal changes
to low, it also means that the DCE is powered off.

When the DSR changes, the NPort 5110/5150 will immediately send an e-mail or send an SNMP trap.

Mail
Setting Factory Default Necessity
Enable, Disable Disable Optional

This feature helps the administrator manage how the NPort 5100 sends e-mail to pre-defined e-mail boxes
when the enabled events—such as Cold start, Warm start, Authentication failure, etc.—occur. To configure this
feature, click the Event Type Mail checkbox.

Trap
Setting Factory Default Necessity
Enable, Disable Disable Optional

This feature helps the administrator manage how the NPort 5100 sends SNMP Trap to a pre-defined SNMP Trap
server when the enabled events—such as Cold start, Warm start, Authentication failure, etc.—occur. To
configure this feature, click the Event Type Trap checkbox.

Monitor

Monitor Line

Click Line under Monitor to show the operation mode and status of each TCP/IP connection (IPx) for the serial

port.
[ g LO > e N

I Main Menu Monitor Line

{1 overview

] Basic Settings Line

) Network Settings Port  [OP Mode 1P1 2 \ 03 T )
%] Serial Settings 1 [Real COM Mode Listen | [
[ e Ee e 2 [Real COM Mode Listen ‘ |

{1 Accessible IP Settings
{_] Auto Warning Settings
=4 Monitor

(3 Asvnc
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Monitor Async

Click Async under Monitor to show the current status of the serial port.

d Main Menu Monitor Line

(1 Overview

{1 Basic Settings | Line

(1 Network Settings [Port OF Mode ‘ 1P1 [ P2 | 1P3 P4
# (] Serial Settings |1 Resl COM Mode ‘Llsten | |

1 Operating Settings
1 Accessible IP Settings

Monitor Async-Settings

Click Async Setting under Monitor to show the run-time settings for the serial port.

3 Main Menu Monitor Async

1 Overview

1 Basic Settings | Async

(1 Network Settings [Port [TxCnt RxCnt !TxTctaICnr [RxTotalcnt DSR fcts [peo
#{] Serial Settings 1t £ o o 0 OFF loFF [oFF

1 Operating Settings
{1 Accessible IP Settings

Change Password

Ny Main Menu Change password
1 Overview
1 Basic Settings Qld password :
[ Network Settings New password : ’7
El* 3 Serial Settings St eea ’7
1 Port1
v Submit
=4 Operating Settings

Input the “Old password” and “New password” to change the password. Leave the password boxes blank to
erase the password. If the password is erased, then NPort 5100 will not have password protection.

ATTENTION

If you forget the password, the ONLY way to configure NPort 5100 is by using the Reset button on NPort 5100’s
casing to “Load Factory Default.”

Remember to export the configuration file using NPort Administrator when you finish the configuration. By
using the Import function of NPort Administrator, your configuration can be re-loaded into NPort 5100 after
using “Load Factory Default.” Refer to Chapter 6 for more details about the Export and Import function.
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Load Factory Default

Load Factory Default

This function will reset all MOXA NPort Server settings to their factory default values, Be aware that previous settings
will be lost.

This function will reset all of NPort 5100’s settings to the factory default values. Be aware that previous settings
will be lost.
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Configuring NPort Administrator

The following topics are covered in this chapter:

O Overview

O Installing NPort Administrator
O Configuration

Broadcast Search

Unlock Password Protection
Configuring the NPort 5100
Upgrading the Firmware

Export Configuration

YV V V VYV V V

Import Configuration

O Monitor

Q

Port Monitor
O COM Mapping
» On-line COM Mapping
» Off-line COM Mapping
O IP Address Report
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Overview

Device Server Administrator lets you install and configure your NPort 5100 Series products easily over the
network. Five function groups are provided to ease the installation process, allow off-line COM mapping, and
provide monitoring and IP location server functions.

Device Server Administrator is an integrated software suite that bundles Device Server Administrator and the
IP Serial Library, and provides everything you need to manage, monitor, and modify your NPort 5100 from a
remote location.

Installing NPort Administrator

1. Once the Setup program starts running, click Next when the Welcome window opens to proceed with the
installation.

]521 Setup - NPort Ad stration Suite ;Iglﬂ

Welcome to the NPort
Administration Suite Setup Wizard

Thiz will inztall MPort Administration Suite Verl .1 on your
comprter.

Itis recommended that you close all other applications before
continuing.

Click Mext to continue, or Cancel ta exit Setup.

[EE Cancel

2. Click Next to install program files in the default directory, or select an alternative location.

]%l Setup - NPort Administration Suite

Select Destination Directory
where should NPark Administration Suite be installed?

Select the folder where you would like MPort Administration Suite to be installed, then
click Mext.

] Accessories

[Z] Cammon Files

2 ComPlus &pplications

2] Internet Explarer

21 microzoft rontpage j

I = d: test j

The program requires at least 1.8 MB of disk space.

< Back I Mest > I Cancel |
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3. Click Next to install the program using the default program name, or select a different name.

]i.:.il Setup - NPort Administration Suite

Select Start Menu Folder
‘where should Setup place the pragram's shortcuts?

Select the Start Menu folder in which you would ke Setup to create the program's
shortcuts, then click Mext.

Accessones
Administrative Tools
Microzoft Office 77

MPart Administration Suite

< Back I Mest > I Cancel

4. Click Install to proceed with the installation.

]hil Setup - NPort Administration Suite

Ready to Install

Setup iz now ready to begin installing MPort Adminiztration Suite on pour computer,

Click Install ko continue with the installation, or click Back if you want ta rewview or
change any settings.

Destination directory: d
[r:4Program Files\MPortddminS uite

Start Menu folder:
MPort Administration Suite

i o

< Back

Cancel |

5. The Installing window reports the progress of the installation.

]inq Setup - NPort Administration Suite

Installing

Please wait while Setup installs NPort dministration Suite on your computer.

Creating program icons...
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6. Click Next to proceed with the installation.

]i.,il Setup - NPort Administration Suite

Information
Pleaze read the following important information befare continuing.

‘wihen you are ready to continue with Setup, click Mest.

MPart Administration Suite:

| v

1. Component List
1. Utililie=
2. Real Com Maode Support Package
3. IP Serial Lib Package

2. Utilitie:s

Provides Configure, Monitar, and COM mapping administration utilities for
MPart.

3. Real Com Mode Support Package o
Provides a misc lib for Real COM management.

e .. =

4. IP Serial Lib _F'ac:kag_e

ration Suite : =101 x|

Completing the NPort
Administration Suite Setup Wizard

Setup haz finizhed instaling MPort Administration Suite on your
computer. The application may be launched by selecting the
inztalled icons.

Click Finish to exit Setup.

< Back I FEinish I
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Configuration

The Administrator-Configuration window is divided into four parts.

e The top section contains the function list and online help area. (Windows NT does not support this .chm file
format.)

e The five Administrator function groups are listed in the left section.

e A list of NPort 5100 serial device servers, each of which can be selected to process user requirements, is
displayed in the right section.

e The activity Log, which displays messages that record the user’s processing history, is shown in the bottom
section.

¢ Administrator-Configuration

J File Function Configuration Yiew Help I
i £ a2 E* By g
Exit Search SearchIP | e Configure  Web

Function Configuration - 0 NPort(s)
=] NPort /| Model | MAC Address | IP éddress | Status
k Configuration
Monitor
i Port Moritor
m COM Mapping
@L IP Addiess Report

| ©
Message Log - 0 | Monitor Log - 0
Mo | Time | Description |
lhow: 2005/8/31 _EF 11:03149 [ Y
—

Broadcast Search

The Broadcast Search function is used to locate all NPort 5100s that are connected to the same LAN as your
computer. Since the Broadcast Search function searches by MAC address and not IP address, all NPort 5100s
connected to the LAN will be located, regardless of whether or not they are part of the same subnet as the host.

1. Position the cursor in the right middle section of the Administrator window and then click the right mouse

button.
=
J File Function Configuration ‘Yiew Help
¥l = = 1,
Exit Search SeachlP | .- Configure
Function Configuration - 0 NPort(s)
(5 ) NPor No 7 | Model [ MACAddress | IP Addiess [ Status
€ Corfiguiation
8 Monitor
@& Port Monitor
i, COM Mapping [£ Brosdeast Search
< P Address Report % Specify by IP Address
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2. The Broadcast Search window will open and display the Model, IP Address, MAC Address, and Progress of
the search for that particular device.

Searching for NPart

« Stop

Ho | Model [ MAC Address | IP Address [
1 NPort 5110 00:90E8:04:0548  192.166.127.254

Found 1 NPort(s). remain timeout = 3 second(s)

3. When the search is complete, the Broadcast Search window will close, and the NPort 5100s that were
located will be displayed in the right pane of the Administrator window. If you found more than one server
connected to this network, refer to the MAC address sticker on your server(s) to determine which server(s)
are the ones you wish to configure. To configure an NPort 5100, place the cursor over the row displaying
that NPort 5100’s information, and then double click the left mouse button.

% Administrator-Configuration = ]Dli(]
j File Function Configuration Yiew Help
¥l a2 =
Exit Search Seach|P Locate Configue  Web
Function _ Configuration - 1 NPort(s)
-E—\@ NPart Mo  / | Model | MAC Address | IP Address | Status
-4 Configuration HPort 5110 0090 E8:00:007: 78 ; i e
|l Port Monitor
m COM Mapping
-~ IP Address Report
ATTENTION

Before modifying the NPort 5100’s configuration, use Broadcast Search to locate all NPort 5100s connected to
the LAN, or use Specify by IP Address to locate a particular NPort 5100.

Unlock Password Protection

If the NPort 5100 is password protected (indicated by “Lock” for Status), you will receive the following error,
and you will not be able to use the right click method to open the configuration page.

Q Target is password protected. Please [Unlock] First,

OF,

In this case, proceed as follows to “Unlock” the device server.
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1. Select the NPort 5100 with “Lock” status, click the right mouse button, and then select Unlock.

« Administrator-Configuration b

J File Function Configwation “iew Help

=10l

;
m COM Mapping

o P Address Repart

i3 2 Z =]
Exit Search SearchIP  Locate Configure  “Web
Function | Configuration - 1 NPort(s)
=[] NPot No /| Model MAC Address IP Address Status
- Configuration 1 | NPort5110 O 3 F 2 00001 8

= Broadcast Search
2 cpecify by IP Address

ﬁ Locate
= Unlock
B Configure

2. After inputting the correct password, the Administrator will display an “Unlock ok” message.

Password

Enter Password

x|

s |

X Cancel |

inormation ST

S Unlock ok,
1
oK

3. The “Lock” status will change to “Unlock,” and the Administrator utility will keep this NPort 5100 in the

Unlock status throughout this Administrator session.

¢ Administrator-Configuration

J File Function Configuration View Help

=101

: m COM Mapping
Lo IP Address Report

L & a & =)
Exit Search SearchIlP | gcate © onfigure  'weh
Function Configuration - 1 NPort{s)
[= [ NPor No ' | Model [ MAC Address [ 1P Addiess [ Status
0 Ennf‘igutatinn 1 NPart 5110 00:90:E8:00:00:18  192168.127.254  Unlock

The meanings of the six “Status” states are given below (note that the term Fixed is borrowed from the

standard fixed IP address networking terminology):

Lock

The NPort 5100 is password protected, “Broadcast Search” was used to locate it, and the password has not

yet been entered from within the current Administrator session.

Unlock

The NPort 5100 is password protected, “Broadcast Search” was used to locate it, and the password has

been entered from within the current Administrator session. Henceforth during this Administrator session,

activating various utilities for this NPort 5100 will not require re-entering the server password.

Blank

The NPort 5100 is not password protected, and “Broadcast Search” was used to locate it.
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Fixed
The NPort 5100 is not password protected, and “Search by IP address” was used to locate it.

Lock Fixed
The NPort 5100 is password protected, “Specify by IP address” was used to locate it, and the password has

not yet been entered from within the current Administrator session.

Unlock Fixed
The NPort 5100 is password protected, “Specify by IP address” was used to locate it, and the password has

been entered from within the current Administrator session. Henceforth during this Administrator session,
activating various utilities for this NPort 5100 will not require re-entering the server password.

Configuring the NPort 5100

In this section, we illustrate how to access the NPort 5100’s configuration utility. You should first make sure

that you can connect over the network from your computer to the NPort 5100.

1. To start NPort Administrator, click Start 2 NPort Administration Suite 2 NPort Administrator.

Accessaties »
Startup »
UC Finder »

fi MPort Administration Suite 3 |‘_§Q IF Serial Lib Reference
MPort Windows Driver Manager  » K It el gt dg= g
¥ [:éj Yersion info

2. Unlock the NPort 5100 you wish to configure if it is password protected. Right click the NPort 5100 and

select Configure to start the configuration.

% Administrator-Configuration = |CI|E|
J File Function Configuration View Help
i 3 & = 3y =)
Exit Search Search P Locate Configure  ‘Web
Function Configuration - 1 NPort(s)
=-[Z3 NPort Mo /| Model | MAC Address | IF Address | Status
W Configuration NPart 5110 00:90:E8:00:00:18 : 27.2
[ Monitor el
i £. Broadcast Search
[ Port Moritor ke ks
-, COM Mapping 2L specify by IP Address
o P Address Report oy
e Locate
= Unlock
|E§ Configure
B web

3. The progress bar shows that Administrator is retrieving configuration information from the specific NPort

5100.

Flease wait ...

26/29, 89%
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4. Refer to Chapter 5 for each parameter’s function definition. To modify the configuration, you must first click
in the modify box to activate the parameter setting box.

%
Infomztion |  AutoWaming | IPAddessRepot | Passwod |
Moo Homs Network I Serial | Operating Mode |
NPort 5110
MAC Address [ Modiy 7
00:90:E8:00:00:18 Server Mame  (MP5110_18
Serial Mumber
18
Time Zone M
oy Local Date | 17 172000 =
Ver20 LLoeal Time [12.00:00 AM -+
Time Senver |
System Uptime -
0 days +1:26 WLELD
|w] Enableweb Console
[v] Eniable Telhet Consale
[} Modify
System Performance Auto -
Click the "Modify" check box to madify configuration ' 0K | X Carcel |
ATTENTION

You can simultaneously modify the configurations of multiple NPort 5100s that are of the same model.

To select multiple NPort 5100s, hold down the Ctrl key when selecting additional NPort 5100s, or hold down the
Shift key to select a group of NPort 5100s.

Upgrading the Firmware

Follow these steps to upgrade the firmware of an NPort 5100.

1. To start NPort Administrator, click Start 2> NPort Administration Suite > NPort Administrator.

';-g Programs » @ Accessories »

() Startup »
[T UC Finder >
@@ NPort Administration Suite % 1P Serial Lib Reference
jj MNPort Windows Driver Manager ¢ MPort Administrator
M E] Version info
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2. Unlock the NPort 5100 you wish to configure if it is password protected. Right click a specific NPort 5100 and

select the Upgrade Firmware function to start upgrading the firmware.

% Administrator-Configuration -10] x|

J File Function Configuration ‘iew Help

noo8 E = O
Exit Search SearchIP  Locate Configure  Web

Function Configuration - 1 NPort(s)
- WPart No ! Model | MAC Address | IP &ddress | Status
¥ Configuration NPort 5170 i

Broadcast Search
Specify by IP Address

| Monitor
Port Manitar
q‘ﬁ COM Mapping

£
H 3
G- IP Address Report L5 Locate
— Unlock
B Configure
8 weh
|£ Upgrade Firmware
e Expurt Configuration
3. Select the correct ROM file to download.
selectrie x
Select File

File Mame: |C:\ Auser\Desktop\NPS110_1.1.rom

Browse

" 0K X Cancel

4. Wait while the Upgrade Firmware action is processed.

Processing, please wait... I, Close

Mo [ Model [ MAC Address | IP Address | Status
1 NPort 5110 OD90ES 40545 192166127.254 0K
ATTENTION

You can simultaneously upgrade the firmware of multiple NPort 5100s that are of the same model.
To select multiple NPort 5100s, hold down the Ctrl key when selecting an additional NPort 5100, or hold down

the Shift key to select a block of NPort 5100s.
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Export Configuration

To export the configuration of an NPort 5100, right click the NPort 5100, select Export Configuration, and
then follow the onscreen instructions. The Export Configuration function is a handy tool that can be used to
produce a text file containing the current configuration of a particular NPort 5100.

% Administrator-Configuration Y ] 4
J File  Function Configuration View Help

i 2 a2 3
E«it Search Search P Locate Configure  Web

Function ‘ Configuration - 1 NPort(s)

NPart No Model MAC Address IP Address Status
- €} Corfiguration :

I

AP 2 DRI E PR

Broadcast Search

| Port Monitor

-l COM Mapping P e |
oo IP Address Report Locate

Unlock

Configure

‘web

Uparade Firmware

Export Configuration I

Morsatan-t l Heelog t ] Import Configuration

I Na I Time | Descripti
I~

MO FAAT A AA A m T baitmm TR A ddisaa

Import Configuration

The Import Configuration function is used to import an NPort 5100 configuration from a file into one or more of
the same model NPort 5100. To import a configuration, first select the target servers, click the right mouse
button, and then select Import Configuration. Follow the onscreen instructions to locate the configuration
file and start downloading the file.

% Administrator-Configuration =10l x|

J File Function Configuration Yiew Help
It Y _
Exit Sealch SearchIP  Locate Configure  ‘Web
Function | Configuration - 1 NPort(s)
(= 5] NPort No /[ Model MAC Addiess IP Address Status
.-} Configuration o
i Broadcast Search
m COM Mapping 2 Specify by IP Address
s IP Addiess Report . Locate
= Unlock
iy Configure
E web
- Upgrade Firmwvare
= Export Configuration
|_= Import Configuration |
4| Assign IP Address |
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ATTENTION

You can simultaneously import the same configuration file into multiple NPort 5100s that are of the same
model.

To select multiple NPort 5100s, hold down the Ctrl key when selecting an additional NPort 5100, or hold down
the Shift key to select a block of NPort 5100s.

Monitor

Use one of the following two methods to start the Monitor function.
Broadcast Search > Monitor > Add Target

1. With Configuration selected under Function, use Broadcast Search to locate all NPorts on your LAN.

% Administrator-Monitor =] ]

J File Eundiunl Monitor Yiew Help

Ej € configuration

»
T S

| Port Manitor Monitor - Stopped - 0 NPort{s)
=3 ) : | Model | MAC Address | IP &uddress | slive |
- i, COM Mapping
- % 1P Address Report
& FNM Mannina I
2. Next, click Monitor - Add Target and select your targets from the list, and then click OK.
x
# Select From List Rescan | Select 41l ‘ Clear &ll ‘
No | Model | MAC Addiess |_IP Address |
1 NFort 5110 00:90:E8:00:00:18 192168.127.254
0 Input manually |F Address
fi el MPart 5210
Earis 2 Fart(s]
o 0K | X Cancel |

Monitor > Add Target 2 Rescan

1. Click Monitor under Function.

TTTTTTESSS—— _ioix
] File Function Monitor View Help
! & = o
Exit Add Remove Go Stop
Function | Monitor - Stopped - 0 NPort(s) ‘
=[5 NPart No / | Model | MAC Address | IP &ddress | Alive

€ Configuration
2 onitor

B Port Monitor
i, COM Mapping
% IP Address Report
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2. Click Monitor > Add Target from the menu bar, or click the right mouse button and select Add Target.

[ pdmnistratorvoneor S - Y
_l File Function Monitor Yiew Help
38 5 = » u
Exit Add Remave Ga Stop
Function I Monitor - Stopped - 0 NPort(s)
(= (54 NPor No / | Model | MAC Address [ 1P Address | Alive |
Canfiguration

[ﬂﬁ E 4. Remove Target

Load Configured COM Port

¥ Settinas

3. Click Rescan.

xq
@ Select From List Select Al Clear Al
hodel MAC Address | IP Address |
M1 MPort 5150 00:90:E8:01:23:55 192.168.127.254

1 Input Manually IF Addiess

Mode! MNPort 5110

Iarts 1 Port(s]

‘ \/UK ||annceI|

4. Select your targets from the list, and then click OK.

x|
® Select From List Rescan I Select Al | Clear Al
No | Model | MAC Address | IP Address |
(2R NPort 5150 00:80:EE0M:2355 | 192168.127.254

) Input Manually

IF Address
Model

Ports

]

NPort 5110
1 Bart(s]

___EES
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Once the Monitor function is running:

1. The NPort 5100 list will appear on the Monitor screen.

% Administrator-Monitor

. File  Function Monitor View Help

| R 2 = =
Exit Add Remave Go
Function Monitor - Stopped - 1 NPort(s)
= [Z4] NPort Mo / | Model | MAC Address | IP Address | Alive
@ Configuration 1 NPort 5110 00:30:EE:04:0548  192168.127.254  Not Alive
B8 Port Monitor
m COM Mapping
@- IP Address Report
2. Right click the panel and select Settings.
=loixi
_| File Function Monitor View Help
i 2 = m
Exit Add Femave Go Stap
Function | Monitor - Stopped - 1 NPort(s)
= [l NPert No /[ Model [MACAddess [P
“4# Configuration - E

L. Add Target

d| Pt Monitor Z. Remove Target
(i, COM Mapping
@ IP Address Report Load Configured COM Port
[ settings
Go

- ria.

3. Select or de-select Monitor Items. Use the single arrowhead buttons to move highlighted items from one
box to the other. Use the double arrowhead buttons to move all items in one box to the other.

Monitor Settings x|

I General Settings | Advanced Settings I

De-selected Items Selected Items
Server Name Model
COM Number M MAC Address

IP Address
| e

e

Load Default

CSOK | X cancal |
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4. Select a Refresh Rate (the default is 3 seconds) on the General Settings page.

Monitor Settings El

| Advanced Settings I

HEreEH 3 Smconedz]

[7] Auto save monitored NPort list.

VoK | | X Cancol |

5. On the Advanced Settings page, select Display warning message for new event and/or Play
warning music for new event. In the second case, you must enter the path to the WAV file that you want
to be played. “New event” means that one of the NPort 5100s in the monitor is “Alive” or “Not Alive,” or has

lost connection with the Monitor program.

Monitor Settings il

Muniturltemsl General Settings  Advanced Settings |
Monitor and Port Monitor Message Box Setting

Display warhing message for new event.

\v| Play wamning music for new event.

|F-\WINXP\Media\notiy. wav || Browes |[p

' 0K | XCalcal|

6. Right click in the NPort 5100 list section and select Go to start Monitoring the NPort 5100.

< Administrator-Monitor

File Function Monitor View Help
R 2 x e
Exit Add Remove Go
Function Monitor - Stopped - 1 NPort(s)
= [ NPort | Mo /| Model | MAC Address | IP Address | Alive |
&) Configuration 543 92 254 | Mot Alive
Manitor Add Target
| Port Monitor 2 Remowve Target
m COM Mapping -
G- IP Address Report Lo Condigmed O Fott
B Settings
| » Go
=
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7. For this example, the NPort 5100s shown in the list will be monitored.

% Administrator-Monitor

Fie Function Monitor ‘iew Help

Wl = = "
Exit Add Remove Stop
Function Monitor - Running - 1 NPort(s)
= [ NPort MAC Address IP Address
@ Configuration NFort 5110 (0 90:E 8:04:05:48

Monitar
Port Manitor

m COM Mapping
i IP Address Report

8. When one of the NPort 5100s loses connection with the Monitor program, a warning alert will display

9.

10.

automatically. The warning music will be played at the same time.

et x|

Alert
New Monitor Event: 1 Event(s] Stop Musi
Please check Moritor message window for more information. M
9/19/2005 3:46:39 PM NPort 5210 (192.168.127.254] is lost connection. _;l

5 o
I} Cles=

In the Monitor screen, you can see that the NPort 5100s that are “Not Alive” are shown in red color.

% Administrator-Monitox

File Function Monitor View Help

i £ = 3 m
Exit Add Remaove Stop

Function Monitor - Running - 1 NPort(s)

= [ NPort Ne / | Model
@ Configuration B “NPart 5110
Moritor
Fort Monitor
n]‘ COM Mapping
& IP Addiess Report

Not Alive

If the NPort 5100 gets reconnected, a warning will be displayed to remind the user that the NPort 5100 is

now “Alive.”

x

Alert
New Monitor Event : 1 Event(s) Siop Music
Please check Moritor messaage window for more information. |y
9/19/2005 3:48:26 PM NPoit 5210 [192.168.127.254) is alive again. =]

4 o
i ! Close
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11. The NPort 5100s that were reconnected, and are now “Alive,” will be shown in black color.

¢ Administrator-Monitor

File Function Moritor View Help

i 2 a b =
Exit Add Remove Stop

Function Monitor - Running - 1 NPort(s)
- 174 NPort No / | Madel \ MAC Address ] IP Address \ Alive |
€ Configuration 0050 E 6.04-05 48
Monitor
Port Monitor

m COM Mapping
5@ IP Address Report

Port Monitor

The process described here is the same as in the previous “Monitor” section. The only difference is that you can
select more items under Port Monitor than under Monitor.

10/
] Eile Function Port Monitor View Help
£ -3 -]
Exit Add Remove Go
Function | Port Monitor - Stopped - 1 Port(s) I
=434 NPort Na /| Model | MAC Address | IP Address | Pon | OP Mod

€ Configuration [zl NPort 5110 O0:90ESO00018 | 192168.127.254 | 1 Fieal COI

i i, COM Mapping
G IP Address Report

Select or de-select Monitor Items. Use the single arrowhead buttons to move highlighted items from one box
to the other. Use the double arrowhead buttons to move all items in one box to the other.

x|
General Settings | Advanced Settings |

De-selected Items Selected ltems

Conn Status ﬂ Model

Remote IP MAC Address

Serial |P Address

Line Status ﬂ Port +
Tx/Rx after Conn. 0P Mode

Tx/Ax after Mon Alive

Tu/Rx Throu.

Tx/RAx Intv Throu.

COM Number < ¥
Server Name
Blias J

£«
Load Default

" 0K | xE:rlzell

COM Mapping

Windows Administration Suite comes with Windows Real COM drivers. After you install NPort 5100
Administration Suite, there are two ways to set up the NPort 5100 serial port as your host’s remote COM port.

The first way is with On-line COM Mapping. On-line COM Mapping will check to make sure that the NPort 5100
is connected correctly to the network and then install the driver on the host computer.

The second way is with Off-line COM Installation, without first connecting the NPort 5100 to the network.
Off-line COM Mapping can decrease the system integrator’s effort by solving different field problems. Via
off-line installation, users can first process software installation for the host, and then install the NPort 5100 to
different fields.
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Use the following procedure to map COM ports:

1. On-line COM Mapping:

Connect NPort 5100 to the network > Set NPort 5100 to the proper IP address - Map COMs to your host

- Apply Change.
Off-line COM Mapping:

Map COMs to your host - Apply Change - Connect the NPort 5100 to the network - Configure NPort

5100’s IP address.

On-line COM Mapping

1. Broadcast Search for NPort 5100s on the network.

i Administrator-Configuration

File Function Configuration View Help

]
|

I 3! # & =
Exit Search SearchIP | ocate  Configue Web
Function ‘ Gonfiguration - 0 NPort(s)
(= NFor No . [ Model [MACAddiess | IP Address [ Status

i ﬂ Eunﬁguratlun

B Port Monitar 1
(i, COM Mapping Iﬁ Broadcast Search |
Lol IP Address Report £ Specify by IP Address

2. Select the COM Mapping function group.
J File  Function COM Mapping View Help
L =2 =
Exit Add Remove  Appl Configure
Function | COM Mapping - 0 COM
=[] NPort No | Model | IP Address | Pot__ | cOMPot | Mode Paramete
: Configuration
b Manitar
& Port Monitar
ﬁ IP Address Report
3. Add the target to which you would like to map COM ports.
|
J File Function COM Mapping “iew Help
£ = qy &
Exit Add Femove AP Configure
Function | COM Mapping - 0 COM
NPt No /| Model | IP Address | Pot [ COMPott | Mode | Parameter
= Configuration
= Manitor —
~[@ Port Moritor [£ 44 Target |
COM Mapping &= | Remove Target
4 P Address Report -
Enable
4. The NPort 5100 list that appears is the list generated by the previous Broadcast Search. Select the NPort

5100 to which you would like to map COM ports.

Add NPort

@ Soioct From Lt Rescan | Select Al \ Clear Al |
No | Model | MAC Addiess | IP Address |
=1 NPoit 5110 00:90:EB.04:0548  192168.127.254
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5. Select COM Settings to modify COM No., default setting, etc.

4 Administrator-COM Mapping

File Function COM Mapping Yiew Help

i 2 a &
E xit Add Remove  Apply  Configure
Function COM Mapping - 1 COM
= [ NPor No | Model | IP Address [Pon |
@ Corfourstion | ER oo (1]
Moritor £ Add Target
& Port Monitor 2 Remove Target
m COM Mapping
@ IP Address Report Ensble
Disble
| COM Settings
& 4pply Change

6. Select the COM Number.

COM ports that are “In use” or “Assigned” will also be indicated in this drop-down list. If you select multiple
serial ports or multiple NPort 5100s, remember to check the “Auto Enumerating” function to use the COM
No. you select as the first COM No.

COM Port Sektings x| COM Port Settings |
Paort Mumber: 2 Poit(z] Selected. 1st part iz Port 1 Part Humber: 2 Pait(z] Selected. 1st part iz Port 1
Basic Settings | Advanced Settings I Senal Parameters I Basic: Settings | Advanced Settiings I Serial Parameters I

COM Nurmber COMT [eurrent] (sssigned. 5 T e <

i diPs
COMZ [in use)
Avta Enumerating COM3 [in uze] Auta Enumnerating COM Mumber for
Selected Ports. [COM4 [azzigned) Selected Ports.
(151

W DK | X Cancel | " DK | 3 Cancel |

7. Hi-performance mode is the default for Tx mode. If the driver completes sending data out to the NPort
5100, the driver will respond “Tx Empty” to the program.

Under classical mode, the driver will not notify the user’s program that Tx is completed until all Tx data
has been sent out from the NPort 5100; this mode will cause lower throughput. If you want to ensure that
all data is sent out before further processing, classical mode is recommended.

Enable/Disable Tx/Rx FIFO. If disabled, the NPort 5100 will send one byte each time the Tx FIFO
becomes empty; and an Rx interrupt will be generated for each incoming byte. This will result in a faster
response and lower throughput. If you want to use XON/XOFF flow control, we recommend setting FIFO to
Disable.

Fast Flush (only flush local buffer)

e We have added one optional Fast Flush function to Moxa’s new NPort Real COM driver. NPort
Administrator Suite for 2G NPort adds it after version 1.2.

e For some applications, the user’s program will use the Win32 “PurgeComm()” function before it reads or
writes data. With our design, after the program uses this Purge Comm() function, the NPort driver will
keep querying the NPort’s firmware several times to make sure there is really no data queued in the
NPort firmware buffer, rather than just flushing the local buffer. This kind of design is used because of
some special considerations. However, it might take more time (on the order of several hundred
milliseconds) than a native COM1, because it needs to work via Ethernet. That’s why the native COM
ports on the motherboard can work fast with this function call, but the NPort requires much more time.
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In order to accommodate other applications that require a faster response time, the new NPort driver
implements a new “Fast Flush” option. Note that by default, this function is disabled.

e To begin with, make sure there are some “PurgeComm()” functions being used in your application
program. In this kind of situation, you might find that your NPort exhibits a much poorer operation
performance than when using the native COM1 port. Once you have enabled the “Fast Flush” function,
you can check to see if there has been an improvement in performance.

e By default, the optional “Fast Flush” function is disabled. If you would like to enable this function, from
the “NPort Administrator,” double click the COM ports that are mapped to the NPort, and then select the
“Fast Flush” checkbox. You should find that when “Fast Flush” is enabled, the NPort driver will work
faster with “PurgeComm().”

COM Port Settings x|

Port Number: 1 Port{s) Selected. 1st port is Port 1

Basic Settingh, Advanced Settings [Serial Parameters]

T« Made Hi-Performance -

FIFD Enable -

[w| Fast Flush [Only Flush Local Buffer)

[] &pply Al Selected Ports

" OK ‘ XK Cancel ‘

8. The Serial Parameter settings shown here are the default settings when the NPort 5100 is powered on.
However, the program can redefine the serial parameters to different values after the program opens the
port via Win 32 API.

COM Port Settings x|
Fort Mumber: 2 Port[2] Selected. 1zt port iz Port 1

Basic Settings | Advanced Settings  Serial Parameters

Baud Rate 9600

Parity

Data Bits g -
Stop Bits 1 -
Flow contral MHaone -

Apply Al Selected Partz

W 0K | 3 Cancel |
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10.

11.

After setting the COM Mapping, remember to select Apply Change to save the information in the host
system registry. The host computer will not have the ability to use the COM port until after Apply Change
is selected.

¢ Adminietrator-COM Mapping

File Function COM Mapping View Help

i 2 a q r[?
Exit d Remove  Apply  Configure

Function ‘ COM Mapping - 1 COM
= [ NPort
€} Configuration ]
&) Monitor £ 4dd Terget
Port Monitar Py
m COM Mapping 4. Remove Target
@ IP Address Report Enable
Disable
B COM Settings
Discard Change

Select Discard Change to tell Administrator NOT to save the COM Mapping information to the host.

% Administrator-COM Mapping

File  Function COM Mapping Yiew Help
noo= I iy
E it Add Remowve  Apply  Configure
Function . COM Mapping - 1 COM
- [ NPort No Modsl IP Address Port
L I e 165 127,250 [ 1|
& Monitor 22 4dd Target
Port Monitor 2 Remove Target
m COM Mapping |
& IP Address Report Ensble
Disable
B COM Settings
B Apply Change
[ Disend Change |
2 Export COM Mapping

To save the configuration to a text file, select Export COM Mapping. You will then be able to import this
configuration file to another host and use the same COM Mapping settings in the other host.

+ Administrator-COM Mapping
| Fie Function COM Mapping View Help

& 8. AT
Exit Add Remove  Apply  Configue

Function COM Mapping - 1 COM
= {3 NPort No  / Madel IP Address Port
Coiguation | [N S 725 ]
Maonitar & Add Target
Port Monitor P
emove Target
COM Mapping i 2 s
@ IP Address Fieport Enable
Disable
FF COM Settings
& Apply Change
Djseaxd Change
[& EponCOM Mapping |
= Import COM Mapping
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Off-line COM Mapping

1. Add a target by inputting the IP address and selecting the Model Name without physically connecting the
NPort 5100 to the network.

@ Select From List Rescan | | Select All ‘ | Clear Al |
i No | Model | MAL Address | IP Addiess |
[#11 | NPort 5150 | DO:S0ESST50:13  192168.127.254

2 Input M anuially P Address

izt MNPt 5110
fFarts: 1 Farils]
o DK ‘ - X Cancel |

2. Modify the port settings as needed.

% Administrator-COM Mapping

File Eunction COM Mapping Yiew Help

L = = q e
Exit Add  Remove APPY  Configue
Function ‘ COM Mapping - 0 COM
=z HPort No /| Model [P &ddiess | Pot  [COMPot | Hode | Paramete
&) Configuration

3. Right click in the NPort list section and select Apply Change.

+ Administrator-COM Mapping

File Function COM Mapping Wiew Help

I 2 2 q 7y
Exit Add Remove  Apply  Configure
Function COM Mapping - 1 COM
= [z NPort No Model | IP Address [Pot |
€} Configuration 92.168.
& Moritor | £
& Port Monitor | =
- Target
[ﬁ COM Mapping |- nemove: aree
X IP Address Report | | Ensble
| Disble
B COM Settings
B Apply Change |
Discard Change
| & Export COM Mapping
| = Import COM Mapping
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IP Address Report

When NPort 5100 is used in a dynamic IP environment, users must spend more time with IP management tasks.

NPort 5100 Series products help out by periodically reporting their IP address to the IP location server, in case
the dynamic IP has changed.

1. Configure the NPort 5100 with Dynamic IP settings (DHCP, BOOTP, or DHCP/BOOTP). Assign the remote
Auto IP report server’s IP address and UDP port.

g LO »_ & o\
‘A Main Menu Network Settings
{1 owerview
(1 Basic Settings ‘IP acdress [192.168.127.254
O3 Network Settings Iatmask | e
F (] Serial Settings
‘Gateway ||

H{] Operating Settings

{1 Accessible IP Settings ‘ID configuration -

{0 Auto Warning Settings DNS server L

{1 change Password

{1 Load Factory Default ol SEREF &

{1 save/Restart ‘ SNMP Setting
‘SNMF @ Enable € Disable
Community name public
Contact
‘meatmn ||

‘ 1P Address report

‘Autu report to IP ||

‘Autu report to TCP port ||4DDZ
‘Auto report period |1U seconds

2. Select the IP Address Report, and click the right mouse button to select Settings.

% Administrator-IP Address Report ] = |I:I|£|
J Eile  Function |P Address Report Yiew Help

J-'L IE i |
Exit Settings Go Sio

stop

Function ‘ IP Address Report - Stopped - Port:4002 - 0
(=34 NPot No ' | Model [ MACAddress | IP Address [ Count [ Previous Time
-} Configuration

Monitor

= Port Monitar
-, COM Mapping B cettings
4 IP Address Report
» Go

3. Configure the Local Listen Port to be the same as the NPort 5100’s “Auto report to UDP port” setting.
]

Local TCP Listen Port 4002

SO || X Concel |
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4. Click Go to start receiving the Auto IP address report from the NPort 5100.

% Administrator-IP Address Report ;Iglil

J File Function |P Address Report View Help
i 5! g b m
Exit Settings Go Stop
Function | IP Address Report - Stopped - Port:4002 - 0
(= & NPat No [ Model [ MACAddiess | IPAddress | Count | Previous Time
: Configuration
Monitor
Port Monitar B Settings

(i, COM Mapping —
- IP Address Repoit

B Stop

Clear
——
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NPort CE Driver Manager for Windows CE

The following topics are covered in this chapter:

O Overview
O Installing NPort CE Driver Manager
0 Using NPort CE Driver Manager
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Overview

NPort CE Driver Manager is designed for use with NPort 5000 serial ports that are set to Real COM mode. The
software manages the installation of drivers that allow you to map unused COM ports on your PC to serial ports
on the NPort 5000. These drivers are designed for use with Windows CE 5.0/6.0. When the drivers are installed
and configured, devices that are attached to serial ports on the NPort 5000 will be treated as if they were

attached to your PC’s own COM ports.

Installing NPort CE Driver Manager

1. Copy “NPortCab.cab” to Windows CE and start to install driver by double clicking on it.

2. Click on “OK” to complete the installation when the following screen appears.

& o] e ] =] ox] (x|

Install Default Company Name NP...

/4] \Program Files
ECDmmand Prompt

Mame: [MPortCab Type: EI

3. Driver installation is now complete and the “NPortCab.cab” icon disappear from the screen. This is normal

when installing drivers in Windows CE.

Using NPort CE Driver Manager

After you install NPort CE Driver Manager, you can set up the NPort’s serial ports as remote COM ports for your
Windows CE. Make sure that the serial port(s) on your NPort are set to Real COM mode when mapping COM
ports with NPort CE Driver Manager.

1. Go to Start > Programs = NPort CE Driver Manager.

NPort CE Driver Manager m

COM Setting | CoM Mapping | About |

com | IP addr | Datajcrmd | | Delete all |

Settings

T Mu:u:lel EI Iﬂl
FIFO | ]

0 COM port(s) was Found,
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2. Click on the COM Mapping page and then the “Search” button to scan for NPort servers.

COM Setting | COM Mapping | About

MPort CE Driver Manager m

' Madel | 1P Addr | Parts | | search |
MPark 2110 192.165,127.254 1
Modify IF
Search
Port Inde:x Completed.

Hdd

Select the port index
of MPort that you
wank to add,

All NPort servers that were located will appear in the NPort CE Driver Manager window. Click on the server

whose COM ports you would like to map to and then select the port index. Note that multiple selections are

allowed.

Select the port(s) at the Port Index and then click on the “Add” button to map to the COM Port(s).

COM Setting | COM Mapping | About

NPort CE Driver Manager m

| Model I IP Addr I Ports I

| Search I

MPaort 5110 192.168.127.254 1

Search

Port Index

Porkl (950,/965)

Select the port index
af MPart that vou
wank to add,

Completed.

MPork 5110 (192,168,127 ,254) is selected,
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5. Return to the COM Setting page. You should be able to see the newly mapped COM Port(s).

COM Setting | coM Mapping | sbout |

MPort CE Driver Manager m

com | 1P addr | Datafcmd | | Delete &l |
COMZ | 192.168,127.254 | 950/266 —
Settings

T Mode I EI Save |

FIFO | -]

1 oM portis) was Found.

6. To configure the settings for a particular COM Port, select the row of the desired port, and then modify the

setting in the “Settings” panel, as shown below.

COM Sietting | CoM Mapping | About |

MPort CE Driver Manager m

‘com | 1P Addr | patajcmd | | Delete Al |
COM2 192.1658.127.254 Q50966
Settings

Tx Mode
FIFo  |Enable EI

COMZ js selected,

Tx Mode

“Hi-Performance” is the default for Tx mode. After the driver sends data to the NPort server, the driver

immediately issues a “Tx Empty” response to the program. Under “Classical mode,” the driver will not send

the “Tx Empty” response until after confirmation is received from the NPort server’s serial port. This causes

lower throughput. Classical mode is recommended if you want to ensure that all data is sent out before

further processing.

FIFO

If FIFO is disabled, the NPort server will transmit one byte each time the Tx FIFO becomes empty, and an

Rx interrupt will be generated for each incoming byte. This will result in a faster response and lower

throughput.
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IP Serial LIB

The following topics are covered in this chapter:

O Overview

» What is IP Serial Library?

» Why Use IP Serial Library?

» How do I install IP Serial Library?
O IP Serial LIB Function Groups

0 Example Program
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What is IP Serial Library?

IP Serial Library is a Windows library with frequently used serial command sets and subroutines. IP Serial
Library is designed to reduce the complexity and poor efficiency of serial communication over TCP/IP. For
example, Telnet can only transfer data, but it can’t monitor or configure the serial line’s parameters.

Why Use IP Serial Library?

For programmers who are familiar with serial communication, IP Serial Library provides well-designed function
calls that have the same style as Moxa’s PComm Library.

IP Serial Library is amazingly simple and easy to understand. By including it in your VB, C, or Delphi
programming environment, you can program your own TCP/IP application with the ability to control serial
communication parameters.

NPort 5100 uses 2 TCP ports for communication between the NPort 5100 and host computer’s Real COM driver.
NPort 5100 uses a data port and command port to provide pure data transfer without decode and encode.
Compared to using only one TCP port to control serial communication (such as RFC 2217), IP Serial Library uses
a command port to communicate with NPort 5100 from the user’s program. IP Serial Library not only runs with
excellent efficiency but also runs without any decode or encode problems.

How do I install IP Serial Library?

IP Serial Lib comes with the NPort 5100 Administration Suite. Refer to the IPSerial directory for more detail
about the function definitions.

X NPortAdminSuite

JFi\e Edit  Wiew Favortes Tools  Help

J Back v = - ‘ @ zearch |E&Fo|ders I “B X e | E-
JAddress ID MPaortAdminSuite

Folders b4 1 i | Mame # | Size | Type | Modified |
m Deskkop I‘D L Zabin L G020
53-£23 My Documents t =l File Falder 4J28/2003 4mm>
i {3 My Pictures NPortAdminSuite [ File: Folder 4/26{2003 4;01 P
H My Computer readme 1KE Text Document 4112003 11:26 AM
(1= Local Disk (C:) YERSION [ uninsoon LLKE DATFie 4/26/2003 4:01 PM
Bl TEST(D:) Text Document .2l uninsnon a5 KB Application 1/8(2003 12:00 &M
-] Documenks and Settings Madified: 3{17/2003 3:23 &M YERSION 1KB  Text Document 3/17(2003 3:23 AM

-] Officez0005R-1

{:I Personal Data

EI-C] Program Files

B Accessories

B[] Common Files

[ ComPlus Applications
B+ Internet Explorer

- microsoft Frontpage
B Microsoft Office
b
B

Size: 110 bytes

Attributes: (normal)

7] Microsoft Wisual Studio
7] MwSnap

D MetMeeting
AR FHP or EAdminSuite:
[ Outlook Express
] Windows Media Player
- Windows NT

B WINNT

8-2
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IP Serial LIB Function Groups

Server Control Port Control Input/Output Data
nsio_init nsio_open nsio_read
nsio_end nsio_close nsio_SetReadTimeouts
nsio_resetserver nsio_ioctl nsio_write
nsio_checkalive nsio_flowctrl nsio_SetWriteTimeouts

nsio_DTR

nsio_RTS

nsio_lctrl

nsio_baud

nsio_resetport

Example Program

char NPort 5100-Nip="192.168.1.10";
char buffer[255];

int port = 1;

int portid;

nsio_init();

portid = nsio_open(NPort 5100ip, port);
nsio_ioctl(portid, B9600, (BIT_8 | STOP_1 | P_NONE) );
sleep(1000);

nsio_read(port, buffer, 200);
nsio_close(portid);

nsio_end();

Port Status Inquiry
nsio_Istatus
nsio_data_status

Miscellaneous
nsio_break
nsio_break_on
nsio_break_off
nsio_breakcount

/*data buffer, 255 chars */

/*1st port */
/* port handle */

/*initial IP Serial Library */
/*1st port, NPort 5100 IP=192.168.1.10 */

/*set 9600, N81 */

/* wait for 1000 ms for data */
/* read 200 bytes from port 1 */

/* close this serial port */

/* close IP Serial Library */
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and Cable Wiring

The following topics are covered in this appendix:

O Port Pinout Diagrams

>
>
»
>

Ethernet Port Pinouts

NPort 5110 Serial Port Pinouts
NPort 5130 Serial Port Pinouts
NPort 5150 Serial Port Pinouts

O Cable Wiring Diagrams

>

Ethernet Cables
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Pinouts and Cable Wiring

Port Pinout Diagrams

Ethernet Port Pinouts

Pin Signal
1 Tx+
2 Tx- 1
3 Rx+
6 Rx-

NPort 5110 Serial Port Pinouts

DB9 Male RS-232 Port Pinouts for NPort 5110/5110-T

Pin

RS-232

1

DCD

2345

RxD

TxD

o {’

']O

DTR

GND

DSR

RTS

(N[O ]|W[IN|EF

CTs

6789

NPort 5130 Serial Port Pinouts

DB9 Male RS-422/485 Port Pinouts for NPort 5130

1

2345

o {’

']O

Pin RS-422/4-wire RS-485 2-wire RS-485

1 TxD-(A) ---

2 TxD+(B) ---

3 RxD+(B) Data+(B)

4 RxD-(A) Data-(A)

5 GND GND

6 — ——

7 — —

8 — —

NPort 5150 Serial Port Pinouts

DB9 Male RS-422/485 Port Pinouts for NPort 5150

Pin RS-232 RS-422/4-wire RS-485 2-wire RS-485

1 DCD TxD-(A) ---

2 RxD TxD+(B) -

3 TxD RxD+(B) Data+(B)

4 DTR RxD-(A) Data-(A)

5 GND GND GND

6 DSR --- ---

7 RTS --- ---

8 CTs --- -—-

6789

12345

o ()] o

6789
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Cable Wiring Diagrams

Ethernet Cables

%D Straight-Through Cable E
"

RJ45 Plug Pin 1
Cable Wiring

N =0 W
N = OO W

%D Cross-Over Cable E

RJ45 Plug Pin 1
Cable Wiring

N =0 W
DWN =
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Well Known Port Numbers

In this appendix, which is included for your reference, we provide a list of Well Known port numbers that may
cause network problems if you set NPort 5100 to one of these ports. Refer to RFC 1700 for Well Known port
numbers, or refer to the following introduction from the 1ANA.

The port numbers are divided into three ranges: the Well Known Ports, the Registered Ports, and the Dynamic

and/or Private Ports.

The Well Known Ports range from 0 through 1023.

The Registered Ports range from 1024 through 49151.

The Dynamic and/or Private Ports range from 49152 through 65535.

The Well Known Ports are assigned by the IANA, and on most systems, can only be used by system processes
or by programs executed by privileged users. The following table shows famous port numbers among the
well-known port numbers. For more details, please visit the IANA website at
http://www.iana.org/assignments/port-numbers.

TCP Socket Application Service
0 Reserved
1 TCP Port Service Multiplexer
2 Management Utility
7 Echo
9 Discard
11 Active Users (systat)
13 Daytime
15 Netstat
20 FTP data port
21 FTP CONTROL port
23 Telnet
25 SMTP (Simple Mail Transfer Protocol)
37 Time (Time Server)
42 Host name server (names server)
43 Whois (nickname)
49 (Login Host Protocol) (Login)
53 Domain Name Server (domain)
79 Finger protocol (Finger)
80 World Wide Web HTTP
119 Network News Transfer Protocol (NNTP)
123 Network Time Protocol
213 IPX
160 — 223 Reserved for future use
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Well Known Port Numbers

UDP Socket Application Service
0 Reserved
2 Management Utility
7 Echo
9 Discard
11 Active Users (systat)
13 Daytime
35 Any private printer server
39 Resource Location Protocol
42 Host name server (names server)
43 Whois (nickname)
49 (Login Host Protocol) (Login)
53 Domain Name Server (domain)
69 Trivial Transfer Protocol (TETP)
70 Gopher Protocol
79 Finger Protocol
80 World Wide Web HTTP
107 Remote Telnet Service
111 Sun Remote Procedure Call (Sunrpc)
119 Network News Transfer Protocol (NNTP)
123 Network Time Protocol (NTP)
161 SNMP (Simple Network Mail Protocol)
162 SNMP Traps
213 IPX (Used for IP Tunneling)
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SNMP Agents with MIB 11 &
RS-232/422/485 Link Groups

The NPort 5100 has built-in SNMP (Simple Network Management Protocol) agent software that supports SNMP
Trap, RFC1317 RS-232/422/485 like groups and RFC 1213 MIB-I1. The following table lists the standard MIB-11
groups, as well as the variable implementation for NPort 5100.

RFC1213 MIB-11 Supported SNMP Variables

System MIB Interfaces MIB IP MIB ICMP MIB
SysDescr itNumber ipForwarding IcmplnMsgs
SysObijectID ifindex ipDefaultTTL IcmplInErrors
SysUpTime ifDescr iplnreceives IcmplnDestUnreachs
SysContact ifType ipInHdrErrors IcmpInTimeExcds
SysName ifMtu iplnAddrErrors IcmplnParmProbs
SysLocation ifSpeed ipForwDatagrams IcmplInSrcQuenchs
SysServices ifPhysAddress iplnUnknownProtos IcmplnRedirects

ifAdminStatus ipInDiscards IcmplInEchos
ifOperStatus ipInDelivers IcmplInEchoReps
ifLastChange ipOutRequests IcmpInTimestamps
ifInOctets ipOutDiscards IcmpTimestampReps
ifilnUcastPkts ipOutNoRoutes IcmplnAddrMasks
ifilnNUcastPkts ipReasmTimeout IcmpOutMsgs
ifinDiscards ipReasmReqds IlcmpOutErrors
ifInErrors ipReasmOKs IcmpOutDestUnreachs

ifinUnknownProtos

ipReasmFails

IcmpOutTimeExcds

ifOutOctets ipFragOKs IcmpOutParmProbs
ifOutUcastPkts ipFragFails IlcmpOutSrcQuenchs
ifOutNUcastPkts ipFragCreates IcmpOutRedirects
ifOutDiscards ipAdEntAddr lcmpOutEchos
ifOutErrors ipAdEntIflndex IlcmpOutEchoReps
ifOutQLen ipAdEntNetMask IcmpOutTimestamps
ifSpecific ipAdEntBcastAddr IcmpOutTimestampReps
ipAdEntReasmMaxSize IcmpOutAddrMasks
IpNetToMedialflndex IcmpOutAddrMaskReps

IpNetToMediaPhysAddress

IpNetToMediaNetAddress

IpNetToMediaType

IpRoutingDiscards
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SNMP Agents with MIB Il & RS-232/422/485 Link Groups

UDP MIB TCP MIB SNMP MIB

UdplnDatagrams tcpRtoAlgorithm snmplnPkts

UdpNoPorts tcpRtoMin snmpOutPkts

UdplnErrors tcpRtoMax snmplnBadVersions
UdpOutDatagrams tcpMaxConn snmplnBadCommunityNames
UdpLocalAddress tcpActiveOpens snmplnASNParseErrs

UdpLocalPort

tcpPassiveOpens

snmplnTooBigs

tcpAttempFails

snmplnNoSuchNames

Address Translation MIB tcpEstabResets snmplnBadValues
Atlflndex tcpCurrEstab snmplnReadOnlys
AtPhysAddress tcplnSegs snmplnGenErrs
AtNetAddress tcpOutSegs snmplnTotalReqVars
AtNetAddress tcpRetransSegs snmplnTotalSetVars
tcpConnState snmplInGetRequests
tcpConnLocalAddress snmplnGetNexts

tcpConnLocalPort

snmplnSetRequests

tcpConnRemAddress

snmplnGetResponses

tcpConnRemPort

snmplInTraps

tcplnErrs

snmpOutTooBigs

tcpOutRsts

snmpOutNoSuchNames

snmpOutBadValues

snmpOutGenErrs

snmpOutGetRequests

snmpOutGetNexts

snmpOutSetRequests

snmpOutGetResponses

snmpOutTraps

snmpEnableAuthenTraps

RFC1317: RS-232/422/485 MIB ODbjects

Generic RS-232/422/485-like

RS-232/422/485-like General

RS-232/422/485-like

Group Port Table Asynchronous Port Group

rs232Number rs232PortTable rs232AsyncPortTable
rs232PortEntry rs232AsyncPortEntry
rs232PortIndex rs232AsyncPortindex
rs232PortType rs232AsyncPortBits

rs232PortInSigNumber

rs232AsyncPortStopBits

rs232PortOutSigNumber

rs232AsyncPortParity

rs232PortlnSpeed

rs232PortOutSpeed

The Input Signal Table

The Output Signal Table

rs232InSigTable

rs2320utSigTable

rs232InSigEntry

rs2320utSigEntry

rs232InSigPortindex

rs2320utSigPortindex

rs232InSigName

rs2320utSigName

rs232InSigState

rs2320utSigState

Cc-2
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Auto IP Report Protocol

The NPort Series provides several ways to configure Ethernet IP addresses. One of them is DHCP Client. When
you set up the NPort to use DHCP Client to configure Ethernet IP addresses, it will automatically send a DHCP
request over the Ethernet to find the DHCP Server. And then the DHCP Server will send an available IP address
to the NPort. The NPort will use this IP address for a period of time after receiving it. But the NPort will send a
DHCP request again to the DHCP Server. Once the DHCP Server realizes that this IP address is to be released
to other DHCP Client, the NPort then will receive a different IP address. For this reason, users sometimes find
that the NPort will use different IP addresses, not a fixed IP address.

In order to know what IP address the NPort is using, you need to set up parameters in Network Settings via
Web browser. The figure below is the NPort Web console configuration window. Enter the IP address and the
Port number of the PC that you want to send this information to.

NGO

‘1 Main Menu
0 overview
{1 Basic Settings
{1 Network Settings
#{] Serial Settings
(] Operating Settings
(1 Accessible IP Settings
#(_] Auto Warning Settings
#(_] Monitor
Change Password
Load Factory Default

Save/Restart

cpoD

Auto IP Report Format

Network Settings

IP address
Metmask
Gateway

IP configuration

DNS server 1

1192.168.127.254

(255.256.0.0
|255.255.255.255 |
| DHCP v

DNS server 2 |
SNMP Setting

SHMP & Enable CDisable
Community name ipublic
Contact
Location

1P Address report
Auto report to IP 192.168.2.149)
Auto report to TCP port 14002

to report period

10 |secands

Submit

| “Moxa”, 4 bytes

[ Info[o]

| Info[1]

Info[n]

Info [n]

Field 1D

Length

Data

Length 1

Variable, Length is “Length Field”
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Auto IP Report Protocol

ID List

ID Value Description Length Note

1 Server Name Variable ASCII char

2 Hardware 1D 2 Little-endian

3 MAC Address 6 6 bytes MAC address. If the MAC address is
"00-90-E8-01-02-03", the MAC[O] is 0, MAC[1]
is 0x90(hex), MAC[2] is OxE8(hex), and so on.

4 Serial Number 4, DWORD Little-endian

5 IP Address 4, DWORD Little-endian

6 Netmask 4, DWORD Little-endian

7 Default Gateway 4, DWORD Little-endian

8 Firmware Version 4, DWORD Little-endian
Verl.3.4= 0x0103040

9 AP ID 4, DWORD Little-endian

AP ID & Hardware ID Mapping Table

AP ID Hardware 1D Product
Undefined Undefined NPort 5100
0x80005000 0x0504 NPort 5410
0x80005000 0x0534 NPort 5430
0x80005000 0x1534 NPort 54301
0x80000312 0x0312 NPort 5230
0x80000312 0x0322 NPort 5210
0x80000312 0x0332 NPort 5232
0x80000312 0x1332 NPort 52321
0x80005610 0x5618 NPort 5610-8
0x80005610 0x5613 NPort 5610-16
0x80005610 0x5638 NPort 5630-8
0x80005610 0x5633 NPort 5630-16
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Compliance Notice

CE Warning

CE Warning

This is a Class A product. In a domestic environment, this product may cause radio interference in which case
the user may be required to take appropriate measures.

Federal Communications Commission
Statement

FCC

FCC - This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

Warning

FCC Warning

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference when the equipment is operated in a commercial environment. This equipment generates, uses,
and can radiate radio frequency energy and, if not installed and used in accordance with the instruction
manual, may cause harmful interference to radio communications. Operation of this equipment in a residential
area is likely to cause harmful interference in which case the user will be required to correct the interference at
his own expense.
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